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NEW QUESTION 1
Which two attack vectors are protected by Cloud Security? (Choose two.)

A. Endpoints
B. Web

C. Data Center
D. Cloud

E. Email

Answer: AE

NEW QUESTION 2
In the Campus NGFW use case, which capability is provided by NGFW & NGIPS?

A. Flexible AAA Options

B. Identity Services Engine

C. Differentiated Mobile Access

D. High throughput maintained while still protecting domains against threats

Answer: D

NEW QUESTION 3
What are two steps organizations must take to secure loT? (Choose two )

A. prevent blackouts

B. update equipment

C. acquire subscription solutions
D. block contractors

E. remediate malfunctions

Answer: CE

NEW QUESTION 4
Which two Cisco products remediate network, cloud, and endpoint threats? (Choose two.)

A. pxGrid

B. Cisco Security Connector
C. Duo

D. Stealthwatch

E. AMP for Endpoints

Answer: AE

NEW QUESTION 5
What are three main areas of the Cisco Security Portfolio? (Choose three )

A. Roaming Security

B. Advanced Threat

C. Cloud Security

D. loT Security

E. Voice & Collaboration
F. Firewalls

Answer: BCD

NEW QUESTION 6
What are two solutions for Cisco Cloud Security? (Choose two.)

A. cloud data security

B. cloud-delivered security

C. advanced network security
D. intrusion prevention

E. cloud security

Answer: BE

NEW QUESTION 7

Which feature of StealthWatch aggregates and normalizes NetFlow data?
A. Netflow analytics

B. Advanced malware protection

C. Forensic investigation

D. FlowCollector

Answer:
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A

NEW QUESTION 8
Which two elements does Advanced Malware Protection provide? (Choose two.)

A. dynamic URL filtering
B. advanced analytics

C. dynamic data analysis
D. intrusion analysis

E. reputation analytics

Answer: BC

NEW QUESTION 9
What are three security blind spots that must be addressed? (Choose three.)

AT

B. Workloads
C. Applications
D. Networks
E. Email

F. Data

Answer: CDF

NEW QUESTION 10
What does Cisco provide via Firepower's simplified, consistent management?

A. Reduced complexity

B. Improved speed to security
C. Reduced down time

D. Higher value

Answer: B

NEW QUESTION 10
What do Cisco NGFW fully integrated platforms offer that allow other security components to participate to achieve pervasive and consistent enforcement?

A. Context telemetry, and profiling sources

B. intelligence sources, telemetry, and shared intelligence
C. Telemetry, shared intelligence, and profiling sources
D. Context, telemetry and intelligence sources

Answer: A

NEW QUESTION 13
What is used to reduce attack surfaces?

A. Remediation
B. Access

C. Segmentation
D. Device trust

Answer: A

NEW QUESTION 18
What are two common customer obstacles? (Choose two.)

A. Limited resources

B. Lack of solution integration

C. Security system blackouts

D. Compliance regulations

E. High turnover of IT professionals

Answer: CD

NEW QUESTION 22

Which Cisco NGIPS capability provides control over users, applications. devices, threats, and provides insights to network vulnerabilities?
A. global threat intelligence

B. advanced threat protection and rapid remediation

C. contextual awareness

D. security automation

Answer: B
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NEW QUESTION 25

Which feature of ISE provides role-based access control and command level authorization with logging for auditing?

A. Platform exchange grid
B. TACACS+Device Administration
C. Context-aware access
D. Centralized policy management

Answer: B

NEW QUESTION 27

Which two attack vectors are protected by Cyber Threat Defense & Network Analytics? (Choose two.)

A. Cloud

B. Email

C. Endpoints
D. Web

E. Data Center

Answer: BE

NEW QUESTION 32

Which feature of AnyConnect provides customers the ability to monitor endpoint application usage to uncover potential behavior anomalies?

A. Network Visibility Module

B. Trusted Network Detection

C. Differentiated Mobile Access

D. Secure Layer 2 Network Access

Answer: B

NEW QUESTION 34

What does remote access use to verify identity?
A. MFA

B. Agents

C. Remote Access VPN

D. AMP for Endpoints

Answer: C

NEW QUESTION 36

What do customers receive when implementing TrustSec?

A. SL decryption enabling secure communications on and off company networks

B. Context-aware access enhancing the forensic capabilities available to their IT team

C. Device profiling and onboarding, enabling businesses to control company role policies across all network services 1
D. Dynamic role-based access control that enables them to enforce business role policies across all network services

Answer: D

NEW QUESTION 39

Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic?

A. Event classification
B. Anomaly detection
C. Anomaly modeling
D. Trust modeling

Answer: B

NEW QUESTION 43

How does AMP's file reputation feature help customers?

A. It increases the protection to systems with exact fingerprinting
B. It increases the accuracy of threat detection with Big Data analytics
C. It enables point in time detection through a one-to-one engine
D. It enables secure web browsing with cognitive threat analytics

Answer: C

NEW QUESTION 44

Which two attack vectors are protected by Web Security? (Choose two.)
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A. Data Center
B. Email

C. Voicemail
D. Cloud

E. Web

Answer: AE

NEW QUESTION 46
What does ThreatGrid integrate?

A. File trajectory and time signatures

B. Threat intelligence and access control

C. File reputation and behavioral indications of compromise
D. Malware analysis and threat intelligence

Answer: D

NEW QUESTION 48
Which two areas require secure access? (Choose two.)

A. Workforce
B. Workflow
C. Workspace
D. Worktable
E. Workloads

Answer: BE

NEW QUESTION 50
What are two reasons why perimeter-based network security is no longer sufficient? (Choose two.)

A. More users

B. More devices

C. More IT professionals
D. More networks

E. More vulnerabilities

Answer: BE

NEW QUESTION 54
What are two features provided by ISE? (Choose two.)

A. Guest Management

B. DDOS attack prevention

C. Network visibility

D. Centralized policy management
E. Device Firewalling

Answer: BD

NEW QUESTION 57

What are two core functionalities of DNS-layer security? (Choose two.)
A. Live threat intelligence

B. Real-time sandboxing

C. Proxy and file inspection

D. Data analytics and monitoring

E. URL filtering

Answer: AB

NEW QUESTION 62
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