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NEW QUESTION 1
A new domain controller has been added to your domain. You need to ensure the CyberArk infrastructure can use the new domain controller for authentication.
Which locations must you update?

A. on the Vault server in C:\Windows\System32\drivers\etc\hosts and in the PVWAApplication under Administration > LDAP Integration > Directories > Hosts
B. on both the Vault and the PVWA servers in C:\Windows\System32\drivers\etc\hosts

C. in the Private Ark client under Tools > Administrative Tools > Directory Mapping

D. on the Vault server in the certificate store and on the PVWA server in the certificate store

Answer: A

NEW QUESTION 2
Which component must be installed before the first CPM installation?

A. PTA
B. PSM
C. PVWA
D. EPM

Answer: A

NEW QUESTION 3
Name two ways of viewing the ITAlog

A. Log into the vault locally and navigate to the Server folder under the PrivateArk install location.
B. Log into the PVWA and go to the Reports tab.

C. Access the System Safe from the PrivateArk client.

D. Go to the Thirdpary log directory on the CPM

Answer: AC

NEW QUESTION 4
Which components can connect to a satellite Vault in a distributed Vault architecture?

A. CPM, EPM, PTA
B. PVWA, PSM

C. CPM, PVWA, PSM
D. CPM, PSM

Answer: B

NEW QUESTION 5
You are successfully managing passwords in the alpha cyberark com domain; however, when you attempt to manage a password in the beta cyberark com
domain, you receive the 'network path not found' error. What should you check first?

A. That the username and password are correct

B. That the CPM can successfully resolve addresses in the beta cyberark com domain

C. That the end user has the correct permissions on the safe.

D. That an appropriate trust relationship exists between alpha.cyberark com and betacyberark.com

Answer: B

NEW QUESTION 6

At what point is a transparent user provisioned in the vault?
A. When a directory mapping matching that user id is created.
B. When a vault admin runs LDAP configuration wizard.

C. The first time the user logs in.

D. During the vault's nightly LD|"P refresh

Answer: A

NEW QUESTION 7

Which parameter must be provided when registering a primary Vault in Azure, but not in Amazon Web Services?
A. /RecPub

B. /AdminPass

C. /MasterPass

D. /RDPGateway

Answer: D

NEW QUESTION 8
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What is the default username for the PSM for SSH maintenance user when InstallCyberarkSSHD is set to yes?

A. proxymng

B. psmp_maintenance

C. psmpmaintenanceuser
D. psmpmnguser

Answer: A

NEW QUESTION 9

When configuring RADIUS authentication, which utility is used to create a file containing an encrypted version of the RADIUS secret?

A. CAVaultManager
B. CACert

C. CreateAuthFile
D. CreateCredFile

Answer: C

NEW QUESTION 10

You are designing the number of PVYWAs a customer must deploy. The customer has three data centers with a distributed Vault in each, requires high availability,

and wants to use all Vaults at all times.
How many PVWAs does the customer need?

A. six or more
B. four

C. two or less
D. three

Answer: A

NEW QUESTION 10

Your customer upgraded recently to version 12.2 to allow the Linux team to use the new MFA caching feature. The PSM for SSH was installed with default
configuration settings. After setting the Authentication to SSH key and enabling MFA Caching from the PVWA interface, the Linux Team cannot connect

successfully using the new MFA caching feature.
What is the most probable cause?

A. OpenSSH 7.8 or above is not installed.
B. The MFACaching parameter in the psmpparms file is not set to True.
C. A passphrase policy must be added.

D. MFA caching is not supported when the PSM for SSH is deployed with default settings.

Answer: D

NEW QUESTION 12
Which command should be executed to harden a Vault after registering it to Azure?

A. HardenAzureFW.ps1 Most Voted

B. ExecuteStage ./Hardening/HardeningConf.xml

C. HardenVaultFW.ps1

D. ExecuteStage ./Postinstallation/Postinstallation.xml

Answer: C

NEW QUESTION 13
By default, the vault secure protocol uses which IP port and protocol.

A. TCP/1858
B. TCP/443
C. UDP/1858
D. TCP/80

Answer: A
Explanation:

Reference: http://docplayer.net/53689072-The-cyberark-digital-vault-built-for-security.html

NEW QUESTION 16
You are installing multiple PVWASs behind a load balancer.
Which statement is correct?

A. Port 1858 must be opened between the load balancer and the PVWAs.

B. The load balancer must be configured in DNS round robin.

C. The load balancer must support "sticky sessions".

D. The LoadBalancerClientAddressHeader parameter in the PVWA.ini file must be set.

Answer:
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C

NEW QUESTION 21
What must you do to synchronize a new Vault server with an organization’s NTP server?

A. Configure an AllowNonStandardFWAddresses rule for the organization’s NTP server in DBParm.ini on the Vault server.

B. Use the Windows Firewall console to configure a rule on the Vault server which allows communication with the organization's NTP server.
C. Ensure the organization’s NTP server is installed in the same location as the Vault server requiring synchronization.

D. Update the AutoSyncExternalObjects configuration in DBParm.ini on the Vault server to schedule regular synchronization.

Answer: A

NEW QUESTION 23
What is a requirement for setting fault tolerance for PSMs?

A. Use a load balancer

B. Use a backup solution

C. CPM must be in all data centers
D. Install the Vault in an HA cluster

Answer: C

NEW QUESTION 27
DRAG DROP
Arrange the steps to complete CPM Hardening for Out-of-Domain Deployment in the correct sequence.

Answer Area

Unordered QOptions Ordered Response

Open Powersheld as Administrator and run the
seripl,

&

Review these script logs: HardeningScnpllog and
CYBRHardeningseceditiog

Locate the CPM_Hardening.ps1 script in the
installation media

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Ordered Response

1y Locate the CPM_Hardening.psl senpt in the nstallatson media.

24 Open Powearzhell 25 Admnistrater and run the scnpt.

3y Review these serpt bogs: HardeningSeripilog and CYBRHardeningsacedit log.
Soggesied Answer i *
The correct sequence for completing CPM Hardening for Out-of-Domain Deployment is 1o first
leeate the CPM_Hardening.pal script in the insallation media, then open Powerzbell as
Addministrator and mn the seript. followed by reviewing the HardeningScript.log and
CYBRHardeningsecedit log seript logs. This ensures that all the pecessary steps are taken in

onder to properly secure an oul-of-dorain deployment of CPM.

NEW QUESTION 32
The RemoteApp feature of PSM allows seamless Application windows (i e the Desktop of the PSM server will not be visible)

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 37
You want to improve performance on the CPM by restricting accounts for the CYBRWINDAD platform to only the WINDEMEA and WINDEMEA_Admin safes.
How do you set this in CyberArk?

A. In the CYBRWINDAD platform, under Automatic Password Management/General, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
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Most Voted

B. In the settings for Configuration/CPM assigned to the WINDEMEA and WINDEMEAADMIN safes, configure AllowedSafes and set to
(WINDEMEA)|(WINDEMEAADMIN).

C. In the CYBRWINDAD platform, under Ul&Workflows/Properties/Optional, configure AllowedSafes and set to (WINDEMEA)|(WINDEMEA_ADMIN).
D. Modify cpm.ini on the relevant CPM/s and add the setting AllowedSafesCYBRWINDAD and set to (WINDEMEA)|(WINDEMEAADMIN).

Answer: A

NEW QUESTION 41
In which file must the attribute ‘SignAuthnRequest="true™ be added to the PartnerldentityProvider element to support signed SAML requests?

A. saml.config

B. samlconfig.ini

C. PVWAConfig.xml

D. PVConfiguration.xml

Answer: C

NEW QUESTION 44
A customer has two data centers and requires a single PVWA url.
Which deployment provides the fastest time to reach the PVWA and the most redundancy?

A. Deploy two PVWAs behind a global traffic manager.
B. Deploy one PVWA only.

C. Deploy two PVWAs in an active/standby mode.

D. Deploy two PVWAs using DNS round robin.

Answer: A

NEW QUESTION 49
Which method can be used to directly authenticate users to PSM for SSH? (Choose three.)

A. CyberArk authentication Most Voted

B. LDAP authentication Most Voted

C. RADIUS authentication Most Voted

D. Windows authentication

E. SAML authentication

F. OpenID Connect (OIDC) authentication

Answer: ABC

NEW QUESTION 52
In addition to bit rate and estimated total duration of recordings per day, what is needed to determine the amount of storage required for PSM recordings?

A. retention period
B. number of PSMs
C. number of users
D. number of targets

Answer: A

NEW QUESTION 56
What must you do to prepare a Windows server for PVWA installation?

A. In the InstallationAutomation folder, run the PVWA_Prerequisites.psl file as an administrator in Powershel
B. Most Voted

C. Install the PrivateArk client.

D. Verify the user performing the installation is Domain Administrator and has logon access to the Vault server.
E. Enable IPv6.

Answer: A

NEW QUESTION 59
When performing “In Domain” hardening of a PSM server, which steps must be performed? (Choose two.)

A. Import CyberArk policy settings from the provided file into a new GP
B. Most Voted

C. Apply advanced audit on the PSM server.

D. Link GPO to a dedicated OU containing CyberArk PSM server

E. Most Voted

F. Import an INF file to the local machine.

G. Configure AppLocker rules to block running unknown executables.

Answer: AC

NEW QUESTION 61
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In a SIEM integration it is possible to use the fully-qualified domain name (FQDN) when specifying the SIEM server address(es)

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 65
Which utility should be used to register the Vault in Amazon Web Services?

A. CAVaultManager Most Voted
B. StorageManager

C. CloudVaultManager

D. CACert

Answer: A

NEW QUESTION 67
The connect button requires PSM to work.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 70
As Vault Admin, you have been asked to enable your organization's CyberArk users to authenticate using LDAP.
In addition to Audit Users, which permission do you need to complete this task?

A. Add Network Areas

B. Manage Directory Mapping
C. Add/Update Users

D. Activate Users

Answer: B
NEW QUESTION 75

DRAG DROP
Arrange the steps to failover to the DR CPM in the correct sequence.

Enable the CPM services on the DR CPM,

Validate that the Primary CPM's services are
stopped and set to manual,

On the DR CPM, confirm details in the Vaultini
configuration file, reset the password to the
CPM user, and recreate the credential file.

Review logs to confirm the DR CPM services
are running as expected.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Valdate that the | 'nmary C1'M's servicas are
sloppod and Sot o iranual

Enabie tha CPM services on the DX S

Suggested AnSWer: | ¢ n the UK CPM conhm details in the Vauit ini
configuration file, resel the password to tha CPM
usar and recraatée hhe cradantal tile

Ruwvigw logs (0 confiem tha DR CPM st vicos ato
runmng as expacted

NEW QUESTION 78
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You are setting up a Linux host to act as an HTML 5 gateway for PSM sessions.
Which servers need to be trusted by the Linux host to secure communications through the gateway?

A. PSM and PVYWA
B. PSM and CPM
C. PVWA and Vault
D. Vault and PSM

Answer: A

NEW QUESTION 83
Which CyberArk component changes passwords on Target Devices?

A. Vault

B. CPM

C. PVWA

D. PSM

E. PrivateArk
F. OPM

G. AIM

Answer: BCD

NEW QUESTION 87
You are installing PSM for SSH with AD-Bridge and CyberArkSSHD mode set to integrated for your customer.
Which additional packages do you need to install to meet the customer’s needs? (Choose two.)

A. CARKpsmp-infra

B. libssh

C. OpenSSH 7.8 or higher
D. CARKpsmp-ADBridge
E. CARKpsmp-SSHD

Answer: AB

NEW QUESTION 90
To apply a new license file you must:

A. Upload the license.xml file to the System Safe

B. Upload the license.xml file to the Vaultinternal Safe.

C. Upload the license.xml file to the System Safe and restart the PrivateArk Server service.

D. Upload the license.xml file to the Vaultinternal Safe and restart the PrivateArk Server service.

Answer: A

Explanation:
Reference: https://www.reddit.com/r/CyberARk/comments/9bjkvd/unable_to_retrieve_licensexml_from
_system_safe/

NEW QUESTION 92
You need to add a new PSM server to an existing CyberArk environment. What is the best way to determine the sizing of this server?

A. Review the “Recommended Server Specifications” for PSMs in the CyberArk Documents websit

B. Most Voted

C. Use the specifications of any existing PSM and request a server of the same size.

D. Use the CyberArk Support Knowledgebase, search for “PSM Sizing” and locate the Knowledgebase article related to sizing.

E. Refer to the Microsoft Windows website, determine the minimum specifications required for the Operating System you are installing, and then add 4 Gb of RAM
and 20 GB of disk.

Answer: C

NEW QUESTION 94

Which keys are required to be present in order to start the PrivateArk Server Service? Select all that apply.
A. Server Key

B. Recovery Public Key

C. Recovery Private Key

D. Safe Key

Answer: A

Explanation:

Reference: https://www.reddit.com/r/CyberARk/comments/8s96n8/certificat_problem_with_my vault/

NEW QUESTION 99
What is a valid combination of primary and secondary layers of authentication to a company's two-factor authentication policy?

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy PAM-SEN dumps

@ 2 P QasseaqQs LJ https://lwww.2passeasy.com/dumps/PAM-SEN/ (136 New Questions)

A. RSA SecurlD Authentication (in PVWA) and LDAP Authentication
B. CyberArk Authentication and RADIUS Authentication

C. Oracle SSO (in PVWA) and SAML Authentication

D. LDAP Authentication and RADIUS Authentication

Answer: A

NEW QUESTION 100
The security of the Vault Server is entirely dependent on the security of the network.

A. TRUE
B. FALSE

Answer: B

NEW QUESTION 103
Does CyberArk need service accounts on each server to change passwords?

A.Ye

B. it requires a domain administrator account to change any password on any server.

C.Ye

D. it requires a local administrator account on any Windows server and a root level account on any Unix server.

E.N

F. passwords are changed by the Password Provider Agent.

G.N

H. the CPM uses the account information stored in the vault to login and change the account's password using its own credentials

Answer: B

NEW QUESTION 107
HTMLS5 Gateway can be installed on which supported UNIX OS versions? (Choose two.)

A. Red Hat Enterprise Linux 7.x
B. CentOS 7.x

C. Ubuntu 20.x

D. AK 7.x

E. Android 11.x

Answer: AB

NEW QUESTION 112
If a transparent user matches two different directory mappings, how does the system determine which user template to use?

A. The system will use the template for the mapping listed first.

B. The system will use the template for the mapping listed last.

C. The system will grant all of the vault authorizations from the two templates.

D. The system will grant only the vault authorizations that are listed in both templates

Answer: A

NEW QUESTION 115

All 80 employees from your satellite Tokyo office are complaining that browsing the PVWA site is very slow; however, your New York headquarters users are not
experiencing this. The current PAM solution is:

2 distributed Vaults, the primary one in New York and a satellite in Tokyo 2 PVWA servers, both in New York with load balancing configured

2 PSM servers, both in New York without load balancing configured 1 CPM server in New York

All PVWA, PSM, and CPM servers are connected to the primary Vault

Which proposal optimally resolves the performance issue while minimizing the impact to production?

A. Install two new PVWA servers in Tokyo data center, configure load balancing, connect to the local satellite Vault and provide the URL of new PVWA servers to
the local employees.

B. Install two new PVWA servers in New York data center, configure load balancing and have them connect to the satellite Vault in Tokyo.

C. Install two new PSM servers in the Tokyo data center, configure load balancing, connect to the local satellite vault, and inform the local employees to browse
using the same PVWA URL.

D. Change the current distributed Vaults architecture, migrate back to a Primary-DR architecture, install two new PVWA servers in the Tokyo data center and
configure load balancin

E. Connect to the local DR Vault and provide the URL of new PVWA servers to the local employees.

Answer: A

NEW QUESTION 120

Which SMTP address can be set on the Notification Settings page to re-invoke the ENE setup wizard after the initial Vault installation?
A. 255.255.255.255

B. 8.8.8.8

C.192.168.1.1
D.1.11.1

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy PAM-SEN dumps

@ 2 P QasseaqQs LJ https://lwww.2passeasy.com/dumps/PAM-SEN/ (136 New Questions)

Answer: D

NEW QUESTION 122
You are configuring SNMP remote monitoring for your organization’s Vault servers.
In the PARAgent.ini, which parameter specifies the destination of the Vault SNMP traps?

A. SNMPHostIP Most Voted
B. SNMPTrapPort

C. SNMPCommunity

D. SNMPVersion

Answer: A

NEW QUESTION 126
What would be a good use case for a High Availability vault?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.
B. Integration with an Enterprise Backup Solution is required.

C. Off site replication is required

D. PSM is used.

Answer: A

NEW QUESTION 130
When a DR vault server becomes an active vault, it will automatically fail back to the original state once the primary vault comes back online.

A. True, this is the default behavior

B. False, this is not possible

C. True, if the 'AllowFailback' setting is set to yes in the PADR.ini file.
D. True if the 'AllowFailback’ setting is set to yes in the dbparm mi file

Answer: C

NEW QUESTION 132
Which configuration file and Vault utility are used to migrate the server key to an HSM?

A. DBparm.ini and CAVaultManager.exe

B. VaultKeys.ini and CAVaultManager.exe
C. DBparm.ini and ChangeServerKeys.exe
D. VaultKeys.ini and ChangeServerKeys.exe

Answer: D

NEW QUESTION 133
Which browser is supported for PSM Web Connectors developed using the CyberArk Plugin Generator Utility (PGU)?

A. Internet Explorer
B. Google Chrome
C. Opera
D. Firefox

Answer: B

NEW QUESTION 134
A first PSM server has been installed.
What should you confirm before installing any additional PSM servers?

A. The PSM ID of the first installed PSM server was changed and the additional PSM server can use the same PSM ID.

B. The user performing the installation is a direct owner in the PSMUnmanagedSessionAccounts Safe, PSM safe and member of PVWAMonitor group.
C. The user performing the installation is not a direct owner in the PSMUnmanagedSessionAccounts Saf

D. Most Voted

E. The path of the Recordings Folder must be different on all PSM installations.

Answer: C

NEW QUESTION 137

What is the recommended method to determine if a PVWA is unavailable and should be disabled in a load balancing pool?
A. Monitor Port 443 on the PVWA server

B. Monitor Port 1858 on the PVWA server

C. Ping the PVWA server

D. Monitor Port 3389 on the PVWA server

Answer: B
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NEW QUESTION 139
What is the PRIMARY reason for installing more than 1 active CPM?

A. Installing CPMs in multiple sites prevents complex firewall rules to manage devices at remote sites.
B. Multiple instances create fault tolerance.

C. Multiple instances increase response time.

D. Having additional CPMs increases the maximum number of devices CyberArk can manage

Answer: D

NEW QUESTION 141

During the PSM installation process, Safes and a User are created.

In addition to Add Safes, Add/Update Users, Reset Users’ Passwords, and Activate Users, which authorization(s) does the Vault user installing the PSM need to
enable them to be successfully created?

A. Manage Vault File Categories Most Voted

B. Manage Server File Categories

C. Manage Directory Mapping, Manage Server File Categories
D. Manage Directory Mapping, Manage Vault File Categories

Answer: A

NEW QUESTION 144
After installing the first PSM server and before installing additional PSM servers, you must ensure the user performing the installation is not a direct owner of which
safe?

A. PSMUnmanagedSessionAccounts Safe

B. PSMRecordingsSessionAccounts Safe

C. PSMUnmanagedApplicationAccounts Safe
D. PSMSessionBackupAccounts Safe

Answer: A

NEW QUESTION 147
The Remote Desktop Services role must be property licensed by Microsoft.

A. TRUE
B. FALSE

Answer: A

NEW QUESTION 150
For redundancy, you want to add a secondary RADIUS server. What must you do to accomplish this?

A. Add to the application settings of the PVWA web.config file.

B. In the PVWA vault.ini file, list each RADIUS server host address in the "Addresses" attribute separated by commas.
C. Open the DBParm.ini on the Vault serve

D. Add the second RADIUS server configuration settings after the first one, separated by a comm

E. Most Voted

F. In the PVWA web.config file, add the location element at the end of the config fil

G. Set the path value to "Default Web Site/PasswordVault/api/auth/pkipn/logon”.

Answer: C

NEW QUESTION 153
When creating a distributed Vault environment architecture, what is the maximum number of Vault servers that can be deployed?

A. 5 - number of primary and satellite Vaults can be specified during installation
B. 3 - all primary

C. 6 - 1 primary and 5 satellite

D. 10 - 2 primary and 8 satellite

Answer: C

NEW QUESTION 155
What are the operating system prerequisites for installing CPM? Select all that apply.

A. NET 3.51 Framework Feature
B. Web Services Role

C. Remote Desktop Services Role
D. Windows 2008 R2 or higher.

Answer: A

Explanation:
Reference: https://www.cse-cst.gc.ca/en/system/files/pdf_documents/cyberark-v91-sec- eng.pdf (11)

Passing Certification Exams Made Easy visit - https://lwww.2PassEasy.com



Welcome to download the Newest 2passeasy PAM-SEN dumps

@ 2 P QasseaqQs LJ https://lwww.2passeasy.com/dumps/PAM-SEN/ (136 New Questions)

NEW QUESTION 156
What is the name of the account used to establish the initial RDP session from the end user client machine to the PSM server?

A. PSMConnect

B. PSMAdminConnect

C.PSM

D. The credentials the end user retrieved from the vault

Answer: A

NEW QUESTION 159
What would be a good use case for the Disaster Recovery module?

A. Recovery Time Objectives or Recovery Point Objectives are at or near zero.
B. Integration with an Enterprise Backup Solution is required.

C. Off site replication is required.

D. PSM is used.

Answer: C

NEW QUESTION 162
A customer has five main data centers with one PVWA in each center under different URLS.
How can you make this setup fault tolerant?

A. This setup is already fault tolerant.

B. Install more PVWASs in each data center.

C. Continuously monitor PVYWA status and send users the link to another PVWA if issues are encountered.
D. Load balance all PVWAs under same URL.

Answer: D

NEW QUESTION 163
There is a requirement for a password to change between 01:00 and 03:00 on Saturdays and Sundays; however, this does not work consistently.
Which platform setting may be the cause?

A. The Interval setting for the platform is incorrect and must be less than 120.

B. The Immediatelnterval setting for the platform is incorrect and must be greater than orequal to 1.
C. The DaysToRun setting for the platform is incorrect and must be set to Sat,Sun.

D. The HeadStartInterval setting for the platform is incorrect and must be set to 0.

Answer: AD

NEW QUESTION 164
What is a prerequisite step before CyberArk can be configured to support RADIUS authentication?

A. Log on to the PrivateArk Client, display the User properties of the user to configure, run the Authentication method drop-down list, and select RADIUS
authentication.

B. In the RADIUS server, define the CyberArk Vault as a RADIUS client/agen

C. Most Voted

D. In the Vault installation folder, run CAVaultManager as administrator with the SecureSecretFiles command.

E. Navigate to /Server/Conf and open DBParm.ini and set the RadiusServersinfo parameter.

Answer: B

NEW QUESTION 167
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