Certshared now are offering 100% pass ensure FCSS_LED_AR-7.6 dumps!
r_! CEF’EShﬂI‘Ed https://www.certshared.com/exam/FCSS_LED_AR-7.6/ (40 Q&AS)

Guaranteed success with Our exam guides

ﬁ
Fortinet

Exam Questions FCSS LED AR-7.6
FCSS - LAN Edge 7.6 Architect

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure FCSS_LED_AR-7.6 dumps!
r_l CEFtSharEd https://www.certshared.com/exam/FCSS_LED_AR-7.6/ (40 Q&AS)

NEW QUESTION 1
Which FortiGuard licenses are required for FortiLink device detection to enable device identification and vulnerability detection?

A. FortiGuard Vulnerability Management and FortiGuard Endpoit Protection
B. FortiGuard Threat Intelligence and FortiGuard IoT Detection

C. FortiGuard Threat Intelligence and FortiGuard Endpoint Protection

D. FortiGuard Attack Surface Security and FortiGuard loT Detection

Answer: D

NEW QUESTION 2
Refer to the exhibit.

RADIUS Server configuration
—{ 8 |
P— a Edit RADIUS Server
B
Authentication method m Specify
& User & Authentication NASIP

Include in every user group (P

Primary Server

IP/Name 192.168.0.100
Secret sssemsne
Connection status @ Successful

Test Connectivity

Test User Credentials

On FortiGate, a RADIUS server is configured to forward authentication requests to FortiAuthenticator, which acts as a RADIUS proxy. FortiAuthenticator then
relays these authentication requests to a remote Windows AD server using LDAP.

While testing authentication using the CLI command diagnose test authserver. the administrator observed that authentication succeeded with PAP but failed when
using MS- CHAFV2.

Which two solutions can the administrator implement to enable MS-CHAPV2 authentication? (Choose two.)

A. Change the FortiGate authentication method to CHAP instead of MS-CHAPV2.

B. Enable Windows Active Directory domain authentication on FortiAuthenticator.

C. Enable RADIUS attribute filtering on FortiAuthenticator.

D. Configure FortiAuthenticator to use RADIUS instead of LDAP as the back-end authentication server

Answer: AD

NEW QUESTION 3
FortiGate has been added to FortiAlOps for management.
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Device Groups
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Seitch @ o Im F & 0 Actions =
& Security Fabric »
oQ Q
B Logs & Reports
LB System ¥ Foftilite Mamse = Fartilate [P Addreds = Stalind = Didcorery State =
B Service Assurance » | FortiGate 1001254 | © Oniive  Successhully Discovered

Which step must be performed on FortiAlOps to add a FortiSwitch device connected to the recently added FortiGate?

A. Add the FortiSwitch device by submitting its serial number.

B. FortiAlOps requires that the FortiSwitch IP address is submitted.
C. FortiSwitch is added automatically.

D. Configure the FortiSwitch IP address, user ID, and password

Answer: C

NEW QUESTION 4

You are troubleshooting a Syslog-based single sign-on (SSO) issue on FortiAuthenticator, where user authentication is not being correctly mapped from the syslog
messages. You need a tool to diagnose the issue and understand the logs to resolve it quickly.

Which tool in FortiAuthenticator can you use to troubleshoot and diagnose a Syslog SSO issue?

A. Debug logs > Remote Servers > Syslog Viewer
B. Parsing Test Tool

C. Debug logs > SSO Sessions page

D. Debug logs > Single Sign-On > Syslog SSO

Answer: D

NEW QUESTION 5
Refer to the exhibit.

FortiGate Radius Server
= Q
v d Edit RADIUS Server
=
|
=) l FAC-Lab | Name RAD-Win
Authentication method m Specify
5 User & Authentication NAS 1P

Include in every user group (P

Primary Server
DAP Servers IP/Name 192.168.0.100

) RADIUS Servers {3 Secret ssssssss
Hngie Hig) Connection status @ Successful
Test Connectivity
Test User Credentials
FortuiGate CLI RADIUS server test
diagnose test authserver radius FAC-Lab pap wifilol password
e '"wifil0l' against 'pap' succeeded, server-primary assigned rad session id=15718280638473 sesaion_timeocut=0 secs idle_ timeout=0 secs!
diagnose test authsesver radius FAC-Lab mpachap2 wifil0l password
'wifil0l" against "machap2'" failed, .n:l:n':nr-.'l_:nj_:ﬂ-:!n,'.-'..':_:.'l-';F-":EJ"—?Z'EJE-E"-E _"".'.‘!:I:.'.."._'::.."..f'-:.l':.': seca '_:!1-1-_':.1_:.-7.'-;'_--'.- secs!
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FortiAuthenticator - Remote LDAP server configuration

Edit LDAP Server

Name [h‘fu wowsAD ]

Primary server name/IP 10.01.10 Port 389

» Use Zero Trust tunnel Please Select |

P Use secondary server

Base distinguished name DC =training AD DC =training DC =lab Q Browse
Bind type: Sample Reguiar

Username: CN=Administrator CN=Users DCotrainingAL Password ssesssse

Server type: Microsoft Active Directory Openl DAP/GSuite Novell eDireclory/Others Appiy template

» Add supported domain names (used only if this is not a Windows Active Directory server)

Query Elements

User object class person
Username attribute sAMAccoun|Name
Group object class: group
Obtain group memberships from User atinbute Group attribute
Group membership attribute memberOf
» Force use of administrator account for group membership lookups

Secure Connection

» Enable

Windows Active Directory Domain Authentication

» Enable

A RADIUS server has been successfully configured on FortiGate, which sends RADIUS authentication requests to FortiAuthenticator. FortiAuthenticator, in turn,
relays the authentication using LDAP to a Windows Active Directory server.

It was reported that wireless users are unable to authenticate successfully.

The FortiGate configuration confirms that it can connect to the RADIUS server without issues.

While testing authentication on FortiGate using the command diagnose test authserver radius, it was observed that authentication succeeds with PAP but fails with
MSCHAPV2.

Additionally, the Remote LDAP Server configuration on FortiAuthenticator was reviewed. Which configuration change might resolve this issue?

A. Change the RADIUS authentication protocol to CHAP

B. Enable Windows Active Directory Domain Authentication.

C. Manually add user credentials to the FortiAuthenticator local database
D. Use RADIUS attributes under the FortiGate configuration.

Answer: B

NEW QUESTION 6

A network engineer is deploying FortiGate devices using zero-touch provisioning (ZTP). The devices must automatically connect to FortiManager and receive their
configurations upon first boot. However, after powering on the devices, they fail to register with FortiManager.

What could be a possible cause of this issue?

A. The FortiGate device requires manual intervention to accept the FortiManager connection.

B. In this scenario, the ZTP process works only when devices are connected using a console cable.
C. The FortiGate device must be preloaded with a configuration file before ZTP can function.

D. The FortiManager IP address is not reachable over TCP port 541.

Answer: D

NEW QUESTION 7
Your office wants to set up a Wi-Fi network for visitors. Your company would like to require them to log in for (racking purposes. Which two types of captive portals
could be enabled on an interface? (Choose two.)

A. Terms Acknowledgment Without Authentication
B. Email Notification Only

C. Disclaimer + Authentication

D. Guest Pass Access

E. Authentication

Answer: AE
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NEW QUESTION 8
A FortiSwitch is not appearing in the FortiGate management interface after being connected via FortiLink. What could be a first troubleshooting step?

A. Ensure that the FortiGate security policies allow traffic from the FortiSwitch.

B. Manually assign a static IP to the FortiSwitch.

C. Verify that FortiGate device DHCP server is assigning an IP to the FortiSwitch.
D. Ensure the FortiSwitch has internet access.

Answer: C

NEW QUESTION 9

You are deploying a FortiSwitch device managed by FortiGate in a secure network environment. To ensure accurate communication, you must identify which
protocols are required for communication and control between FortiGate and FortiSwitch.

Which three protocols are used by FortiGate to manage and control FortiSwitch devices? (Choose three.)

A. SNMP can be used by FortiGate to manage FortiSwitch devices by monitoring their status.

B. UHTTPS is usea;by FortiGate to securely manage and configure FortiSwitch devices.

C. FortiGate uses the Fortilink protocol to establish communication with FortiSwitch.

D. CAPWAP is used to establish the control channel between FortiSwitch and FortiGate.

E. IGMP is required for managing communication between FortiGate and FortiSwitch devices in multicast environments.

Answer: BCD

NEW QUESTION 10
Refer to the exhibits.

SSL-VPN settings

SSL-VPN Settings

Connection Settings ©

Enable SSL-VPN L &
Listen on Interface(s) = port2 x
+
Listen on Port 10443
o Web mode access will be listening at
hittps://100.64.0.254:10443
Server Certificate % vpn v

Redirect HTTP to SSL.VPN (O
Restrict Access Limit access to specific hosts
idie Logout L §
Inactive For 300 - Seconds
Require Client Certificate €
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Real-Time debug output

FortiGate ¥ diagnose debug application fnbamd -1
Debug messages will be on for 30 minutes.

FortiGate 2 diagnose debug enable

FortiGate # [2341] handle_reg-Rcvd auth_cert req id=1288058918, len=1104, opt=0
[948)  cert auth ctx init-req id=1288058918, opt=0

[103] _ cert _chg st- "Init’

[140] fnbamd cert_load certs from req-l1l cert(s) in req.

[99] _ _cert_chg_st- 'Init' -> 'Chain-Build'

[683] _ cert_build chain-req_id=12880589518

[200] fnbamd chain build-Chain discovery, opt Oxl17, cur total 1

[216] fnbamd chain build-Following depth 0

[271] fnbamd_chain_build-Extend chain by system trust store. (no luck)
[283] fnbamd_chain_build-Extend chain by remote CA cache. (no luck)
[99] _ cert chg _st- °'Chain-Build' =-> 'CA-Query’

[777] __cert_ca_query-req id=1288058918

[769]) fnbamd need CA_ query-Do CA query?0

[793] _ cert _ca_query do_next-req i1d=1288058918

[99] _ _cert_chg_st- 'CA-Query' =-> 'Validation'

[804]) _ cert_verify-req id=1288058518

[805) _ cert verify-Chain is not complete.

[200) fnbamd chain_build-Chain discovery, opt O0x7, cur total 1

[216] fnbamd chain_build-Following depth 0

[271) fnbamd chain_build-Extend chain by system trust store. (no luck)
[283] fnbamd chain build-Extend chain by remote CA cache. (no luck)

Real-Time debug output

[39€]) fnbamd cert_verify-Chain number:1

[410] fnbamd cert verify-Following cert chain depth 0

[67€] fnbamd cert check group list-checking group with name 'SSLVPN'

[450] _ check_add peer-check 'student'

[460] _ quick_check_peer-CA does not match.

[458] _ check add peer-'student' check ret:bad

(193] _ get_default ocsp ctx-def ocsp ctx=(nil), no_ocsp_query=0, ocsp_enabled=0
[841) _ cert_verify do_next-reqg id=1288058918

[99] _ cert_chg st~ 'Validation' -> 'Done’

[BBé] __cﬂrt_dana-ruq_id=1233053513

[1652] fnbamd auth session_done-Session done, i1d=1288058918

[931] _ fnbamd cert_auth_run-Exit, req 1d=1288058518

[1689] create_auth cert session-fnbamd cert_ auth_init returns 0, 1d=128805895186
[1608] auth_cert success-id=1288058918

[1031] fnbamd cert_auth_copy_cert_status-req id=1288058918

[833] fnbamd cert check matched groups-checking group with name 'SSLVPN'

[9503] fnbamd cert_check matched groups-not matched

[1070) fnbamd cert_auth_copy_cert_status-Leaf cert status is unchecked.

[1087] fnbamd cert_ auth_copy cert_ status-Issuer of cert depth 0 is not deteced in CMDB.
[1158] fnbamd cert_auth_copy cert_status-Cert st 2040, req id=1288058918

[217] fnbamd comm send result-Sending result 0 (nid 672) for req 1288058918, len=2144
[1553] destroy auth cert session-id=1288058918

[1004] £nbamd cert_ auth uninit-req id=1288058918

Which include debug output and SSL VPN configuration details.

An SSL VPN has been configured on FortiGate. To enhance security, the administrator enabled Required Client Certificate in the SSL VPN settings. However,
when a user attempts to connect, authentication fails.

Which configuration change is needed to fix the issue and allow the user to connect?

A. Enable Redirect HTTP to SSL-VPN on the SSL VPN configuration page.
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B. Import the CA that signed the SSL VPN Server Certificate to FortiGate.
C. Set the user certificate as the Server Certificate on the SSL VPN configuration page.
D. Import the CA that signed the user certificate to FortiGate.

Answer: D

NEW QUESTION 10

What is the primary function of FortiLink NAC in a LAN environment?
A. To extend security policies across FortiGate firewalls only

B. To automate device onboarding and verify security posture

C. To manage FortiSwitch devices and apply manual firewall rules

D. To ensure devices are manually placed in VLANs based on their user roles

Answer: B

NEW QUESTION 14

APs have been manually configured to connect to FortiGate over an IPsec network, and FortiGate successfully detects and authorizes them. However, the APs

remain unmanaged because FortiGate is unable to establish a CAPWAP tunnel with them.

What configuration change can resolve this issue and enable FortiGate to establish the CAPWAP tunnel over the IPsec connection?

A. Configure a static route on FortiGate to reach the APs over the IPsec tunnel.

B. Assign a custom AP profile for the remote APs with the set mpls-connection option enabled.
C. Decrease the CAPWAP tunnel MTU size for APs to prevent fragmentation.

D. Upgrade the FortiAP firmware image to ensure compatibility with the FortiOS version.

Answer: B

NEW QUESTION 19
Refer to the exhibits.

FortiAuthenticator

Interface Status

Interface: portl

Status: o

IP Address / Netmask

| Py 10.0.1.150/255_255.255.0

P

Admin acoess: & S5H (TCP/22)
HTTPS (TCP/443)

€0 CUI(TCP/443)
& REST API [/api/)
& Fabric (Yapi/v1/fabric/)
B SNMP (UDP/141)
& HTTP(TCP/BO)

Services: &) HTTPS (TCP/443)
7 Legacy Self-service Portal (/login/)
) Captive Portals (/guests, /portal)
& SAML IdP [/saml-idp)
& SAML 5P 550 (/saml-sp, /login/sami-auth)
& Kerberos 550 (/login/kerb-auth)
& SCEP [fapp/eertfscep)
0 CRL Downloads [fapp/cert/crl)
B CMP [fapp/eert/emp2/)
”h' & FortiToken Maobile API (fapi/v1/pushauthresp, fapi/v1/transfertoken)
i OAuth Service (fapi/vl/oauth, /api/vl/pushpoll, /guests. /portal)
& HTTP (TCP/80)
&) SCEP [fapp/cert/scep)
& CRL Downloads [fapp/cert/cr)
® CMP [fapp/eert/cmpZ/)
B SAML IdP metadata (/saml-idp)
& Kerberos S50 (flogin/kerb-auth)
i RADIUS Accounting Monitor (UDP/1646)
& RADIUS Auth (UDP/1B12)
P RADIUS Accounting 550 (UDP/1B13)
B RADSEC (TCP/2083)
B TACACS+ Auth (TCP/49)
£ LDAPTCPIIRS)
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FortiAuthenticator SS0O Methods

Edit Fortinet Single Sign-On Methods

Maximum concurrent user sessions: 0 Fine-grained control

& Windows event log polling (e.g. domain controllers/Exchange servers) Confegune Events
& DNS lookup to get IP from workstation name
® Directly use domain DMS suffix in lookup
& Reverse DNS lookup to get workstation name from P
® Do one more DMS lookup to get full list of IPs after reverse lookup of workstation name
B Include account name ending with $ (usually compuler account]
» FortiNAC 550 FortiNAC sources
& RADIUS Accounting 550 clients
i Syslog 550 Syslog sources
¥ Allow TLS encryption
P FortiClient 550 Maobility Agent Service
P Hierarchical F550 tiering
B DC/TS Agent Clients

FortiAuthenticator RADIUS Accounting SS Client

Edit RADIUS Accounting S50 Client

Name [RADwUS-$50 |
Cliert nama/IP 1001 10
Secrel sssssane

Description
S50 user type External @
Local users .'

# Remote users @ WedowsAD (1001100 ~

& Strip off prefix or sufhx from username i any

»

Use a different attribute Lo search lor Lthe user in the remole LDAP server (instead of the usermame altribute specihed in the remote LDAP server
settings)

P Use the prefix or suffix supplied in the username a3 the domain (instead of the domain specihed in the remote LDAP server settings)

RADIUS Attributes

Lsérmame atinbute

b r - M imere — P afin i
Client IPv4 attribute b armag- 1P Ady oz Begrmryn Defauit
Client IPvé attribute Frared)- P8 Ak = Focro Ce .
User group attribule Fortinet-Caoup- Nam: ———— Defouk

A company has multiple FortiGate devices deployed and wants to centralize user authentication and authorization. The administrator decides to use
FortiAuthenticator to convert RSSO messages to FSSO, allowing all FortiGate devices to receive user authentication updates.

After configuring FortiAuthenticator to receive RADIUS accounting messages, users can authenticate, but FortiGate does not enforce the correct policies based on
user groups. Upon investigation, the administrator discovers that FortiAuthenticator is receiving RADIUS accounting messages from the RADIUS server and

successfully queries LDAP for user group information. But, FSSO updates are not being sent to FortiGate devices and FortiGate firewall policies based on FSSO
user groups are not being applied.

What is the most likely reason FortiGate is not receiving FSSO updates?

A. The RADIUS Username and Client IPv4 attributes are not defined on FortiAuthenticator.
B. The LDAP server is not configured to retrieve group memberships for RSSO users.

C. FortiAuthenticator is missing the FSSO user group attribute in the configuration.

D. The FortiAuthenticator interface is not enabled to receive RADIUS accounting messages.

Answer: A

NEW QUESTION 23
You've configured the FortiLink interface, and the DHCP server is enabled by default.
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config system dhcp server
edit 1
set ntp-service local
set default-gateway 169.254.1.1
set netmask 255.255.255.0
set interface "fortilink"
config ip-range
edit 1
set start-ip 169.254.1.2
set end-ip 169.254.1.254
next
end
set vci-match enable
set vci-string "FortiSwitch" "FortiExtender"
next
end

The resulting DHCP server settings are shown in the exhibit. What is the role of the vci-string setting in this configuration?
A. To ignore DHCP requests coming from FortiSwitch and FortiExtender devices.

B. To restrict the IP address assignment to devices that have FortiSwitch or FortiExtender as their hostname.

C. To connect, devices must match the VCI string; otherwise, they will not receive an IP address.

D. To reserve IP addresses for FortiSwitch and FortiExtender devices.

Answer: C

NEW QUESTION 24
Refer to the exhibits.
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VAP configuration

config wireless-controller vap

edict "Corporate”®™
set ssid "Corp"
set security wpalZ-only-enterprise
set auth radius
set radius-server "FAC-Lab"™
Seét intra-vap-privacy enable
Set schedule "always”™
set vian-pooling wtp-group
config vlian-pool

edit 101
set wtp-group "Floor 1"

next
edit 102
set wtp-group "Office"®
nexc
end
nexc
end
Wi-Fi zone table
(- | ¢-) Corp (Corporate) < WIFISSID 0.0.0.0/0.0.0.0
® +f Corp.101 > VLAN ODB.OIO.G.O.O
® +§ Corp.102 >§ VLAN 10.0.20.1/255.255.255.0
® %% wqtn.5.Corporat 23 VLAN 0.0.0.0/0.0.0.0
(+] -9 Guest (Guest) = WIFiSSID 0.0.0.0/0.0.0.0
&% Student01 (Student01) % WIFiSSID 0.0.0.0/0.0.0.0
Corp.zone J Zone *§ Corp.101
*§ Corp.102

The exhibits show the VAP configuration. Wi-Fi SSIDs. and zone table.
Which two statements describe how FortiGate handles VLAN assignment for wireless clients? (Choose two.)

A. FortiGate will load balance clients using VLAN 101 and VLAN 102 and assign them an IP address from the 10.0.3.0/24 subnet.

B. All clients connecting to the Corp Zone will receive an IP address from the 10.0.20.0/24 subnet.
C. Clients connecting to APs in the Floor 1 group will not be able to receive an IP address.
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D. Clients connecting to APs in the Office group will be assigned to VLAN 102.

Answer: CD

NEW QUESTION 28
Refer to the exhibits.

FortiManager configuration

Folit NAC Poleses
Norme* Trarang
- B oo
Switch Fortlrk P tormire
FortSetc hes
1 Entry Selected
Dest nipton
Devicre Patterm
Category m User EMS g
MAL Address a OB 60 Bcdaxe
Har Sware Yendor
Dy £ F armudy
Type
Oper atrg System @  LUnx
Uner
Swvitch Controller Achon
Assagn VIAN € 6 Sudents
Bourxre Port a
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FortiGate$ diagnose switch-controller switch-info mac-table S224EPTP19005867
vdom: root

Managed Switch : 8224EPTF19005867 0

MAC: 00:0c:29:e€:0a:d2 VLAN: 4089 Trunk: GVMIVO000141680(trunk-id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native )

MAC: 00:0c:29:e6ea:d2 VLAN: 1 Trunk: GVM1IV0000141680 (trunk-id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native I

MAC: 00:0c:29:e6:ea:d2 VLAN: 4093 Trunk: GVMIV00001416B0(trunk=id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native )

MAC: 00:0c:29:e6:ea:42 VLAN: 4094 Trunk: GWVMI1V0000141680(trunk-id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native )

MAC: 70:88:6b:B8c:4a:ce VLAN: 4089 Port: portl(peort-id 2)
Flags: 0x00010441 ( hit dynamic src-hit native )

MAC: 04:d5:90:3e:27:80 VLAN: 1 Port: portl(port-id 1)
Flags: 0x00010441 ( hit dynamic srec-hit native )

MAC: 00:0ec:29:06:2a:d2 VLAN: 4088 Trunk: GVM1IV00001416B80(trunk-id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native )

MAC: 00:0c:29:ef:ea:d2 VLAN: 10 Trunk: GVM1V0000141680(trunk-id 0)
Flags: 0x000104cl ( hit trunk dynamic src-hit native )

Total Displayed: B

FortiGate$ diagnose switch-controller mac-device nac onboarding

vdom: root

VLAN MAC LAST-SEEN TYPE LOCATION

4089 70:8B:€6b:8c:da:ce 4 aw S224EPTF19003867

FortiGate# diagnose switch-controller mac-device nac known
vdom: root

MAC LAST-ENONN-SWITCH LAST-ENOWNN-PORT MATCHED-NAC-POLICY MAC-POLICY-ACTION FSw=-ID COMMENTS

Examine the FortiManager configuration and FortiGate CLI output shown in the exhibit.

The NAC feature is being tested with a device connected to port2 on managed FortiSwitch S224SPTF19005867. The NAC policy has been applied to port2, and
traffic was generated from the test device. However, the traffic from the test device does not match the NAC policy and remains in the onboarding VLAN.

What are two possible reasons why the test device is not being correctly classified by the NAC policy? (Choose two.)

A. Device detection is not enabled on VLAN 4089.

B. The device operating system detected by FortiGate is not Linux.

C. Management communication between FortiGate and FortiSwitch is down.
D. The MAC address configured on the NAC policy is incorrect.

Answer: AB

NEW QUESTION 32
Refer to the exhibits.
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Connector Settings

RSSO Agent
Use RADIUS Shared Secret €)  secscsee

Send RADIUS Responses @€
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FortiGate interface configuration

Edit Interface

Name = portd

Allas

Type B Physical Interface

VRFID @ 0

Roke O Undefined v

Address

Addressing mode DHCP | Auto-managed by IPAM
IP/Netmask 10.0.1.254/255.255.255.0
Secondary IP address (O

Administrative Access
1PV HTTPS 3 HTTP PING
) FMG-Access £ SSH | SNMP
. Security Fabric
| FTM RADIUS Accounting | Co tion O
) Speed Test

TR UO I AVIS v Enable Disable
TRUSS LR Uil Enable Disable

Network
Device detection © O
Security mode »

Examine the FortiGate RSSO configuration shown in the exhibit.

FortiGate is set up to use RSSO for user authentication. It is currently receiving RADIUS accounting messages through port3. The incoming RADIUS accounting
messages contain the username in the User-Name attribute and group membership in the Class attribute. You must ensure that the users are authenticated
through these RADIUS accounting messages and accurately mapped to their respective RSSO user groups.

Which three critical configurations must you implement on the FortiGate device? (Choose three.)

A. The RADIUS Attribute Value setting configured for an RSSO user group should match the class RADIUS attribute value in the RADIUS accounting message.
B. RSSO user groups should be assigned to all firewall policies.

C. Device detection and Security Fabric Connection should be enabled on port3

D. The sso-attribute CLI setting in the RSSO agent configuration should be set to Class.

E. The rsso-endpoint-attribute CLI setting in the RSSO agent configuration should be set toUser-Name.

Answer: ADE
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