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NEW QUESTION 1

A software company develops new software products by following the best practices for secure application development. Dawson, a software analyst, is
responsible for checking the performance of applications in the client's network to determine any issue faced by end users while accessing the application. Which
of the following tiers of the secure application development lifecycle involves

checking the application

performance?

A. Development

B. Staging

C. Testing

D. Quality assurance (QA)

Answer: C

Explanation:

Testing is the tier of the secure application development lifecycle that involves checking the application performance in the above scenario. Secure application
development is a process that involves designing, developing, deploying, and maintaining software applications that are secure and resilient to threats and attacks.
Secure application development can be based on various models or frameworks, such as SDLC (Software Development Life Cycle), OWASP (Open Web
Application Security Project), etc. Secure application development consists of various tiers or stages that perform different tasks or roles. Testing is a tier of the
secure application development lifecycle that involves verifying and validating the functionality and security of software applications before releasing them to end
users. Testing can include various types of tests, such as unit testing, integration testing, system testing, performance testing, security testing, etc. Testing can be
used to check the application performance and identify any errors, bugs, or vulnerabilities in the software applications. In the scenario, a software company
develops new software products by following the best practices for secure application development. Dawson, a software analyst, is responsible for checking the
performance of applications in the client’s network to determine any issue faced by end users while accessing the application. This means that he performs testing
for this purpose. Development is a tier of the secure application development lifecycle that involves creating and coding software applications according to the
design and specifications. Staging is a tier of the secure application development lifecycle that involves deploying software applications to a simulated or pre-
production environment for testing or evaluation purposes. Quality assurance (QA) is a tier of the secure application development lifecycle that involves ensuring
that software applications meet the quality standards and expectations of end users and stakeholders

NEW QUESTION 2

Jase. a security team member at an organization, was tasked with ensuring uninterrupted business operations under hazardous conditions. Thus, Jase
implemented a deterrent control strategy to minimize the occurrence of threats, protect critical business areas, and mitigate the impact of threats. Which of the
following business continuity and disaster recovery activities did Jase perform in this scenario?

A. Prevention
B. Response
C. Restoration
D. Recovery

Answer: A

Explanation:

Prevention is the business continuity and disaster recovery activity performed by Jase in this scenario. Prevention is an activity that involves implementing a
deterrent control strategy to minimize the occurrence of threats, protect critical business areas, and mitigate the impact of threats. Prevention can include
measures such as backup systems, firewalls, antivirus software, or physical securityl. References: Prevention Activity in BCDR

NEW QUESTION 3

Ryleigh, a system administrator, was instructed to perform a full back up of organizational data on a regular basis. For this purpose, she used a backup technique
on a fixed date when the employees are not accessing the system i.e., when a service-level down time is allowed a full backup is taken.

Identify the backup technigue utilized by Ryleigh in the above scenario.

A. Nearline backup
B. Cold backup

C. Hot backup

D. Warm backup

Answer: B

Explanation:

Cold backup is the backup technique utilized by Ryleigh in the above scenario. Cold backup is a backup technique that involves taking a full backup of data when
the system or database is offline or shut down. Cold backup ensures that the data is consistent and not corrupted by any ongoing transactions or operations. Cold
backup is usually performed on a fixed date or time when the service-level downtime is allowed or scheduled . Nearline backup is a backup technique that involves
storing data on a medium that is not immediately accessible, but can be retrieved within a short time. Hot backup is a backup technique that involves taking a
backup of data while the system or database is online or running. Warm backup is a backup technique that involves taking a backup of data while the system or
database is partially online or running.

NEW QUESTION 4

Calvin spotted blazing flames originating from a physical file storage location in his organization because of a Short circuit. In response to the incident, he used a
fire suppression system that helped curb the incident in the initial stage and prevented it from spreading over a large area. Which of the following firefighting
systems did Calvin use in this scenario?

A. Fire detection system
B. Sprinkler system
C. Smoke detectors
D. Fire extinguisher

Answer: D
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Explanation:

Fire extinguisher is the firefighting system that Calvin used in this scenario. A firefighting system is a system that detects and suppresses fire in a physical location
or environment. A firefighting system can consist of various components, such as sensors, alarms, sprinklers, extinguishers, etc. A firefighting system can use
various agents or substances to suppress fire, such as water, foam, gas, powder, etc. A fire extinguisher is a portable device that contains an agent or substance
that can be sprayed or discharged onto a fire to extinguish it . A fire extinguisher can be used to curb fire in the initial stage and prevent it from spreading over a
large area . In the scenario, Calvin spotted blazing flames originating from a physical file storage location in his organization because of a short circuit. In response
to the incident, he used a fire suppression system that helped curb the incident in the initial stage and prevented it from spreading over a large area. This means
that he used a fire extinguisher for this purpose. A fire detection system is a system that detects the presence of fire by sensing its characteristics, such as smoke,
heat, flame, etc., and alerts the occupants or authorities about it . A sprinkler system is a system that consists of pipes and sprinkler heads that release water onto
a fire when activated by heat
or smoke. A smoke detector is a device that senses smoke and emits an audible or visual signal to warn about fire.

NEW QUESTION 5

A text file containing sensitive information about the organization has been leaked and modified to bring down the reputation of the organization. As a safety
measure, the organization did contain the MD5 hash of the original file. The file which has been leaked is retained for examining the integrity. A file named
"Sensitiveinfo.txt" along with OriginalFileHash.txt has been stored in a folder named Hash in Documents of Attacker Machine-1. Compare the hash value of the
original file with the leaked file and state whether the file has been modified or not by selecting yes or no.

A. No
B. Yes

Answer: B

Explanation:

Yes is the answer to whether the file has been modified or not in the above scenario. A hash is a fixed-length string that is generated by applying a mathematical
function, called a hash function, to a piece of data, such as a file or a message. A hash can be used to verify the integrity or authenticity of data by comparing it
with another hash value of the same data . A hash value is unique and any change in the data will result in a different hash value . To compare the hash value of
the original file with the leaked file and state whether the file has been modified or not, one has to follow these steps:

? Navigate to Hash folder in Documents of Attacker-1 machine.

? Open OriginalFileHash.txt file with a text editor.

? Note down the MD5 hash value of the original file as 8f14e45fceeal67a5a36dedd4bea2543
? Open Command Prompt and change directory to Hash folder using cd command.

? Type certutil -hashfile Sensitiveinfo.txt MD5 and press Enter key to generate MD5 hash value of leaked file.

? Note down the MD5 hash value of leaked file as 9f14e45fceeal67a5a36dedd4bea2543
? Compare both MD5 hash values.

The MD5 hash values are different , which means that the file has been modified.

NEW QUESTION 6

Thomas, an employee of an organization, is restricted from accessing specific websites from his office system. He is trying to obtain admin credentials to remove
the restrictions. While waiting for an opportunity, he sniffed communication between the administrator and an application server to retrieve the admin credentials.
Identify the type of attack performed by Thomas in the above scenario.

A. Vishing

B. Eavesdropping
C. Phishing

D. Dumpster diving

Answer: B

Explanation:

The correct answer is B, as it identifies the type of attack performed by Thomas in the above scenario. Eavesdropping is a type of attack that involves intercepting
and listening to the communication between two parties without their knowledge or consent. Thomas performed eavesdropping by sniffing communication between
the administrator and an application server to retrieve the admin credentials. Option A is incorrect, as it does not identify the type of attack performed by Thomas in
the above scenario. Vishing is a type of attack that involves using voice calls to trick people into revealing sensitive information or performing malicious actions.
Thomas did not use voice calls but sniffed network traffic. Option C is incorrect, as it does not identify the type of attack performed by Thomas in the above
scenario. Phishing is a type of attack that involves sending fraudulent emails or messages that appear to be from legitimate sources to lure people into revealing
sensitive information or performing malicious actions. Thomas

did not send any emails or messages but sniffed network traffic. Option D is incorrect, as it does not identify the type of attack performed by Thomas in the above
scenario. Dumpster diving is a type of attack that involves searching through trash or discarded items to find valuable information or resources. Thomas did not
search through trash or discarded items but sniffed network traffic.

References: Section 2.2

NEW QUESTION 7

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked with discovering the operating system (OS) of a host. He used the
Unkornscan tool to discover the OS of the target system. As a result, he obtained a TTL value, which Indicates that the target system is running a Windows OS.
Identify the TTL value Henry obtained, which indicates that the target OS is Windows.

Answer: B

Explanation:

128 is the TTL value that Henry obtained, which indicates that the target OS is Windows. TTL (Time to Live) is a field in the IP (Internet Protocol) header that
specifies how long a packet can remain in a network before it is discarded or dropped. TTL is usually expressed in seconds or hops (the number of routers or
gateways that a packet passes through). TTL is used to prevent packets from looping endlessly in a network or consuming network resources . Different operating
systems have different default TTL values for their packets. By observing the TTL value of a packet from a target system or network, one can infer the operating
system of the target . Some common TTL values and their
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corresponding operating systems are:

? 64: Linux, Unix, Android

? 128: Windows

? 255: Cisco 10S

? 60: Mac OS

In the scenario, Henry used Nmap tool to discover the OS of the target system. Nmap (Network Mapper) is a tool that can perform various network scanning and
enumeration tasks, such as port scanning, OS detection, service identification, etc . Nmap can use various techniques to detect the OS of a target system, such as
TCP/IP fingerprinting, which involves analyzing various TCP/IP characteristics of packets from the target system, such as TTL value. In the scenario, Henry
obtained a TTL value of 128 , which indicates that the target OS is Windows.

NEW QUESTION 8

Juan, a safety officer at an organization, installed a physical lock at the entrance of each floor. All employees in the organization were allotted a smart card
embedded in their ID cards, which had to be swiped to unlock doors and Access any floor. Which of the following types of physical locks did Juan install In this
scenario?

A. Mechanical locks

B. Digital locks

C. Combination locks

D. Electromagnetic locks

Answer: B

Explanation:

Digital locks are the types of physical locks that Juan installed in this scenario. A physical lock is a device that prevents or restricts access to a physical location or
environment, such as a door, a cabinet, a drawer, etc. A physical lock can have different types based on its mechanism or technology. A digital lock is a type of
physical lock that uses electronic or digital components, such as a keypad, a card reader, a fingerprint scanner, etc., to unlock or lock . A digital lock can be used
to provide enhanced security and convenience to users, but it can also be vulnerable to hacking or tampering. In the scenario, Juan installed a physical lock at the
entrance of each floor. All employees in the organization were allotted a smart card embedded in their ID cards, which had to be swiped to unlock doors and
access any floor. This means that he installed digital locks for those doors. A mechanical lock is a type of physical lock that uses mechanical components, such as
a key, a bolt, a latch, etc., to unlock or lock. A combination lock is a type of physical lock that uses a sequence of numbers or symbols, such as a dial, a wheel, or a
keypad, to unlock or lock. An electromagnetic lock is a type of physical lock that uses an electromagnet and an armature plate to unlock or lock.

NEW QUESTION 9
Zion belongs to a category of employees who are responsible for implementing and managing the physical security equipment installed around the facility. He was
instructed by the management to check the functionality of equipment related to physical security. Identify the designation of Zion.

A. Supervisor

B. Chief information security officer
C. Guard

D. Safety officer

Answer: C

Explanation:

The correct answer is C, as it identifies the designation of Zion. A guard is a person who is responsible for implementing and managing the physical security
equipment installed around the facility. A guard typically performs tasks such as:

? Checking the functionality of equipment related to physical security

? Monitoring the surveillance cameras and alarms

? Controlling the access to restricted areas

? Responding to emergencies or incidents

In the above scenario, Zion belongs to this category of employees who are responsible for implementing and managing the physical security equipment installed
around the facility. Option A is incorrect, as it does not identify the designation of Zion. A supervisor is a person who is responsible for overseeing and directing the
work of other employees. A supervisor typically performs tasks such as:

? Assigning tasks and responsibilities to employees

? Evaluating the performance and productivity of employees

? Providing feedback and guidance to employees

? Resolving conflicts or issues among employees

In the above scenario, Zion does not belong to this category of employees who are responsible for overseeing and directing the work of other employees. Option B
is incorrect, as it does not identify the designation of Zion. A chief information security officer (CISO) is a person who is responsible for establishing and
maintaining the security vision, strategy, and program for an organization. A CISO typically performs tasks such as:

? Developing and implementing security policies and standards

? Managing security risks and compliance

? Leading security teams and projects

? Communicating with senior management and stakeholders

In the above scenario, Zion does not belong to this category of employees who are responsible for establishing and maintaining the security vision, strategy, and
program for

an organization. Option D is incorrect, as it does not identify the designation of Zion. A safety officer is a person who is responsible for ensuring that health and
safety regulations are followed in an organization. A safety officer typically performs tasks such as:

? Conducting safety inspections and audits

? ldentifying and eliminating hazards and risks

? Providing safety training and awareness

? Reporting and investigating accidents or incidents

In the above scenario, Zion does not belong to this category of employees who are responsible for ensuring that health and safety regulations are followed in an
organization. References: Section 7.1

NEW QUESTION 10

Finley, a security professional at an organization, was tasked with monitoring the organizational network behavior through the SIEM dashboard. While monitoring,
Finley noticed suspicious activities in the network; thus, he captured and analyzed a single network packet to determine whether the signature included malicious
patterns. Identify the attack signature analysis technique employed by Finley in this scenario.
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A. Context-based signature analysis

B. Atomic-signature-based analysis

C. Composite signature-based analysis
D. Content-based signature analysis

Answer: D

Explanation:

Content-based signature analysis is the attack signature analysis technique employed by Finley in this scenario. Content-based signature analysis is a technique
that captures and analyzes a single network packet to determine whether the signature included malicious patterns. Content-based signature analysis can be used
to detect known attacks, such as buffer overflows, SQL injections, or cross-site scripting2. References: Content-Based Signature Analysis

NEW QUESTION 10

The IH&R team in an organization was handling a recent malware attack on one of the hosts connected to the organization's network. Edwin, a member of the
IH&R team, was involved in reinstating lost data from the backup media. Before performing this step, Edwin ensured that the backup does not have any traces of
malware.

Identify the IH&R step performed by Edwin in the above scenario.

A. Eradication

B. Incident containment
C. Notification

D. Recovery

Answer: D

Explanation:

Recovery is the IH&R step performed by Edwin in the above scenario. IH&R (Incident Handling and Response) is a process that involves identifying, analyzing,
containing, eradicating, recovering from, and reporting on security incidents that affect an organization’s network or system. Recovery is the IH&R step that
involves restoring the normal operation of the system or network after eradicating the incident. Recovery can include reinstating lost data from the backup media,
applying patches or updates, reconfiguring settings, testing functionality, etc. Recovery also involves ensuring that the backup does not have any traces of
malware or compromise . Eradication is the IH&R step that involves removing all traces of the incident from the system or network, such as malware, backdoors,
compromised files, etc. Incident containment is the IH&R step that involves implementing appropriate measures to stop the infection from spreading to other
organizational assets and to prevent further damage to the organization. Notification is the IH&R step that involves informing relevant stakeholders, authorities, or
customers about the incident and its impact.

NEW QUESTION 11

A software company is developing a new software product by following the best practices for secure application development. Dawson, a software analyst, is
checking the performance of the application on the client's network to determine whether end users are facing any issues in accessing the application.
Which of the following tiers of a secure application development lifecycle involves checking the performance of the application?

A. Development

B. Testing

C. Quality assurance (QA)
D. Staging

Answer: B

Explanation:

The testing tier of a secure application development lifecycle involves checking the performance of the application on the client’s network to determine whether
end users are facing any issues in accessing the application. Testing is a crucial phase of software development that ensures the quality, functionality, reliability,
and security of the application. Testing can be done manually or automatically using various tools and techniques, such as unit testing, integration testing, system
testing, regression testing, performance testing, usability testing, security testing, and acceptance testing

NEW QUESTION 14

RAT has been setup in one of the machines connected to the network to steal the important Sensitive corporate docs located on Desktop of the server, further
investigation revealed the IP address of the server 20.20.10.26. Initiate a remote connection using thief client and determine the number of files present in the

folder.

Hint: Thief folder is located at: Z\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote Access Trojans (RAT)\Thief of Attacker

Machine-1.

00w
awrLDN

Answer: C

Explanation:

3 is the number of files present in the folder in the above scenario. A RAT (Remote Access Trojan) is a type of malware that allows an attacker to remotely access
and control a compromised system or network. A RAT can be used to steal sensitive data, spy on user activity, execute commands, install other malware, etc. To
initiate a remote connection using thief client, one has to follow these steps:

? Navigate to the thief folder located at Z:\CCT-Tools\CCT Module 01 Information

Security Threats and Vulnerabilities\Remote Access Trojans (RAT)\Thief of Attacker Machine-1.

? Double-click on thief.exe file to launch thief client.

? Enter 20.20.10.26 as IP address of server.

? Enter 1234 as port number.

? Click on Connect button.

? After establishing connection with server, click on Browse button.

? Navigate to Desktop folder on server.

? Count number of files present in folder. The number of files present in folder is 3, which are:
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? Sensitive corporate docs.docx
? Sensitive corporate docs.pdf
? Sensitive corporate docs.txt

NEW QUESTION 16

Hayes, a security professional, was tasked with the implementation of security controls for an industrial network at the Purdue level 3.5 (IDMZ). Hayes verified all
the possible attack vectors on the IDMZ level and deployed a security control that fortifies the IDMZ against cyber-attacks.

Identify the security control implemented by Hayes in the above scenario.

A. Point-to-po int communication

B. MAC authentication

C. Anti-DoS solution

D. Use of authorized RTU and PLC commands

Answer: D

Explanation:

The use of authorized RTU and PLC commands is the security control implemented by Hayes in the above scenario. RTU (Remote Terminal Unit) and PLC
(Programmable Logic Controller) are devices that control and monitor industrial processes, such as power generation, water treatment, oil and gas production, etc.
RTU and PLC commands are instructions that are sent from a master station to a slave station to perform certain actions or request certain data. The use of
authorized RTU and PLC commands is a security control that fortifies the IDMZ (Industrial Demilitarized Zone) against cyber- attacks by ensuring that only valid
and authenticated commands are executed by the RTU and PLC devices. Point-to-point communication is a communication method that establishes a direct
connection between two endpoints. MAC authentication is an authentication method that verifies the MAC (Media Access Control) address of a device before
granting access to a network. Anti-DoS solution is a security solution that protects a network from DoS (Denial-of-Service) attacks by filtering or blocking malicious
traffic.

NEW QUESTION 17

Nancy, a security specialist, was instructed to identify issues related to unexpected shutdown and restarts on a Linux machine. To identify the incident cause,
Nancy navigated to a directory on the Linux system and accessed a log file to troubleshoot problems related to improper shutdowns and unplanned restarts.
Identify the Linux log file accessed by Nancy in the above scenario.

A. Ivar/log/secure

B. /var/log/kern.log
C. /var/log/boot.log
D. /var/log/lighttpd/

Answer: C

Explanation:

/var/log/boot.log is the Linux log file accessed by Nancy in the above scenario. Linux is an open-source operating system that logs various events and activities on
the system or network. Linux log files are stored in the /var/log directory, which contains different types of log files for different purposes. /var/log/boot.log is the
type of log file that records events related to the booting process of the Linux system, such as loading drivers, services, modules, etc. /var/log/boot.log can help
identify issues related to unexpected shutdowns and restarts on a Linux machine . /var/log/secure is the type of log file that records events related to security and
authentication, such as logins, logouts, password changes, sudo commands, etc. /var/log/kern.log is the type of log file that records events related to the kernel,
such as kernel messages, errors, warnings, etc. /var/log/lighttpd/ is the directory that contains log files related to the lighttpd web server, such as access logs, error
logs, etc.

NEW QUESTION 20

Richard, a professional hacker, was hired by a marketer to gather sensitive data and information about the offline activities of users from location data. Richard
employed a technigue to determine the proximity of a user's mobile device to an exact location using CPS features. Using this technique. Richard placed a virtual
barrier positioned at a static location to interact with mobile users crossing the barrier, identify the technique employed by Richard in this scenario.

A. Containerization

B. Over-the-air (OTA) updates
C. Full device encryption

D. Ceofencing

Answer: D

Explanation:

Geofencing is a technique that uses GPS features to determine the proximity of a user's mobile device to an exact location. Geofencing can be used to create a
virtual barrier positioned at a static location to interact with mobile users crossing the barrier. Geofencing can be used for marketing, security, and tracking
purposes?2.

References: What is Geofencing?

NEW QUESTION 21

Martin, a network administrator at an organization, received breaching alerts for an application. He identified that a vulnerability in the application allowed attackers
to enter malicious input. Martin evaluated the threat severity and extent of damage that could be caused by this vulnerability. He then escalated the issue to the
security management team to determine appropriate mitigation strategies. In which of the following threat-modeling steps did Martin evaluate the severity level of
the threat?

A. Identify vulnerabilities

B. Application overview

C. Risk and impact analysis
D. Decompose the application

Answer: C

Explanation:
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Risk and impact analysis is the threat-modeling step in which Martin evaluated the severity level of the threat in the above scenario. Threat modeling is a process
that involves identifying, analyzing, and mitigating threats and risks to a system or network. Threat modeling can be used to improve the security and resilience of
a system or network by applying various methods or techniques, such as STRIDE, DREAD, PASTA, etc. Threat modeling consists of various steps or phases that
perform different tasks or roles. Risk and impact analysis is a threat-modeling step that involves assessing the likelihood and consequences of threats and risks to
a system or network . Risk and impact analysis can be used to evaluate the severity level of threats and risks and prioritize them for mitigation . In the scenario,
Martin received breaching alerts for an application. He identified that a vulnerability in the application allowed attackers to enter malicious input. Martin evaluated
the threat severity and extent of damage that could be caused by this vulnerability. He then escalated the issue to the security management team to determine
appropriate mitigation strategies. This means that he performed risk and impact analysis for this purpose. Identify vulnerabilities is a threat-modeling step that
involves finding and documenting the weaknesses or flaws in a system or network that can be exploited by threats or risks . Application overview is a threat-
modeling step that involves defining and understanding the scope, architecture, components, and functionality of a system or network . Decompose the application
is a threat-modeling step that involves breaking down a system or network into smaller and simpler elements, such as data flows, processes, assets, etc.

NEW QUESTION 25

Kayden successfully cracked the final round of interviews at an organization. After a few days, he received his offer letter through an official company email
address. The email stated that the selected candidate should respond within a specified time. Kayden accepted the opportunity and provided an e-signature on the
offer letter, then replied to the same email address. The company validated the e-signature and added his details to their database. Here, Kayden could not deny
the company's message, and the company could not deny Kayden's signature.

Which of the following information security elements was described in the above scenario?

A. Availability

B. Non-repudiation
C. Integrity

D. Confidentiality

Answer: B

Explanation:

The correct answer is B, as it describes the information security element that was described in the above scenario. Non-repudiation is an information security
element that ensures that a party cannot deny sending or receiving a message or performing an action. In the above scenario, non-repudiation was described, as
Kayden could not deny company’s message, and company could not deny Kayden'’s signature. Option A is incorrect, as it does not describe the information
security element that was described in the above scenario. Availability is an information security element that ensures that authorized users can access and use
information and resources when needed. In the above scenario, availability was not described, as there was no mention of access or use of information and
resources. Option C is incorrect, as it does not describe the information security element that was described in the above scenario. Integrity is an information
security element that ensures that information and resources are accurate and complete and have not been modified by unauthorized parties. In the above
scenario, integrity was not described, as there was no mention of accuracy or completeness of information and resources. Option D is incorrect, as it does not
describe the information security element that was described in the above scenario. Confidentiality is an information security element that ensures that information
and resources are protected from unauthorized access and disclosure. In the above scenario, confidentiality was not described, as there was no mention of
protection or disclosure of information and resources.

References: , Section 3.1

NEW QUESTION 27

Elliott, a security professional, was appointed to test a newly developed application deployed over an organizational network using a Bastion host. Elliott initiated
the process by configuring the nonreusable bastion host. He then tested the newly developed application to identify the presence of security flaws that were not yet
known; further, he executed services that were not secure. identify the type of bastion host configured by Elliott in the above scenario.

A. External services hosts

B. Victim machines

C. One-box firewalls

D. Non-routing dual-homed hosts

Answer: D

Explanation:

Non-routing dual-homed hosts are the type of bastion hosts configured by Elliott in the above scenario. A bastion host is a system or device that is exposed to the
public internet and acts as a gateway or a proxy for other systems or networks behind it. A bastion host can be used to provide an additional layer of security and
protection for internal systems or networks from external threats and attacks . A bastion host can have different types based on its configuration or functionality. A
non-routing dual-homed host is a type of bastion host that has two network interfaces: one connected to the public internet and one connected to the internal
network. A non-routing dual-homed host does not allow any direct communication between the two networks and only allows specific services or applications to
pass through it . A non-routing dual-homed host can be used to isolate and secure internal systems or networks from external access . In the scenario, Elliott was
appointed to test a newly developed application deployed over an organizational network using a bastion host. Elliott initiated the process by configuring the non-
reusable bastion host. He then tested the newly developed application to identify the presence of security flaws that were not yet known; further, he executed
services that were not secure. This means that he configured a non-routing dual-homed host for this purpose. An external services host is a type of bastion host
that provides external services, such as web, email, FTP, etc., to the public internet while protecting internal systems or networks from direct access . A victim
machine is not a type of bastion host, but a term that describes a system or device that has been compromised or infected by an attacker or malware . A one-box
firewall is not a type of bastion host, but a term that describes a firewall that performs both packet filtering and application proxy functions in one device .

NEW QUESTION 31

Malachi, a security professional, implemented a firewall in his organization to trace incoming and outgoing traffic. He deployed a firewall that works at the session
layer of the OSI model and monitors the TCP handshake between hosts to determine whether a requested session is legitimate.

Identify the firewall technology implemented by Malachi in the above scenario.

A. Next generation firewall (NGFW)
B. Circuit-level gateways

C. Network address translation (NAT)
D. Packet filtering

Answer: B

Explanation:
A circuit-level gateway is a type of firewall that works at the session layer of the OSI model and monitors the TCP handshake between hosts to determine whether
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a requested session is legitimate. It does not inspect the contents of each packet, but rather relies on the session information to filter traffic

NEW QUESTION 33

Riley sent a secret message to Louis. Before sending the message, Riley digitally signed the message using his private key. Louis received the message, verified
the digital signature using the corresponding key to ensure that the message was not tampered during transit.

Which of the following keys did Louis use to verify the digital signature in the above scenario?

A. Riley's public key
B. Louis's public key
C. Riley's private key
D. Louis's private key

Answer: A

Explanation:

Riley’s public key is the key that Louis used to verify the digital signature in the above scenario. A digital signature is a cryptographic technique that verifies the
authenticity and integrity of a message or document. A digital signature is created by applying a hash function to the message or document and then encrypting
the hash value with the sender’s private key. A digital signature can be verified by decrypting the hash value with the sender’s public key and comparing it with
the hash value of the original message or document . Riley’s public key is the key that corresponds to Riley’s private key, which he used to sign the message.
Louis’s public key is the key that corresponds to Louis’s private key, which he may use to encrypt or decrypt messages with Riley. Louis’s private key is the key
that only Louis knows and can use to sign or decrypt messages. Riley’s private key is the key that only Riley knows and can use to sign or encrypt messages.

NEW QUESTION 34

Miguel, a professional hacker, targeted an organization to gain illegitimate access to its critical information. He identified a flaw in the end-point communication that
can disclose the target application's data.

Which of the following secure application design principles was not met by the application in the above scenario?

A. Secure the weakest link
B. Do not trust user input
C. Exception handling

D. Fault tolerance

Answer: C

Explanation:

Exception handling is a secure application design principle that states that the application should handle errors and exceptions gracefully and securely, without
exposing sensitive information or compromising the system'’s functionality. Exception handling can help prevent attackers from exploiting errors or exceptions to
gain access to data or resources or cause denial-of-service attacks. In the scenario, Miguel identified a flaw in the end-point communication that can disclose the
target application’s data, which means that the application did not meet the exception handling principle.

NEW QUESTION 35

Matias, a network security administrator at an organization, was tasked with the implementation of secure wireless network encryption for their network. For this
purpose, Matias employed a security solution that uses 256-bit Galois/Counter Mode Protocol (GCMP-256) to maintain the authenticity and confidentiality of data.
Identify the type of wireless encryption used by the security solution employed by Matias in the above scenario.

A. WPA2 encryption
B. WPA3 encryption
C. WEP encryption
D. WPA encryption

Answer: B

Explanation:

WPAS encryption is the type of wireless encryption used by the security solution employed by Matias in the above scenario. WPA3 encryption is the latest and
most secure version of Wi-Fi Protected Access, a protocol that provides authentication and encryption for wireless networks. WPA3 encryption uses 256-bit
Galois/Counter Mode Protocol (GCMP-256) to maintain the authenticity and confidentiality of data. WPAS3 encryption also provides enhanced protection against
offline dictionary attacks, forward secrecy, and secure public Wi-Fi access . WPA2 encryption is the previous version of Wi-Fi Protected Access, which uses
Advanced Encryption Standard (AES) or Temporal Key Integrity Protocol (TKIP) for data encryption. WEP encryption is an outdated and insecure version of Wi-Fi
security, which uses RC4 stream cipher for data encryption. WPA encryption is an intermediate version of Wi-Fi security, which uses TKIP for data encryption.

NEW QUESTION 36

Elliott, a security professional, was tasked with implementing and deploying firewalls in the corporate network of an organization. After planning and deploying
firewalls in the network,

Elliott monitored the firewall logs to detect evolving threats And attacks; this helped in ensuring firewall security and addressing network issues beforehand.

in which of the following phases of firewall implementation and deployment did Elliott monitor the firewall logs?

A. Deploying

B. Managing and maintaining
C. Testing

D. Configuring

Answer: B

Explanation:

Managing and maintaining is the phase of firewall implementation and deployment in which Elliott monitored the firewall logs in the above scenario. A firewall is a
system or device that controls and filters the incoming and outgoing traffic between different networks or systems based on predefined rules or policies. A firewall
can be used to protect a network or system from unauthorized access, use, disclosure, modification, or destruction . Firewall implementation and deployment is a
process that involves planning, installing, configuring, testing, managing, and maintaining firewalls in a network or system . Managing and maintaining is the phase
of firewall implementation and deployment that involves monitoring and reviewing the performance and effectiveness of firewalls over time. Managing and
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maintaining can include tasks such as updating firewall rules or policies, analyzing firewall logs , detecting evolving threats or attacks , ensuring firewall security ,
addressing network issues , etc. In the scenario, Elliott was tasked with implementing and deploying firewalls in the corporate network of an organization. After
planning and deploying firewalls in the network, Elliott monitored the firewall logs to detect evolving threats and attacks; this helped in ensuring firewall security and
addressing network issues beforehand. This means that he performed managing and maintaining phase for this purpose. Deploying is the phase of firewall
implementation and deployment that involves installing and activating firewalls in the network or system according to the plan. Testing is the phase of firewall
implementation and deployment that involves verifying and validating the functionality and security of firewalls before putting them into operation. Configuring is the
phase of firewall implementation and deployment that involves setting up and customizing firewalls according to the requirements and specifications.

NEW QUESTION 39
An FTP server has been hosted in one of the machines in the network. Using Cain and Abel the attacker was able to poison the machine and fetch the FTP
credentials used by the admin. You're given a task to validate the credentials that were stolen using Cain and Abel and read the file flag.txt

A. white@hat
B. red@hat
C. hat@red
D. blue@hat

Answer: C

Explanation:

hat@red is the FTP credential that was stolen using Cain and Abel in the above scenario. FTP (File Transfer Protocol) is a protocol that allows transferring files
between a client and a server over a network. FTP requires a username and a password to authenticate the client and grant access to the server . Cain and Abel
is a tool that can perform various network attacks, such as ARP poisoning, password cracking, sniffing, etc. Cain and Abel can poison the machine and fetch the
FTP credentials used by the admin by intercepting and analyzing the network traffic . To validate the credentials that were stolen using Cain and Abel and read the
file flag.txt, one has to follow these steps:

? Navigate to the Documents folder of Attacker-1 machine.

? Double-click on Cain.exe file to launch Cain and Abel tool.

? Click on Sniffer tab.

? Click on Start/Stop Sniffer icon.

? Click on Configure icon.

? Select the network adapter and click on OK button.

? Click on + icon to add hosts to scan.

? Select All hosts in my subnet option and click on OK button.

? Wait for the hosts to appear in the list.

? Right-click on 20.20.10.26 (FTP server) and select Resolve Host Name option.

? Note down the host name as ftpserver.movieabc.com

? Click on Passwords tab.

? Click on + icon to add items to list.

? Select Network Passwords option.

? Select FTP option from Protocol drop-down list.

? Click on OK button.

? Wait for the FTP credentials to appear in the list.

? Note down the username as hat and the password as red

? Open a web browser and type ftp://hat:red@ftpserver.movieabc.com

? Press Enter key to access the FTP server using the stolen credentials.

? Navigate to flag.txt file and open it.

? Read the file content.

NEW QUESTION 44

Shawn, a forensic officer, was appointed to investigate a crime scene that had occurred at a coffee shop. As a part of investigation, Shawn collected the mobile
device from the victim, which may contain potential evidence to identify the culprits.

Which of the following points must Shawn follow while preserving the digital evidence? (Choose three.)

A. Never record the screen display of the device
B. Turn the device ON if it is OFF

C. Do not leave the device as it is if it is ON

D. Make sure that the device is charged

Answer: BCD

Explanation:

Turn the device ON if it is OFF, do not leave the device as it is if it is ON, and make sure that the device is charged are some of the points that Shawn must follow
while preserving the digital evidence in the above scenario. Digital evidence is any information or data stored or transmitted in digital form that can be used in a
legal proceeding or investigation. Digital evidence can be found on various devices, such as computers, mobile phones, tablets, etc. Preserving digital evidence is
a crucial step in forensic investigation that involves protecting and maintaining the integrity and authenticity of digital evidence from any alteration or damage.
Some of the points that Shawn must follow while preserving digital evidence are:

? Turn the device ON if it is OFF: If the device is OFF, Shawn must turn it ON to prevent any data loss or encryption that may occur when the device is powered
off. Shawn must also document any password or PIN required to unlock or access the device.

? Do not leave the device as it is if it is ON: If the device is ON, Shawn must not leave it as it is or use it for any purpose other than preserving digital evidence.
Shawn must also disable any network connections or communication features on the device, such as Wi-Fi, Bluetooth, cellular data, etc., to prevent any remote
access or deletion of data by unauthorized parties.

? Make sure that the device is charged: Shawn must ensure that the device has enough battery power to prevent any data loss or corruption that may occur due to
sudden shutdown or low battery. Shawn must also use a write blocker or a Faraday bag to isolate the device from any external interference or signals.

Never record the screen display of the device is not a point that Shawn must follow while preserving digital evidence. On contrary, Shawn should record or
photograph the screen display of the device to capture any relevant information or messages that may appear on the screen. Recording or photographing the
screen display of the device can also help document any changes or actions performed on the device during preservation.

NEW QUESTION 49
Walker, a security team member at an organization, was instructed to check if a deployed cloud service is working as expected. He performed an independent
exami