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NEW QUESTION 1

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Service Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwide

NEW QUESTION 2

DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel.

You need to automatically label the documents on Sitel that contain credit card numbers. Which three actions should you perform in sequence? To answer, move
the appropriate

actions from the list of actions to the answer area and arrange them in the correct order.

Actions | Answer Area

Create a sensitivity label.

Create an auto-labeling policy.

Create a sensitive information type.

Wait 24 hours, and then turn on the policy.
Publish the label.

Create a retention label.

Wait eight hours, and then turn on the policy.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions | Answer Area

e Nt e W A S
) Wait 24 hours, and then turn on the policy. 1. FETE i s ol AT S S '
—_— = Create an auto-labeling policy.

Publish the label. T e e |

R T T N R R R O R R N R I NN R

NEW QUESTION 3

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You plan to implement Microsoft 365 compliance policies to meet the following requirements:

? ldentify documents that are stored in Microsoft Teams and SharePoint Online that contain Personally Identifiable Information (PII).
? Report on shared documents that contain PII.

What should you create?

A. an alert policy

B. a data loss prevention (DLP) policy
C. aretention policy
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D. a Microsoft Cloud App Security policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-learn-about- dip?view=0365-worldwide

NEW QUESTION 4
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
Name Role

User1 Global Administrator
User2 Service Support
Administrator

User3 Cloud Application
Administrator

Userd None

You plan to provide User4 with early access to Microsoft 365 feature and service updates. You need to identify which Microsoft 365 setting must be configured,
and which user can

modify the setting. The solution must use the principle of least privilege.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

Microsoft 365 setting: v
Office installation options

Privileged access
Release preferences =

User: v
Userl only

User2 only

‘User3 only

Userl and User2 only

Userl and User3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Microsoft 365 setting: | 4
Office installation options
Privileged access |
Release preferences

cr T

T T

User: | v |
Userl only

User2 only

User3 only

Userl and User2 only

Userl and User3 only
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NEW QUESTION 5

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You define a retention label that has the following settings:

* Retention period 7 years

« Start the retention period bated on: When items were created

You need to prevent the removal of the label once the label K applied to a lie What should you select in the retention label settings?

A. Retain items even If users delete
B. Mark items as a record

C. Mark items as a regulatory record
D. Retain items forever

Answer: B

NEW QUESTION 6

- (Topic 6)

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

C. install all the feature updates released since version 2004 and the latest quality update only.

D. install the latest feature update and all the quality updates released since version 2004.

Answer: B

NEW QUESTION 7

- (Topic 6)

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 10.
You purchase a Microsoft 365 subscription.

You implement password hash synchronization and Azure AD Seamless Single Sign-On (Seamless SSO).

You need to ensure that users can use Seamless SSO from the Windows 10 computers. What should you do?

A. Join the computers to Azure AD.

B. Create a conditional access policy in Azure AD.

C. Modify the Intranet zone settings by using Group Policy.
D. Deploy an Azure AD Connect staging server.

Answer: A

NEW QUESTION 8

- (Topic 6)

You have a Microsoft 365 subscription.

You plan to use Adoption Score and need to ensure that it can obtain device and software metrics.
What should you do?

A. Enable Endpoint analytics.

B. Run the Microsoft 365 network connectivity test on each device.
C. Enable privileged access.

D. Configure Support integration.

Answer: A
NEW QUESTION 9

HOTSPOT - (Topic 6)
Your company has a Azure AD tenant named comoso.onmicrosoft.com that contains the users shown in the following table.

Name Role

User1 Password Administrator
User2 Security Administrator
User3 User Administrator
User4 None

You need to identify which users can perform the following administrative tasks:

* Reset the password of User4.

» Modify the value for the manager attribute of User4.

Which users should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Reset the password of Userd:  User? and User3 only ]
User! only
User2 only
| Userl and Userd only

| User?, User2, and User3

Modify the value for the manager attnbute of Userd: | Usar only o ’
User2 only

User1 and User3 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Reset the password of Userd:  User] and User3 only Bl
Usar? only
Users only

| Userl and Userd on
) User] and Userd only

| User?, User2, and User3

Modify the value for the manager attribute of Userd: | User3 only ¥ ’
Lserd only

User1 and User3 only
User2 and User3 only
User1, User2, and User3

NEW QUESTION 10

- (Topic 6)

You have a Microsoft 365 E5 tenant that has sensitivity label support enabled for Microsoft and SharePoint Online.
You need to enable unified labeling for Microsoft 365 groups. Which cmdlet should you run?

A. set-unifiedGroup

B. Set-Labelpolicy

C. Execute-AzureAdLebelSync
D. Add-UnifiedGroupLinks

Answer: C

NEW QUESTION 10

- (Topic 6)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User1 | Defender for identity Contoso None

Adminstrators |
User2 | Defender for identity Contoso Users | None
UserZ | None | Security admanustrator
Userd | Defender for identity Contoso Users Global administrator

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 13

DRAG DROP - (Topic 6)

DRAG DROP

You have a Microsoft 365 E5 subscription. Several users have iOS devices.

You plan to enroll the iOS devices in Microsoft Endpoint Manager.

You need to ensure that you can create an iOS/iPadOS enrollment profile in Microsoft Endpoint Manager.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions

From the Microsoft Endpoint Manager admin center,
add a device enrollment manager.

From the Micresoft Endpoint Manager admin center,
download a certificate signing request.

Endpoint Manager.

Portal

From the Microsoft Endpoint Manager admin
center, configure device enroliment restnclions.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Actions

From the Microsoft Endpoint Manager admin center,
add a device enrollment manager.

From the Microsoft Endpoint Manager admin center, E
 download a certificate signing request. )

| Upload an Apple MDM push certificate to Microsoft |
Endpoint Manager.

| Portal

From the Microsoft Endpoint Manager admin
center, configure device enroliment restrictions.

NEW QUESTION 16
- (Topic 6)
You have a Microsoft 365 subscription.

Answer Area

Upload an Apple MDM push certificate to Microsoft @

Create a certificate from the Apple ﬁmhéemﬁbaieéi@)

Answer Area

«
E-r_;reate a certificate from the Apme Push Certificates C:_

From the Microsoft Endpoint Manager admin center,
download a certificate signing request

Portal.

Endpoint Manager

Upload an Apple MDM push certificate to Microsoft ‘ @

© 0O
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You view the Service health Overview as shown in the following exhibit.
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Service health

Overview sue histon, Reparted

: Beport an issue Customize

Active issues

Microsoft service health (&)

Issues in your environment that require action (0)

Microsoft service health

Shows the current health status of your Microsoft services. and updates when we fix iIssues

Cervice

Exchange Online 0 -
Microsoft 365 suite 0 2 ad
Microsoft Teams O
OneDrive for Business 0
SharePaint Online o

You need to ensure that a user named Userl can view the advisories to investigate service health issues.
Which role should you assign to Userl?

A. Message Center Reader

B. Reports Reader

C. Service Support Administrator
D. Compliance Administrator

Answer: B

Explanation:
Service Support admin

Assign the Service Support admin role as an additional role to admins or users who need to do the following in addition to their usual admin role:

- Open and manage service requests

- View and share message center posts

- Monitor service health

Incorrect:

* Message center reader

Assign the Message center reader role to users who need to do the following:
- Monitor message center notifications

- Get weekly email digests of message center posts and updates

- Share message center posts

- Have read-only access to Azure AD services, such as users and groups

* Reports reader

Assign the Reports reader role to users who need to do the following:

- View usage data and the activity reports in the Microsoft 365 admin center

- Get access to the Power Bl adoption content pack

- Get access to sign-in reports and activity in Azure AD

- View data returned by Microsoft Graph reporting API

Reference:
https://learn.microsoft.com/en-us/microsoft-365/admin/add-users/about-admin-roles?view=0365-worldwide

NEW QUESTION 18

- (Topic 6)

You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action.
To which location can the policy be applied?
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A. OneDrive accounts

B. Exchange email

C. Teams chat and channel messages

D. SharePoint sites

Answer: B

NEW QUESTION 20
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that uses Microsoft intune. The subscription contains the resources shown in the following table.

Name

Type

Member of

User

User

Group1

Devicel

Device

Group2

Userl is the owner of Devicel.
You add Microsoft 365 Apps Windows 10 and later app types to Intune as shown in the following table.
On Thursday, you review the results of the app deployments.

Name Shows in Assignment | Microsoft Office Day of
Company Portal app to install creation
App1 Yes Group1 - Word Monday
Required
App2 Yes Group2 - Excel Tuesday
Required
App3 Yes Group1 - PowerPoint Wednesday
Available
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
Answer Area
Statements Yes No
Word is installed on Devicel. 4 i .
App3 is displayed in the Company Portal,
Excel is installed on Devicel
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements Yes No
Word is installed on Dewicel. :__"{':; d .
App3 is displayed in the Company Portal, ek

NEW QUESTION 21
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.

Excel is installed on Devicel
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Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Device4 I0S 12
Device5 iI0S 14

All the devices have an app hamed Appl installed.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required policies? To answer, select the appropriate options in
the answer area.

NOTE: Each correct selection is worth one point.

Policy to create in Microsoft Endpoint v
Manager:

An app configuration policy
An app protection policy

A conditional access policy
A device compliance policy

Minimum number of required policies: | v

Wk =

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Policy to create in Microsoft Endpoint v
e An app configuration policy
An app protection policy |
A conditional access policy
A device compliance policy
Minimum number of required policies: | v

S

oW p|—=

NEW QUESTION 25
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of

Usert Group1, Group2
User2 Group2, Group3

User3 Group1, Group3

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following table.
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Name Priority | Applies to
Policy1 0 Group1

Policy2 1 Group2
Policy3 2 Group3

The policies use the settings shown in the following table.

“Name Cursor movement Clear cache on close
Policy1 Logical Disabled
Policy2 Not configured Enabled
Policy3 Visual Enabled

For each of the following statements, select Yes if the statement is true. Otherwise, select
No.
NOTE: Each correct selection is worth one point.

Statements Yes No
User1 has their cache cleared on close. @

User2 has Cursor movement setto Visual. O

User3 has Cursor movement set to Visual. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
. seony
User1 has their cache cleared on close. O (O |
User2 has Cursor movement set to Visual. © '_O_l
User3 has Cursor movement set to Visual. O :_O_I

NEW QUESTION 26

- (Topic 6)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 27
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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Name | Member of Role
User1 Group1 User Administrator
User2 Group1 None
User3 Group? None
Userd None Global Administrator

You enable self-service password reset (SSPR) for Groupl. You configure security questions as the only authentication method for SSPR.
Which users can use SSPR, and which users must answer security questions to reset their password? To answer, select the appropriate options in the answer
area.
NOTE; Each correct selection is worth one point.
Answer Area

Users that can use SSPR:  ser1, User2, and Userd only B2
User1 and Userd only
User1, User2, and User3 only

|User1, User2, User3, and Userd

Users that must answer security questions to | User1 and User2 only |
reset their password: | User1 only
User2 only

User, User2, and User3 only
User1, User2. and Userd only
User1, User2, User3, and Userd

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Users that can use SSPR:  ser1, User2, and Userd only ||
User1 and User2 only

User1, User2, and User3 only

UserT, UserZ User3, and Dseed -

Users that must answer security questions to | User] and User2 only |
reset their password: | User1 only

User2 only

ser], UserZ and User3 only
User1, User, and User4 only
User1, User2, User3, and Userd

NEW QUESTION 30

HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that contains 100 Windows 10 devices. The devices are managed by using Microsoft Endpoint Manager.

You plan to create two attack surface reduction (ASR) policies named ASR1 and ASR2. ASR1 will be used to configure Microsoft Defender Application Guard.
ASR2 will be used to configure Microsoft Defender SmartScreen.

Which ASR profile type should you use for each policy? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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ASR1: v
Device control
Exploit protection
Application control
App and browser isolation
Attack surface reduction rules
ASRZ: v
Device control
Exploit protection
Application control
App and browser isolation
Attack surface reduction rules
A. Mastered
B. Not Mastered
Answer: A
Explanation:
ASR1: v
Device control
Exploit protection
_,ﬁEQiEaIiQ'lCPDtiﬂl T
\App and browser isolation |
Attack surface reduction rules
ASR2: v

Device control

App and browser isolation
Attack surface reduction rules

NEW QUESTION 31

;(gjoﬁ:vg)a Microsoft 365 subscription that uses an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.
Name Role
Userl £xchange Administrator
User2 User Administrator
User3 Global Administrator
Userd None

You add another user named User5 to the User Administrator role. You need to identify which two management tasks User5 can perform.

Which two tasks should you identify? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Delete User2 and User4 only.

B. Reset the password of User4 only

C. Reset the password of any user in Azure AD.
D. Delete Userl, User2, and User4 only.

E. Reset the password of User2 and User4 only.

F. Delete any user in Azure AD.
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Answer: AE

Explanation:

Users with the User Administrator role can create users and manage all aspects of users with some restrictions (see below).

Only on users who are non-admins or in any of the following limited admin roles:

* Directory Readers

» Guest Inviter

* Helpdesk Administrator

» Message Center Reader
* Reports Reader
» User Administrator Reference:

https://docs.microsoft.com/en-us/azure/active-directory/users-groups-roles/directory-assign-admin-roles#available-roles

NEW QUESTION 32

- (Topic 6)

You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

How long after the Azure ATP cloud service is updated will the sensor update?

A. 20 hours
B. 12 hours
C. 7 hours

D. 48 hours

Answer: B

NEW QUESTION 35

- (Topic 6)

You have a Microsoft 365 tenant.
You plan to manage incidents in the tenant by using the Microsoft 365 security center. Which Microsoft service source will appear on the Incidents page of the

Microsoft 365

security center?

A. Microsoft Cloud App Security
B. Azure Sentinel
C. Azure Web Application Firewall
D. Azure Defender

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate- alerts?view=0365-worldwide

NEW QUESTION 37
HOTSPOT - (Topic 6)

HOTSPOT
R sons —
3 of 450 B&T of 887 Microsoft | NIST 800-
P 15444 ] T&% 1

o0 ncomplete | 7 completed | completed | “P7 | 355 53
Data 2 Data

Iaf f !
Protection | 14370 Incomplete | 70% E;:“ dfﬁm fj:nnu.-:z; Group?2 ;':fmmn Protection
Baseline o P : Baseline

The SP800 assessment has the improvement actions shown in the following table.

Answer Area

A. Mastered

B. Not Mastered

Statements

Establish a threat intelligence program will appear as implementead in the SPE00

a5sESEment.

The SPE00 assecsment score will increase by 54 points

The Data Protection Baseline score will increase by ' poinits
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Answer: A

Explanation:
Answer Area

Statements Yes Mo

Establish a threat intelligence program will appear as implemented in the SP800 | L
assessment
The SPE00 assessment soore vall increase by 54 points

The Data Protection Baseline score will increase by 9 points

NEW QUESTION 38
- (Topic 6)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role
Admin1 Security reader
Admin2 User administrator

Admin3 Security administrator
Admin4 Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:
By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or
Security Administrators will automatically be added to the recipients list.

NEW QUESTION 39

- (Topic 6)

You have a Microsoft 365 E5 subscription.

You create an account tor a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint and OneDrive.
Solution: From the Azure Active Directory admin center, you assign SecAdminl the Teams Administrator role.

Does this meet the goal?

A. Yes
B. no

Answer: B

NEW QUESTION 43

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDirive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the

Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 48
- (Topic 6)

You have a Microsoft 365 subscription.
You plan to implement Microsoft Purview Privileged Access Management. Which Microsoft Office 365 workloads support privileged access?
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A. Microsoft Exchange Online only

B. Microsoft Teams only

C. Microsoft Exchange Online and SharePoint Online only

D. Microsoft Teams and SharePoint Online only

E. Microsoft Teams, Exchange Online, and SharePoint Online

Answer: A

Explanation:

Privileged access management

Having standing access by some users to sensitive information or critical network configuration settings in Microsoft Exchange Online is a potential pathway for
compromised accounts or internal threat activities. Microsoft Purview Privileged Access Management helps protect your organization from breaches and helps to
meet compliance best practices by limiting standing access to sensitive data or access to critical configuration settings. Instead of administrators having constant
access, just-in-time access rules are implemented for tasks that need elevated permissions. Enabling privileged access management for Exchange Online in
Microsoft 365 allows your organization to operate with zero standing privileges and provide a layer of defense against standing administrative access
vulnerabilities.

Note: When will privileged access support Office 365 workloads beyond Exchange? Privileged access management will be available in other Office 365 workloads
soon.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access- management-solution-overview
https://learn.microsoft.com/en-us/microsoft-365/compliance/privileged-access-management

NEW QUESTION 53

- (Topic 6)

You have a Microsoft 365 subscription.

You need to add additional onmicrosoft.com domains to the subscription. The additional domains must be assignable as email addresses for users.
What is the maximum number of onmicrosoft.com domains the subscription can contain?

o0
= OoN P

0
Answer: C

Explanation:

You are limited to five onmicrosoft.com domains in your Microsoft 365 environment, so make sure to check for spelling and to assess your need if you choose to
create a new one.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/admin/setup/domains-faq

NEW QUESTION 57

- (Topic 6)

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant includes a user named Userl.

You enable Azure AD ldentity Protection.

You need to ensure that Userl can review the list in Azure AD Identity Protection of users flagged for risk. The solution must use the principle of least privilege.
To which role should you add User1?

A. Security Reader

B. Global Administrator
C. Owner

D. User Administrator

Answer: A

NEW QUESTION 58

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel and the users shown in the following table.

Name | Member of Device
User? Group1 Device1l
User2 Group1 Devicel, Device3

The devices are configured as shown in the following table.

Name Platform ] Azure AD join type
Devicel | Windows 11 | None

Device2 | Windows 10 | Joined
Device3 | Android Registered

You have a Conditional Access policy named CAPolicyl that has the following settings: 1.Assignments
? Users or workload identities: Groupl
? Cloud apps or actions: Office 365 SharePoint Online
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? Conditions

- Filter for devices: Exclude filtered devices from the policy

- Rule syntax: device.displayName -startsWith "Device" 2.Access controls
? Grant

- Grant: Block access

? Session: 0 controls selected 3.Enable policy: On

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area

Statements

User1 can access Site1 from Devicel.

User2 can access Site1 from DeviceZ2.

UserZ can access Site1 from Devices.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: No

Userl is member of Groupl and has Devicel.
Devicel is not Azure AD joined.

Note: Requiring a hybrid Azure AD joined device is dependent on your devices already being hybrid Azure AD joined.

Box 2: Yes

User2 is member of Groupl and has devices Device2 and Device3. Device2 is Azure AD joined.

Yes

—

L

No

Device2 is excluded from CAPolicyl (which would block access to Sitel). Box 3: Yes

User2 is member of Groupl and has devices Device2 and Device3.
Device3 is Android and is Azure AD registered.
Device3 is excluded from CAPolicyl (which would block access to Sitel).

Note: On Windows 7, iOS, Android, macOS, and some third-party web browsers, Azure AD identifies the device using a client certificate that is provisioned when
the device is registered with Azure AD. When a user first signs in through the browser the user is prompted to select the certificate. The end user must select this

certificate before they can continue to use the browser.

NEW QUESTION 63
- (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl You create a retention label named Retentionl that is published to all locations.

You need to ensure that Userl can label email messages by using Retentionl as soon as possible.

Which cmdlet should you run in Microsoft Exchange Online PowerShell?

A. Start-MpScan

B. Start-Process

C. Start-ManagedFolderAssistant
D. Start-AppBackgroundTask

Answer: C

NEW QUESTION 65

HOTSPOT - (Topic 6)

You have a Microsoft 365 subscription.

Your network uses an IP address space of 51.40.15.0/24.

An Exchange Online administrator recently created a role named Rolel from a computer on the network.

You need to identify the name of the administrator by using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Activities to search for: \ v

Exchange mailbox activities

Site administration activities
Show results for all activities
Role administration activities

Field to filter by: v
ltem
User
Detail
|P address
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Activities to search for: \ v
Exchange mailbox activities
Site administration_activities. |
| Show results for all activities ,
Role administration activities
Field to filter by: v
ltem
B e i i
Defail. . _ _ _ . s
|P address

NEW QUESTION 67
- (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Passwordless Multi-factor authentication (MFA) method
authentication registered

User1 | Not configured Microsoft Authenticator app (push notification)

Userd | Configured Microsoft Authenticator app (push notification)

User3 | Not configured Mobile phone

Userd | Not configured Email

You plan to create a Conditional Access policy that will use GPS-based named locations. Which users can the policy protect?

A. User2 and User4 only

B. Userl and User3 only

C. Userll only

D. Userl, User2. User3. and User4

Answer: C

NEW QUESTION 68

DRAG DROP - (Topic 6)

Your company has an Azure AD tenant named contoso.onmicrosoft.com.

You purchase a domain named contoso.com from a registrar and add all the required DNS records.

You create a user account named Userl. Userl is configured to sign in as userl@contoso.onmicrosoft.com.

You need to configure Userl to sign in as userl@contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.
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Actions Anzwer Area
Bun dpdete-Aglonsia -Dossinld contoss. com

Mlodify the ermail sddness of User |

A0 comtostueom a4 & SAM hor an )L.509 certificate.

Q0

Al 3 DL DO NATE
Wertly Bhe DuRiom Soman,

Mgy the usemame of Ugert.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

———————————————————————

nnnnnnnnnnnnnnnnnnnnnnnnnnn

O

______________________

NEW QUESTION 69
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Name Group
Devicel | DeviceGroup1
Device2 | DeviceGroup2

At 08:00. you create an incident notification rule that has the following configurations:
» Name: Notification!

* Notification settings

o Notify on alert seventy: Low o Device group scope: All (3)

o Details: First notification per incident

* Recipients: Userl@contoso.com, User2@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
» Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

o Device group scope: DevtceGroupl, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.

Time | Alert name Severity Impacted assets
08:05 | Activity1 Low Devicel
08:07 | Activity1 Low Devicel
08:08 | Activity1 Medium Devicel
08:15 | Activity2 Medium Devicel
08:16 | Activity2 Medium Device2
08:20 | Activity1 High Device1
08:30 | Activity3 Medium Device2
08:35 | Activity2 High Device2

For each of the following statements, select Yes if the statement is true. Otherwise, select No1l.

NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

Useri @contosc.com will receive two incident notification emails for the alert at 08:05

User2 @contoso.com will receive an incident notification email for the alert at 08:07.

User1 @contoso.com wall receive an incident notification email for the alert at 08:20,

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
Answer Area

Statements

Useri @contoso.com will receive two incident notification emails for the alert at 08:05

User2 @contoso.com will receive an incident notification email for the alert at 08:07. I I

User1 @contoso.com will receive an incident notification email for the alert at 0820,

NEW QUESTION 73

DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Type Number of devices | Operating system Enroliment status
Corporate 150 Windows 11 Azure AD-joined,
Microsoft Intune-
managed
Bring your own 25 Windows 11 Unmanaged
device (BYOD)

You need to onboard the devices to Microsoft Defender for Endpoint. The solution must minimize administrative effort.

What should you use to onboard each type of device? To answer, drag the appropriate onboarding methods to the correct device types. Each onboarding method

may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Onboarding method

A local scrpt

Group Policy

Integration with Microsoft Defender for Cloud

Microsoft intune

Virtual Desktop Infrastructure (VDM scnpts

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Onboarding method

P N R N e N

e e e el e i e T i) B i

NEW QUESTION 76
HOTSPOT - (Topic 6)
HOTSPOT

T S e — ——

— e T ——

e N e L B B el

Device Type

Corporate:

gvoilx

Device Type

B ) O g

You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint site named Sitel and a data loss prevention (DLP) policy named DLP1. DLP1
contains the rules shown in the following table.
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Name | Priority Action

Rulel | O Notify users by using email and policy tips.
Customize the policy tip as Rule1 tip.
Disable user overrides.

Rule2 | 1 Notify users by using email and policy tips.
Customize the policy tip as RuleZ tip.
Restrict access to the content.

Disable user overrides.

Rule3 | 2 Notify users by using email and policy tips.
Customize the policy tip as Rule3 tip.
Restrict access to the content.

Enable user overrides.

Rule4 | 3 Notify users by using email and policy tips.
Customize the policy tip as Rule4 tip.
Restrict access to the content.

Disable user overrides.
Sitel contains the files shown in the following table.
Name Matched DLP rule

File1.docx | Rulel, Rule2, Rule3
File2.docx | Rulel, Rule3, Ruled

Which policy tips are shown for each file? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Filel.docx: v
Rulel tip only
Rule2 tip only
Rule3 tip only
Rulel tip and Rule2 tip only
Rulel tip, Rule2 tip, and Rule3 tip
File2.docx: 1 [‘VJ

Rulel tip only

Rule3 tip only

Rule4 tip only

Rulel tip and Rule4 tip only
Rulel tip, Rule3 tip, and Rule4 tip

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Rulel tip only

Filel matches Rulel, Rule2, and Rule3. Rulel has the highest priority.

Note: The Priority parameter specifies a priority value for the policy that determines the order of policy processing. A lower integer value indicates a higher priority,
the value 0 is the highest priority, and policies can't have the same priority value.

Box 2: Rulel tip only

Note: User Override support

The option to override is per rule, and it overrides all of the actions in the rule (except sending a notification, which can't be overridden).

It's possible for content to match several rules in a DLP policy or several different DLP policies, but only the policy tip from the most restrictive, highest-priority rule
will be shown (including policies in Test mode). For example, a policy tip from a rule that blocks access to content will be shown over a policy tip from a rule that
simply sends a natification. This prevents people from seeing a cascade of policy tips.

If the policy tips in the most restrictive rule allow people to override the rule, then overriding this rule also overrides any other rules that the content matched.

NEW QUESTION 78

- (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?
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A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B
NEW QUESTION 80

HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

You have labels In Microsoft 365 as shown in the following table.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 82
- (Topic 6)
You have a Microsoft 365 E5 subscription that has published sensitivity labels shown in the following exhibit.
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Home > ety

Labels Label policies  Auto-labeling (preview)

Sengitraty labels ane used 1o cladsily emal Mestiges. documants, el and mode. Whan 3 labal it apphed [automabcally of by the uted). the content oF Lite & protectied
based on the ssttings you choode, For example. you can create labels Lhat encrypt fled. sdd content marking. and control user scoess 1o specific sites. Learm mare about

sandifivity fabeh
=+ Create s label 2 Publish labets () Refresh

Mame T Orchin Croated by Last mmesclified

Labsel ¥ 0 = hagheri Pra Bl 22000

Labsed 1 Pra QLI 2020
Lol 0« gkt Pro [ TP et
Labweid 0 = hagharit Pro Ol 2 0

Labeed S ) Pri [ SRl et
laterila 0 - haghwit Pra <0 S iy

Which labels can users apply to content?

A. Labell, Label2, and Label5 only

B. Label3. Label4, and Label6 only

C. Labell, Label3, Labe2, and Label6 only

D. Labell, Label2, Label3, Label4, Label5. and Label6

Answer: C

NEW QUESTION 84
HOTSPOT - (Topic 6)

HOTSPOT
Your company uses Microsoft Defender for Endpoint. Microsoft Defender for Endpoint includes the device groups shown in the following table.
Rank Device group Members
1 Group1 Tag Equals demo And 05 In Windows 1@
2 Group? Tag Equals demo
3 Group3 Domain Equals adatum.com
-4 Group4 Domain Equals adatum.com And 05 In Windows 1@
Last | Ungrouped devices (default) | Not applicable

You onboard a computer named computerl to Microsoft Defender for Endpoint as shown in the following exhibit.
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Settings 7 Endpoints 7 computer?

computeri

Device summary

Risk level ()

None

Device details

Domain

adatum.com

05

Windows 10 64-bit
Version 21H2
Build 19044.2130

Use the drop-down menus to select the answer choice that completes each statement.
NOTE: Each correct selection is worth one point.

Answer Area

computer1 will be a member of [answer chaice].
| Group2 only
Group4 only
Groups and Groupd only
Ungrouped devices

If you add the tag demo to Computer1, the computer will be a member of [answer choice]. |
Group1 only
Group1 and Group2 only
Groupl, Group2, Group3, and Group4
|Ungrouped devices

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Box 1: Group3 and Group4 only Computerl has no Demo Tag.
Computerl is in the adatum domain and OS is Windows 10. Box 2: Groupl, Group2, Group3 and Group4

NEW QUESTION 87
- (Topic 6)
You have the sensitivity labels shown in the following exhibit.
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Home = sensitivity

Labels Label policies Auto-labeling(preview)

Sensitivity labels are used to classify email messages, documents, sites, and more.
When a label is applied (automatically or by the user), the content or site is protected
based on the settings you choose. For example, you can create labels that encrypt
files, add content marking, and control user access to specific sites. Leam more
about sensitivity labels

-+ Createalabel = Publishlabels () Refresh

Name! Order Created by Last modified
Label1 ... 0-highest Prvi 04/24/2020
- Label2 e Y Prvi 04/24/2020
Label3 ... D-highest Prvi 04/24/2020
Labeld .. O-highest Prvi 0412412020
= Label5 = B Prvi 04/24/2020
Label6 0-highest Prvi 04/24/2020

Which labels can users apply to content?

A. Label3, Label4, and Label6 only

B. Labell, Label2. Label3. Label4. Label5. and Label6
C. Labell, Label2, and Label5 only

D. Labell, Label3, Label4, and Label6 only

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 88
- (Topic 6)
You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com. The tenant contains the users shown in the following table.

Name Username Type
User1 | User1@contoso.com Member
User2 | User2@sub.contoso.com | Member
User3 | User3@adatum.com Member
Userd | Userd@outlook.com Guest
User> | User5@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PIl) from being emailed to users outside your organization.

To which users can User! send documents that contain PII?

A. User2only

B. User2and User3only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

NEW QUESTION 93
- (Topic 6)
You have a Microsoft 365 E5 tenant.

You need to create a policy that will trigger an alert when unusual Microsoft Office 365 usage patterns are detected.
What should you use to create the policy?

A. the Microsoft 365 admin center

B. the Microsoft Purview compliance portal
C. the Microsoft Defender for Cloud Apps portal
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D. the Microsoft Apps admin center

Answer: C

NEW QUESTION 94

HOTSPOT - (Topic 6)

Your company uses Microsoft Defender for Endpoint.

The devices onboarded to Microsoft Defender for Endpoint are shown in the following table.

Name Device group
Devicel | ATP1
Device2 | ATP1
Device3 | ATP2

The alerts visible in the Microsoft Defender for Endpoint alerts queue are shown in the following table.

Name Device
Alert1 Device1

Alert2 Devicel
Alert3 Device3

You create a suppression rule that has the following settings:

* Triggering 10C: Any IOC

* Action: Hide alert

 Suppression scope: Alerts on ATP1 device group

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point
Answer Arca

Statements Yes Ne

After you create the suppression rule, Alertl is visible in the aleris queue.
After you create the suppression rule, Alert3 is visible in the alerts queue,

After you create the suppression rule, & new alert triggered on Device2 is visible in the alerts
queue

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

After you create the suppression rule, Alertl i visible in the alerts gueue.
After you create the suppression rule, Alert3 s visible in the aleris queue,

After you create the suppression rule, & new alert triggered on Device2 is visible in the alerts
Queue

NEW QUESTION 98

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange Administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: B
Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp

NEW QUESTION 99
- (Topic 6)
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You have a Microsoft 365 E5 tenant.
You need to ensure that when a document containing a credit card number is added to the tenant, the document is encrypted.
Which policy should you use?

A. a retention policy

B. a retention label policy
C. an auto-labeling policy
D. an insider risk policy

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-worldwide

NEW QUESTION 103

- (Topic 6)

1241

You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business
B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 104

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 106

- (Topic 6)

You have a Microsoft 365 E5 tenant. You configure sensitivity labels.

Users report that the Sensitivity button is unavailability in Microsoft Word for the web. The sensitivity button is available in Word for Microsoft 365.
You need to ensure that the users can apply the sensitivity labels when they use Word for the web.

What should you do?

A. Copy policies from Azure information Protection to the Microsoft 365 Compliance center
B. Publish the sensitivity labels.

C. Create an auto-labeling policy

D. Enable sensitivity labels for files in Microsoft SharePoint Online and OneDrive.

Answer: B

NEW QUESTION 109

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Al users have Mac computers. ATl the computers are enrolled in Microsoft Endpoint Manager and onboarded to Microsoft Defender for Endpoint.
You need to configure Microsoft Defender for Endpoint on the computers. What should you create from the Endpoint Management admin center?

A. a Microsoft Defender for Endpoint baseline profile

B. an update policy for iOS

C. a device configuration profile

D. a mobile device management (MDM) security baseline profile

Answer: D

NEW QUESTION 111
HOTSPOT - (Topic 6)
You have several devices enrolled in Microsoft Endpoint Manager.
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You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name Member of
User? Group1
UserZ Group1, Group?

User3 None
The device type restrictions in Endpoint Manager are configured as shown in the following table.
Priority | Name Alliowed platform Assigned to
1 Policyl | Andrond, 10S, Windows (MDM) | None
2 Policy2 | Windows (MDM) Group2
3 Policyd | Android, i0S Group
Default | All users | Android, Windows (MDM) All users
Answer Area
Statements Yes Mo
User? can enroll Windows dewoes in Endpoint Manasger. 4
Userd can enroll Androsd devices in Endpoint Manager
Userd can enroll 105 devices in Endpoint Manages
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Angwer Area

NEW QUESTION 112
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription.

Staternents Yes Ne
5
User? can enroll Windows dewoes in Endpoint Manasger. __r:_‘
Userd can enroll Androsd devices in Endpoint Manager ':
-1
Userd can enroll 105 devices in Endpoint Manages O,

You plan to create the data loss prevention (DLP) policies shown in the following table.

Apply to location |

DLP1

Exchange email

DLP2

SharePoint sites

DLP3

OneDrive accounts

You need to create DLP rules for each policy.

Which policies support the sender is condition and the file extension is condition? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area

Guaranteed success with Our exam guides

Sender is condition: DLP1 onl

DLP2 only
DLP3 only
DLP2 and DLP3 only

DLP1, DLP2, and DLP3

File extension is condition: | DLP1, DLP2, and DLP3 ] ']
DLP1 only '
DLPZ only
DLP3 only
DLP2 and DLP3 only

DLP1, DLP2, and DLP3
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A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Sender is condition:

DLP2 only
DLP3 only
DLP2 and DLP3 only

File extension is condition: | DLP1, DLP2, and DLP3 d
DLP1 only
DLPZ only
DLP3 only

e i AL S S R

i DLP1, DLP2, and DLP3

NEW QUESTION 116
HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains a Microsoft 365 group named Groupl. Groupl is configured as shown in the following exhibit.

Group1

Private group e 1owner ¢ 1 member

O

General Members  Settings Microsoft Teams

General settings Privacy
7 =
] Allow external sendersto (@) Private
email this group O ;
Public

. Send copies of group
conversations and events
to group members

.| Hide from my
organization's global
address list

An external user named Userl has an email address of userl@outlook.com. You need to add Userl to Groupl.
What should you do first, and which portal should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Action: | ) v

Endd Userl to the subscription as aﬁ active user. }
| For Groupl, change the Privacy setting to Public. 1
For Groupl, select Allow external senders to email this group.
Invite Userl to collaborate with your organization as a guest.

Portal: v |

The Microsoft Entra admin center

The Exchange admin center

The Microsoft 365 admin center

The Microsoft Purview compliance portal

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Invite Userl to collaborate with your organization as a guest.

To manage guest users of a Microsoft 365 tenant via the Admin Center portal, go through the following steps.

Navigate with your Web browser to https://admin.microsoft.com. On the left pane, click on “Users”, then click “Guest Users”.

On the “Guest Users” page, to create a new guest user, click on either the “Add a guest user” link on the top of the page or click on “Go to Azure Active Directory
to add guest users” link at the bottom of the page. Both of these links will take you to the Azure Active Directory portal, which is located at
https://aad.portal.azure.com.

On the “New user” page in the Microsoft Azure portal, you must choose to either “Create user” or “Invite user”. If you choose the “Create user” option, this will
create a new user in your organization, which will have a login address with format username@tenantdomain,dot,com. If you choose the “Invite user” option, this
will invite a new guest user to collaborate with your organization. The user will be emailed an email invitation which they can accept in order to begin collaborating.
For the purpose of creating a guest user, you must choose the “Invite user” option.

Box 2: The Microsoft Entra admin center

Microsoft Entra admin center unites Azure AD with family of identity and access products

Microsoft Entra admin center gives customers an entire toolset to secure access for everyone and everything in multicloud and multiplatform environments. The
entire Microsoft Entra product family is available at this new admin center, including Azure Active Directory (Azure AD) and Microsoft Entra Permissions
Management, formerly known as CloudKnox.

Starting this month, waves of customers will begin to be automatically directed to entra.microsoft.com from Microsoft 365 in place of the Azure AD admin center
(aad.portal.azure.com).

NEW QUESTION 121

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain. You deploy an Azure AD tenant.

Another administrator configures the domain to synchronize to Azure AD.

You discover that 10 user accounts in an organizational unit (OU) are NOT synchronized to Azure AD. All the other user accounts synchronized successfully.
You review Azure AD Connect Health and discover that all the user account synchronizations completed successfully.

You need to ensure that the 10 user accounts are synchronized to Azure AD. Solution: From the Synchronization Rules Editor, you create a new outbound
synchronization rule.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

The question states that “all the user account synchronizations completed successfully”. Therefore, the synchronization rule is configured correctly. It is likely that
the 10 user accounts are being excluded from the synchronization cycle by a filtering rule.

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sync- configure-filtering

NEW QUESTION 124

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains a user named Userl and the administrators shown in the following table.

Userl reports that after sending 1,000 email messages in the morning, the user is blocked from sending additional emails. You need to identify the following:
» Which administrators can unblock Userl

« What to configure to allow Userl to send at least 2,000 emails per day without being blocked

What should you identify? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Administrators: | Admin2 only v}
Admin1 only

Admin1 and Admin2 only
Admind and Admin3 only
'Admin1, Admin, and Admin3

Settings: Wﬁntu-ﬁm b F

Anti-phishing
Anti-malware
Advanced delivery
Enhanced filtering

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Administrators: | Admin2 only v}
Admini onl

Admin1 and Admin2 only
Admind and Admin3 only
'Admin1, Admin, and Admin3

Settings: | Anti-spam v
I
T Anti- phishing
Anti-malware
Advanced delivery
Enh.an-:ed faltermg

NEW QUESTION 128

- (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft intune.

in the Microsoft Endpoint Manager admin center, you discover many stale and inactive devices,
You enable device clean-up rules

What can you configure as the minimum number of days before a device a removed automatically?

Answer: D

NEW QUESTION 130

HOTSPOT - (Topic 6)

Your on-premises network contains an Active Directory domain and a Microsoft Endpoint Configuration Manager site.

You have a Microsoft 365 E5 subscription that uses Microsoft Intune.

You use Azure AD Connect to sync user objects and group objects to Azure Directory (Azure AD) Password hash synchronization is disabled.

You plan to implement co-management.

You need to configure Azure AD Connect and the domain to support co-management. What should you do? To answer, select the appropriate options in the

answer area. NOTE: Each correct selection is worth one point.
Brgwet frca

To confpure Azure AD Connect
Configure ybnd Anure AL jan
Erisbie chevic @ wiiiahari

hash 1 CluZEoM

Add an altentative LY sl
Pﬂ;"i'.l" & Bervale CormCTIon poend
Flegisie & worvice prncyal ngme (S

A. Mastered
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B. Not Mastered
Answer: A
Explanation:

dirgwer frea

o confjure Anute AL Connect

Configure hylord Arure AL poin

e e o = mm

To configune the domain
A gn afennatnyg LN i |
Fuspinier & Service connection poent

Hegiales & wenice prncigsl ngime I

NEW QUESTION 133

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.

You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the
subscription.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Angwer Area
Policy bype:
Actidily
ﬁm‘dlmﬂr Tesys pe Hhae pole &
Filter Type OAuth app |
Seon
Filner Type
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Angwer Area
Policy type:
Acteeity .
#.E!dﬂl.‘m:ﬁ_ Tears pre Hhae pole &
Fier type: Qusth app |
Felzer type
AE:IT.H - 1 fiw e TEe bpipe™ L} S ¢
| |Permission beved |

NEW QUESTION 136

HOTSPOT - (Topic 6)

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.

Name | Score Status | Assessment Your Microsoft | Group | Product | Regulation
progress |improvement| actions
actions
SP800 15444 | Incomplete | 72% 3 of 450 887 of 887 | Group1| Microsoft| NIST 800-
completed completed 365 53
Data 14370 | Incomplete | 70% 3 of 489 835 of 835 | Group2| Microsoft| Data
Protection completed completed 365 Protection
Baseline Baseline
The SP800 assessment has the improvement actions shown in the following table.
Improvement action Test status |  Impact Points achieved Regulations
Establish a threat intelligence Naone +9 points | 0/9 NIST 800-53, Data Protection
program Baseline
Establish and document a None +9 points | 0/9 NIST 800-53, Data Protection
configuration management program Baseline

You perform the following actions:
? For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.
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? Enable multi-factor authentication (MFA) for all users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Establish a threat intelligence program will appear as Implemented in O o
the SP800 assessment.
The SP800 assessment score will increase by 54 points. Q O
The Data Protection Baseline score will increase by 9 points. O O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Establish a threat intelligence program will appear as Implemented in O : C}J'
the SP800 assessment. =
i
The SP800 assessment score will increase by 54 points. | 8

The Data Protection Baseline score will increase by 9 points.

NEW QUESTION 140

- (Topic 6)

You have a Microsoft 365 subscription.

You configure a new Azure AD enterprise application named Appl. Appl requires that a user be assigned the Reports Reader role.
Which type of group should you use to assign the Reports Reader role and to access Appl?

A. a Microsoft 365 group that has assigned membership

B. a Microsoft 365 group that has dynamic user membership
C. a security group that has assigned membership

D. a security group that has dynamic user membership

Answer: C

Explanation:

To grant permissions to assignees to manage users and group access for a specific enterprise app, go to that app in Azure AD and open in the Roles and
Administrators list for

that app. Select the new custom role and complete the user or group assignment. The assignees can manage users and group access only for the specific app.
Note: You can add the following types of groups:

Assigned groups - Manually add users or devices into a static group.

Dynamic groups (Requires Azure AD Premium) - Automatically add users or devices to user groups or device groups based on an expression you create.
Note:

Security groups

Security groups are used for granting access to Microsoft 365 resources, such as SharePoint. They can make administration easier because you need only
administer the group rather than adding users to each resource individually.

Security groups can contain users or devices. Creating a security group for devices can be used with mobile device management services, such as Intune.
Security groups can be configured for dynamic membership in Azure Active Directory, allowing group members or devices to be added or removed automatically
based on user attributes such as department, location, or title; or device attributes such as operating system version.

Security groups can be added to a team.

Microsoft 365 Groups can't be members of security groups. Microsoft 365 Groups

Microsoft 365 Groups are used for collaboration between users, both inside and outside your company. With each Microsoft 365 Group, members get a group
email and shared workspace for conversations, files, and calendar events, Stream, and a Planner.

Reference:

https://learn.microsoft.com/en-us/azure/active-directory/roles/custom-enterprise-apps https://learn.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups? https://learn.microsoft.com/en-us/mem/intune/apps/apps-deploy

NEW QUESTION 144

- (Topic 6)

Your company has a Microsoft 365 E5 subscription.

Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.
Users in other departments must not be restricted.

What should you do?

A. Create a data loss prevention (DLP) policy that has a Content is shared condition.
B. Modify the safe links policy Global settings.
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C. Create a data loss prevention (DLP) policy that has a Content contains condition.
D. Create a new safe links policy.

Answer: D

Explanation:

Use the Microsoft 365 Defender portal to create Safe Links policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Safe Links in the Policies
section. Or, to go directly to the Safe Links page, use https://security.microsoft.com/safelinksv2.

* 1. On the Safe Links page, select Create to start the new Safe Links policy wizard.

* 2. On the Name your policy page, configure the following settings: Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4, On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions):

Users: The specified mailboxes, mail users, or mail contacts.

*-> Groups:

Members of the specified distribution groups (including non-mail-enabled security groups within distribution groups) or mail-enabled security groups (dynamic
distribution groups aren't supported).

The specified Microsoft 365 Groups.

Domains: All recipients in the specified accepted domains in your organization. Etc.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links- policies-configure

NEW QUESTION 148

DRAG DROP - (Topic 6)

You have a Microsoft 365 subscription.

You need to review reports to identify the following:

* The storage usage of files stored in Microsoft Teams

» The number of active users per team

Which report should you review for each requirement? To answer, drag the appropriate reports to the correct requirements. Each report may be used once, more

than once, or not at all. You may need to drag the split bar between panes or scroll to view content
Repait Reguihements

The Sevioe Usage fepOTT M ebms The storage usage of files stored in Microsoft Teams:

P CmeDeiee USBOE 1eDOrT )
Nigmiber of active e per Mcrosofy Team

Thet SharePoind Lde usage répodt

The Telrmd ULSge FEpart i Tasme

Thee Liser aCtpvety repoit i Teams

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Riépiet Reguirements

| The device ussge repor n Teams The sicracge usage of Mles stoeed in Microsof Teama: || The Shanefoint tde usage report

Powmber of acthve ppees pec Micropoft Teary | The Teama pusge repoet in Seamd

NEW QUESTION 150

- (Topic 6)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain named contoso.com. The domain contains the users shown in the following table.

Name UPN suffix
User1 | Contoso.com
User2 | Fabrikam.com

The domain syncs to an Azure AD tenant named contoso.com as shown in the exhibit. (Click the Exhibit tab.)
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PROVISION FROM ACTIVE DIRECTORY
Azure AD Connect cloud provisioning

This feature allows you to manage provisioning from the cloud.

-rd._il"l.'qu.‘ provisioning (Preview])
Azure AD Connect sync
Sync Status Enabled
Last Sync Less than 1 hour ago
Password Hash Sync Enabled

USER SIGN-IN
Federation Disabled 0 domains
Seamless single sign-on Enabled 1 domain
Pass-through authentication  Enabled 2 agents

User2 fails to authenticate to Azure AD when signing in as user2@fabrikam.com. You need to ensure that User2 can access the resources in Azure AD.
Solution: From the on-premises Active Directory domain, you assign User2 the Allow logon locally user right. You instruct User2 to sign in as
user2@fabrikam.com.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

This is not a permissions issue.

The on-premises Active Directory domain is named contoso.com. To enable users to sign on using a different UPN (different domain), you need to add the domain
to Microsoft 365 as a custom domain.

NEW QUESTION 152

- (Topic 6)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macQOS only

D. Windows 11 only

E. Windows 11. Windows 10, and Windows8.1 only

Answer: C

NEW QUESTION 154

- (Topic 6)

You have a Microsoft 365 subscription. You add a domain named contoso.com.

When you attempt to verify the domain, you are prompted to send a verification email to admin@contoso.com.
You need to change the email address used to verify the domain. What should you do?

A. From the Microsoft 365 admin center, change the global administrator of the Microsoft 365 subscription.
B. Add a TXT record to the DNS zone of the domain.

C. From the domain registrar, modify the contact information of the domain.

D. Modify the NS records for the domain.

Answer: C
NEW QUESTION 158

HOTSPOT - (Topic 6)
You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and two users shown in the following table.

Name Member of
User1 All users, Sales team
User2 All users, Office users

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit.
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Home [/ Pclicy Management

Policy configurations

MName
Office Users Policy
Sales Team Policy

All users

<+ Create [~ Copy Tl Reorder priority

[l Notifications

Remove Total policy configurations: 3
Priority 1 Recommendation status
0
1
2

The policies use the settings shown in the following table.

Policy Default Shared Folder Location Default
Office
Theme
Allusers | hitps//sharepoint contoso com/addins_all_users Colorful
Office hitps.//sharepoint contoso.com/addins_office_users White
Users
Policy
Sales hitps.//sharepoint contoso.comv/addins_sales_team_users_ Dark
Team Gray
Policy

What is the default share folder location for Userl and the default Office theme for User2? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

The default shared folder location for User1 is:

The default Office theme for User 2 is:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

The default shared folder location for User1 is:

The default Office theme for User 2 is:

NEW QUESTION 159
DRAG DROP - (Topic 6)

v

hittps./fsharepoint.contoso.com/addins_all_users
hitps //sharepoint contoso.com/addins_office_users
hitps://sharepoint contoso.com/addins_sales_team_users_

v

Colorful
Dark Gray
White

hitps.//sharepoint contoso.com/addins_all_users

T el il . m——

{hitps://sharepoint contoso.com/addins_sales team_users_ |

R e Nl A kel A e e g i R A

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365. You need to configure policies to meet the following requirements:

? Customize the common attachments filter.

? Enable impersonation protection for sender domains.
Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct requirements. Each policy type may

be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types Answer Area

» . = Y
Anti-malware Customize the common attachments filter: [ |

Anti-phishing

Enable impersonation protection for sender domains: | ]

P Anti-spam

Safe Attachments

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: Anti-malware

Customize the common attachments filter. See step 5 below.

* 1. Use the Microsoft 365 Defender portal to create anti-malware policies

In the Microsoft 365 Defender portal at https://security.microsoft.com, go to Email & Collaboration > Policies & Rules > Threat policies > Anti-Malware in the
Policies section. To go directly to the Anti-malware page, use https://security.microsoft.com/antimalwarev2

* 2. On the Anti-malware page, select Create to open the new anti-malware policy wizard. On the Name your policy page, configure these settings:
Name: Enter a unique, descriptive name for the policy. Description: Enter an optional description for the policy.

* 3. When you're finished on the Name your policy page, select Next.

* 4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)

* 5. On the Protection settings page, configure the following settings: Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and are automatically
guarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.

* 6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains. Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EOP in Defender for Office 365

Automatically created default policy W v

Create custom policies v v

Commaon policy settings o v

Spoof settings o o

First contact safety tip o v
Impersonation settings 7:]
Advanced phishing thresholds o

NEW QUESTION 162
HOTSPOT - (Topic 6)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of

User1 UserGroup1
User2 UserGroup?
User3 UserGroup3

The tenant contains the devices shown in the following table.

Name Owner | Installed apps Platform Microsoft Intune
Device1 User1 None Windows 10 | Enrolled
Device?2 User2 App2 Android Not enrolled
Device3 User3 None 10S Not enrolled

You have the apps shown in the following table.
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Name Type
App1 10S store app
App2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes

App1 can be assigned as a required install for User3. O
AppZ2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O

App3 can be installed automatically for UserGroup1. @]

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Statements Yes
App1 can be assigned as a required install for User3. O

App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. ©

App3 can be installed automatically for UserGroup1. [{jj

NEW QUESTION 167

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant.

You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the
Sensitivity label tab.)
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Review your settings and finish

Name
Sensitivity 1

Display name
Sensitivity 1

Description for users
Sensitivity 1

Scope
File Email

Encryption

Content marking

Watermark: Watermark

Header: Header

Auto-labeling

Group settings

Site settings

Auto-labeling for database columns

MNone

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)

Auto-labeling policy

Policy name
Auto-labeling policy

Description

Label in simulation
Sensitivity 1

Info to label
IP Address

Apply to content in these locations
Exchange email All

Rules for auto-applying this label

Exchange email 1 rule
Mode

On

Comment

A user sends an email that contains the components shown in the following table.

Type File Includes IP address
Mail body Not No
applicable

Attachment File1l docx | Yes
Attachment FileZ xml Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Statements Yes No

Sensitivity1 is applied to the email.

A watermark is added to File1.docx.

A header is added to File2.xml. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Statements Yes No
Sensitivity1 is applied to the email. :_g;_! O
A watermark is added to Filel.docx. O rd '

A header is added to File2.xml. O

I_—I

Bl

NEW QUESTION 172
HOTSPOT - (Topic 5)

You need to configure the Office 365 service status notifications and limit access to the service and feature updates. The solution must meet the technical

requirements.

What should you configure in the Microsoft 365 admin center? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

To configure the notifications:  Briefing email v
Bnefing email

i Help desk information
| Organization information

To imit access: _Release preferences
| Pnivileged Access
Release preferences
| Office installation options

A. Mastered
B. Not Mastered

Answer: A

NEW QUESTION 175

HOTSPOT - (Topic 5)

You are evaluating the use of multi-factor authentication (MFA).

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Guaranteed success with Our exam guides

visit - https://www.certshared.com



Certshared now are offering 100% pass ensure MS-102 dumps!
rJ CEr‘tSharEd https://www.certshared.com/exam/MS-102/ (312 Q&AS)

Answer Area

Statements Yes No

Users will have 14 days to register for MFA after they sign in for the first time

Lisers must use the Microsoft Authenticator app to complete MFA

After registenng, users must use MFA for every sign-in

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

Lisers will have 14 days to register for MFA after they sign in for the first time. I |

Users must use the Microsoft Authenticator app to complete MFA I

After registering, users must use MFA for every sign-in 10

NEW QUESTION 179

- (Topic 4)

You are evaluating the required processes for Projectl.

You need to recommend which DNS record must be created while adding a domain name
for the project.

Which DNS record should you recommend?

A. host (A)

B. host information
C. text (TXT)

D. alias (CNAME)

Answer: D

Explanation:

When you add a custom domain to Office 365, you need to verify that you own the domain. You can do this by adding either an MX record or a TXT record to the

DNS for that domain.

Note:

There are several versions of this question in the exam. The question has two possible correct answers:
Text (TXT)

Mail exchanger (MX)

incorrect answer options you may see on the exam include the following: alias (CNAME)

Host (A) host (AAA)

Pointer (PTR) Name Server (NS)

host information (HINFO) pointer (PTR)

Reference:

https://docs.microsoft.com/en-us/office365/admin/get-help-with-domains/create-dns- records-at-any-dns-hosting-provider

NEW QUESTION 180

- (Topic 3)

You create the planned DLP policies.

You need to configure notifications to meet the technical requirements. What should you do?

A. From the Microsoft 365 security center, configure an alert policy.

B. From the Microsoft Endpoint Manager admin center, configure a custom notification.
C. From the Microsoft 365 admin center, configure a Briefing email.

D. From the Microsoft 365 compliance center, configure the Endpoint DLP settings.
Answer: D

Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/dlp-configure-view-alerts-policies ?view=0365-worldwide

NEW QUESTION 182
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HOTSPOT - (Topic 3)

You need to configure the information governance settings to meet the technical

requirements.

Which type of policy should you configure, and how many policies should you configure? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Policy type: | Retention -
Label
Auto-labeling
Number of required policies: 2 *
3
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Policy type: | Retention &
Label
Retention
Auto-labeling
Number of required policies: 2 ¥
1
3

NEW QUESTION 183
- (Topic 3)
You need to configure Office on the web to meet the technical requirements. What should you do?

A. Assign the Global reader role to Userl.

B. Enable sensitivity labels for Office files in SharePoint Online and OneDrive.
C. Configure an auto-labeling policy to apply the sensitivity labels.

D. Assign the Office apps admin role to Userl.

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels-sharepoint-onedrive-files?view=0365-worldwide

NEW QUESTION 187

HOTSPOT - (Topic 2)

You need to meet the technical requirement for the SharePoint administrator. What should

you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

From the Security & Compliance admin center, v
perform a search by using: Audit log

Data governance events
DLP policy matches
eDiscovery

Filter by: v
Activity
Detail
Item

User agent

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance#step-3-filter-the-search-results

NEW QUESTION 190

- (Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-conditions#sign-in-risk states clearly that Sign-in risk

NEW QUESTION 191
- (Topic 1)
On which server should you use the Defender for identity sensor?

A. Serverl
B. Server2
C. Server3
D. Server4d
E. Servers5

Answer: A

Explanation:
However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 192

DRAG DROP - (Topic 6)

You have a Microsoft 365 E5 tenant that contains 500 Android devices enrolled in Microsoft Intune.

You need to use Microsoft Endpoint Manager to deploy a managed Google Play app to the devices.

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create an app configuration policy
Link the account to Intune

Create a Microsoft account

Configure a mobile device management @

(MDM) push certificate

Q0

Add the app

Create a Google account

Assign the app

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Actions Answer Area

i
Create a Google account |
|

y— — o

| Link the account to Intune | T e R P et N SO s

l — e e  wwe mm— ww

||
| Create a Microsoft account : @ Link the account to Intune ‘ @

Configure a mobile device management | (@)~ -~ — = — = — = = = — = — = — = —
(MDM) push certificate [
________________ : Add the app .
i
| Add the app | e e o
___________________ "
o e - I
I
Create a Google account : Assign the app |
e e e e - e A i )
Assign the app

— ——— ——

NEW QUESTION 197
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

All the devices are onboarded To Microsoft Defender for Endpoint
You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
» Detect operating system vulnerabilities.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 201
- (Topic 6)
You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to ensure that users are prevented from opening or downloading malicious files from Microsoft Teams, OneDrive, or SharePoint Online.
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What should you do?

A. Create a newAnti-malware policy

B. Configure the Safe Links global settings.

C. Create a new Anti-phishing policy

D. Configure the Safe Attachments global settings.

Answer: D

Explanation:

Safe Attachments for SharePoint, OneDrive, and Microsoft Teams

In organizations with Microsoft Defender for Office 365, Safe Attachments for SharePoint,
OneDrive, and Microsoft Teams provides an additional layer of protection against malware. After files are asynchronously scanned by the common virus detection
engine in Microsoft 365, Safe Attachments opens files in a virtual environment to see what happens (a process known as detonation). Safe Attachments for
SharePoint, OneDrive, and Microsoft Teams also helps detect and block existing files that are identified as malicious in team sites and document libraries.

Reference:

https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-attachments-for-spo-odfb-teams-about

NEW QUESTION 204
HOTSPOT - (Topic 6)
You have a Microsoft 365 E5 subscription that contains the groups shown in the following table.

Name Type Security enabled | Role assignments
allowed
Group1 | Microsoft 365 | No No
Group2 | Microsoft 365 | No No
Group3 | Security Yes Yes
Group4 | Security Yes No
Group5 | Security Yes No
Group6 | Distribution No No

Which groups can be members of Groupl and Group4? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Arca

NEW QUESTION 206

- (Topic 6)

You have a Microsoft 365 E5 subscription.
You need to be alerted when Microsoft 365 Defender detects high-severity incidents. What should you use?

A. a custom detection rule

B. a threat policy
C. an alert policy

D. a notification rule

Guaranteed success with Our exam guides
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Grogpd only
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Answer: C

NEW QUESTION 209

HOTSPOT - (Topic 6)

You have Microsoft 365 subscription.

You create an alert policy as shown in the following exhibit.

Policy1

£ Edit policy [8] Delete policy

Status m On

Name your alert V4
Description Severity

Add a descnphon ® Low

Category Policy contains tags

Threat rhan;}gemem

Create alert settings V4
Conditions Aggregation
Activity is FileMalwareDetected Aggregated
Scope Threshald
Il users 20
Window
2 hours Severity
mn .' LOw
Set your recipients & ;.
Reciplents Daily notification limit
User1@sk220912outlook.onmicrosoft 100

L£om

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic

NOTE: Each correct selection is worth one point.
Answer Areca
Policy1 will tigger an alert if malware is detected in
[answer choice].  SharePoint or OneDrive only

Exchange Online only
| SharePoint only

| Exchange Online, SharePoint , or OneDrive

The maximum number of email messages that Policy!

will generate per day is [answer choice].
5
i2
20
1100

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area
Policy1 will trigger an alert if malware is detected in
[answer cholce]. | SharePoint or OneDrive only |
Exchange Online only
| SharePoint only

: SharePoint or Onelywve Oy
[BExthange Dfilifie SRaf@FSint o OneDrive

The maximum number of email messages that Policy!

will generate per day is [answer choice].
LB
12
20
| 100

NEW QUESTION 212

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Each user has an Android device with the Microsoft Authenticator app installed and has set up phone sign-in.
The subscription has the following Conditional Access policy:

» Name: Policyl

* Assignments

0 Users and groups: Groupl, Group2 o Cloud apps or actions: All cloud apps

* Access controls

0 Grant Require multi-factor authentication

* Enable policy: On

From Microsoft Authenticator settings for the subscription, the Enable and Target settings are configured as shown in the exhibit. (Click the Exhibit tab.)

Microsoft Authenticator settings X

o Number Matchung will begin to be enabled for all users of the Microsoft Authenticator app starting 27th of
February 2023. Learn more

The Microsoft Authenticator app is a flagship authentication method. usable in passwordless or simple push
notification approval modes. The app is free to download and use on Androsd/i0S mobile devices. Learn

moie

Enable and Target  Configure

enavie (@D

Include Exclude

Target O All users (@) Select groups

Add groups

Name Type Registration Authentication mode

Group1 Group Passwordless v | X
Group?2 Group Passwordless v | X

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.
nswer Area

Statements Yes Ne
User? can sign in by using number matching in the Microsoft Authenticator app.

User2 can sign in by using a username and password

User3 can sign in by using number matching in the Microsoft Authenticator app.

A. Mastered
B. Not Mastered
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Answer: A

Explanation:
nswer Area

Statements Yes Mo

Userl can sign in by using number matching in the Microsofit Authenticator app i !
User2 can sign in by using a usemame and password. i i

Liser3 can sign in by using number matching in the Microsoft Authenticator app

NEW QUESTION 216

- (Topic 6)

You have a Microsoft 365 E5 subscription.

Your company s Microsoft Secure Score recommends the actions shown in the following exhibit.

Microsoft Secure Score

Crverview Recommended actions  History Metrics & trends
+ Export
Hank Recommended action Score impact  Points achieved Fatus

[T Require midltifacton suthentication for admidnistratve roles =4 15% e 0} T addrens
_| -, Enswre all uders can complete multifactor authentication =1 73% LG ) Te msdeeis
] 3 Create Safe Links policies for email messages =3 T3% os o aadteds
] + Enable policy to block legacy authentication = 112% | ) o addness
O 3 Turn an Safe Attachments in block mode -132% 8 ™} o addests
|_| & Ensure that intelligence for impersanation protection i enabled =1 32% iy, ) Tz pidens
| ] 7 Move mesiages that ane detected a3 impersonated uiers by mailbos intelligence «132% i ™ T scidnens
L] » Enable impersonated domain protection =33% e 3 To sddeenn

You select Create Safe Links policies for email messages and change Status to Risk accepted in the Status & action plan settings.
How does the change affect the Secure Score?

A. remains the same

B. increases by 1 point
C. increases by 9 points
D. decreases by 1 point
E. decreases by 9 points

Answer: A

NEW QUESTION 220
HOTSPOT - (Topic 6)
You have a hybrid deployment of Azure AD that contains the users shown in the following table.

Name Description

User1 | Azure AD Connect sync account
User2 | Contributor for Azure AD Connect
Health

User3 | Application administrator in Azure
AD

You need to identify which users can perform the following tasks:

* View sync errors in Azure AD Connect Health.

» Configure Azure AD Connect Health settings.

Which user should you identify for each task? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area
View sync ermors in Azure AD Connect Health: | Userd -
| User
Configure Azure AD Connect Health settings: | User!
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Arca

View sync errors in Azure AD Connect Health: | Liser2 »
Userl

| User3

Configure Azure AD Connect Health settings: | Liser! -

Usear2
User3

NEW QUESTION 224

HOTSPOT - (Topic 6)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Application: v

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format; v

csv
dbx
docx
dotx
json
xlsx
xltx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Application:

| e e A S 1
| I

Microsoft Excel

Microsoft Forms
Microsoft Word

Visual Studio Code

File format:
A
dbx
docx
dotx
json
xlsx
x1tx

NEW QUESTION 228
HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant that uses Microsoft Intune. You need to configure Intune to meet the following requirements:

? Prevent users from enrolling personal devices.
? Ensure that users can enroll a maximum of 10 devices.

What should you use for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Prevent users from enrolling

personal devices:

Ensure that users can enroll a
maximum of 10 devices:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Prevent users from enrolling
personal devices:

Ensure that users can enroll a
maximum of 10 devices:
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Conditional access policies
Device categories

Device limit restrictions
Device type restrictions

b

Conditional access policies
Device categories

Device limit restrictions
Device type restrictions

-

Conditional access policies
Device categories
Device limit restrictions

Device limit restrictions '

Device type restrictions
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NEW QUESTION 231

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 tenant.

You need to ensure that administrators are notified when a user receives an email message that contains malware. The solution must use the principle of least
privilege.

Which type of policy should you create and which Microsoft 365 compliance center role is required to create the pokey? To answer, select the appropriate options
in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Pl ¥ hl'l-""

dalrt

Threst

L |.l"1:|'.l.,|"L "

[ Jaad aeilife

SECUNTy Adrmunistrator

Crgarazatson Configuration

Cormamunecaton Comphanoe Adimaen
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Arca
P W Pypr
et
Threst
L |.l"'\:|'.l..|'L [

[[Securmy Admanastrator |

S = - i — g

Cagaritateon Confhgur atkan

Communetaton Comphanoe Adiman

NEW QUESTION 233

- (Topic 6)

Your network contains an Active Directory forest named contoso.local. You purchase a Microsoft 365 subscription.

You plan to move to Microsoft 365 and to implement a hybrid deployment solution for the next 12 months.

You need to prepare for the planned move to Microsoft 365.

What is the best action to perform before you implement directory synchronization? More than one answer choice may achieve the goal. Select the BEST answer.

A. Purchase a third-party X.509 certificate.
B. Create an external forest trust.

C. Rename the Active Directory forest.

D. Purchase a custom domain name.

Answer: D

Explanation:

The first thing you need to do before you implement directory synchronization is to purchase a custom domain name. This could be the domain name that you use
in your on- premise Active Directory if it's a routable domain name, for example, contoso.com.

If you use a non-routable domain name in your Active Directory, for example contoso.local, you'll need to add the routable domain name as a UPN suffix in Active
Directory.

Incorrect:

Not C: No need to rename the Active Directory forest. As we use a non-routable domain nhame contoso.local, we just need to add the routable domain name as a
UPN suffix in Active Directory.

Reference:

https://docs.microsoft.com/en-us/office365/enterprise/set-up-directory-synchronization

NEW QUESTION 234

HOTSPOT - (Topic 6)

You use Microsoft Defender for Endpoint.

You have the Microsoft Defender for Endpoint device groups shown in the following table

Name Rank Members
Group1 ? Operating system n Windows 10
Group? 2 Name ends with London
Group3 3 Operating system n Windows Server 2016
Ungrouped Last | Not applicable
machines (default)

You plan to onboard computers to Microsoft Defender for Endpoint as shown in the following table.
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Answer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

NEW QUESTION 238

- (Topic 6)

Computer 1 -London:

Server]-London:

Computer] -Lond

|

Server]-London:

Group1
Group2
Group3
Lingrouped machines

|

Group

Group

Group3

Lingroupsd machunes

Groupl

Groupd

Group3

Ungrouped machines

e

Group2 |
o3 =
Lingrouped machines

You have a Microsoft 365 subscription that contains an Azure AD tenant named contoso.com.
Corporate policy states that user passwords must not include the word Contoso. What should you do to implement the corporate policy?

A. From Azure AD Identity Protection, configure a sign-in risk policy.

B. From the Microsoft Entra admin center, create a conditional access policy.

C. From the Microsoft 365 admin center, configure the Password policy settings.

D. From the Microsoft Entra admin center, configure the Password protection settings.

Answer: D

NEW QUESTION 239

- (Topic 6)

You have a Microsoft 365 E5 subscription that contains the labels shown in the following table.

Name Type

Labell Sensitivitz

Label2 Retention

You have the items shown in the following table.

Name Stored in Description
File1 Microsoft SharePoint File document that has Label1 applied
File2 Microsoft Teams channel File document that has Label2 applied
Mail1 Microsoft Exchange Online Email message that has Label1 applied
Mail2 Microsoft Exchange Online Email message that has Label2 applied

Which items can you view in Content explorer?

A. Filel only

B. Filel and File2 only
C. Filel and Mail! only
D. File2 and Mail2 only
E. Filel, File2, Maill, and Mail2

Answer: C

NEW QUESTION 244
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HOTSPOT - (Topic 6)

HOTSPOT

Your network contains an on-premises Active Directory domain and a Microsoft 365 subscription.
The domain contains the users shown in the following table.

Name | Member of | In organizational unit (OU)
| Userl | Group] OuU1
User2 | Group?2 OuU1

The domain contains the groups shown in the following table.

Name | Member of in OU
| Group1 | None Sales
Group? | Group1 OU1

You are deploying Azure AD Connect.
You configure Domain and OU filtering as shown in the following exhibit.

Domain and OU filtering

{ you change the OU-filtering configuration for 3 green derectony, the nest iynd Cycle will sutomatically
pertomm full import on the Oerectony

L
Lt Adatum.com - Refresh Domars [ 1]

Ty Bl domiderd and OLUHE

» Dond Seleched domunnd and OLe

& A atim com

P b Baltam

o Computens
Drvloprmeent
Domasn Controdles
FormsgristuntyPrincpaly
Indrastrectune
i
LiosUAndF o
Managed Serace AcOpuntd
ELanpgec
Mpreting

| O
Prisgram Data
Sales
Syatemn
L} e

You configure Filter users and devices as shown in the following exhibit.

Filter users and devices

nnect 1o Arure A For & palot deployment, 1pecily § Qroup contasmeng your Uiers and dewors that will be synchronined. Nested
groups are not supported and will be ignored

rrec] CReclonws Synchronize all users and dewces

i it & Syrwihwonre wectec

iptcral Feature Adtum.com CMaGroup 10U = Saley DC = Adatum, O = com ] L]

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements Yes No
User1 syncs to Azure AD. ' &
User2 syncs to Azure AD. O @

Group2 syncs to Azure AD. Q Q

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Statements Yes No
User1 syncs to Azure AD. ' B
User2 syncs to Azure AD. i )

o} [e

Group2 syncs to Azure AD. Q

NEW QUESTION 248

HOTSPOT - (Topic 6)

You have a Microsoft 365 E5 subscription.

You have an Azure AD tenant named contoso.com that contains the following users:
* Adminl

* Admin2

* Userl

Contoso.com contains an administrative unit named AIM that has no role assignments. Userl is a member of AUL. You create an administrative unit named AU2
that does NOT have any members or role assignments. For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
You can add Admin1 as a member of AU1
You can add User1 as a member of AU2.
You can assign Admin2 the User administrator role for AU1.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area

Statements Mo
You can add Admin1 as a member of AU1.

You can add User as a member of AL2. [ I

You can assign Admin2 the User administrator role for AU1. [

NEW QUESTION 253
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