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NEW QUESTION 1
Which of the following should be used to address data kept beyond its intended lifespan?

A. Data minimization
B. Data anonymization
C. Data security

D. Data normalization

Answer: A

NEW QUESTION 2
When tokenizing credit card data, what security practice should be employed with the original data before it is stored in a data lake?

A. Encoding

B. Backup

C. Encryption
D. Classification

Answer: C

NEW QUESTION 3
Which of the following is the best way to reduce the risk of compromised credentials when an organization allows employees to have remote access?

A. Enable whole disk encryption on remote devices.

B. Purchase an endpoint detection and response (EDR) tool.
C. Implement multi-factor authentication.

D. Deploy single sign-on with complex password requirements.

Answer: C

NEW QUESTION 4
When evaluating cloud-based services for backup, which of the following is MOST important to consider from a privacy regulation standpoint?

A. Data classification labeling

B. Data residing in another country
C. Volume of data stored

D. Privacy training for backup users

Answer: A

NEW QUESTION 5
Which of the following zones within a data lake requires sensitive data to be encrypted or tokenized?

A. Trusted zone
B. Clean zone

C. Raw zone

D. Temporal zone

Answer: D

NEW QUESTION 6
Which of the following is the BEST indication of an effective records management program for personal data?

A. Archived data is used for future analytics.

B. The legal department has approved the retention policy.
C. All sensitive data has been tagged.

D. A retention schedule is in place.

Answer: D

NEW QUESTION 7

Which of the following is the MOST important consideration to ensure privacy when using big data analytics?
A. Maintenance of archived data

B. Disclosure of how the data is analyzed

C. Transparency about the data being collected

D. Continuity with business requirements

Answer: C

NEW QUESTION 8

During the design of a role-based user access model for a new application, which of the following principles is MOST important to ensure data privacy is
protected?
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A. Segregation of duties
B. Unique user credentials
C. Two-person rule

D. Need-to-know basis

Answer: A

NEW QUESTION 9
Which of the following should be done FIRST to establish privacy to design when developing a contact-tracing application?

A. Conduct a privacy impact assessment (PIA).
B. Conduct a development environment review.
C. Identify privacy controls for the application.
D. Identify differential privacy techniques.

Answer: D

NEW QUESTION 10
Which of the following should be established FIRST before authorizing remote access to a data store containing personal data?

A. Privacy policy

B. Network security standard

C. Multi-factor authentication

D. Virtual private network (VPN)

Answer: A

NEW QUESTION 10
Which key stakeholder within an organization should be responsible for approving the outcomes of a privacy impact assessment (PIA)?

A. Data custodian

B. Privacy data analyst
C. Data processor

D. Data owner

Answer: D

NEW QUESTION 13
Which of the following is MOST likely to present a valid use case for keeping a customer’s personal data after contract termination?

A. For the purpose of medical research

B. A forthcoming campaign to win back customers
C. Arequired retention period due to regulations
D. Ease of onboarding when the customer returns

Answer: C

NEW QUESTION 18
During which of the following system lifecycle stages is it BEST to conduct a privacy impact assessment (PIA) on a system that holds personal data?

A. Functional testing

B. Development

C. Production

D. User acceptance testing (UAT)

Answer: A

NEW QUESTION 20
Which of the following processes BEST enables an organization to maintain the quality of personal data?

A. Implementing routine automatic validation

B. Maintaining hashes to detect changes in data

C. Encrypting personal data at rest

D. Updating the data quality standard through periodic review

Answer: D

NEW QUESTION 25

Which of the following is the BEST way for an organization to limit potential data exposure when implementing a new application?
A. Implement a data loss prevention (DLP) system.

B. Use only the data required by the application.

C. Encrypt all data used by the application.
D. Capture the application’s authentication logs.
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Answer: A

NEW QUESTION 29

Which of the following is the best reason for a health organization to use desktop virtualization to implement stronger access control to systems containing patient

records?

A. Limited functions and capabilities of a secured operating environment
B. Monitored network activities for unauthorized use

C. Improved data integrity and reduced effort for privacy audits

D. Unlimited functionalities and highly secured applications

Answer: B

NEW QUESTION 30

Which of the following should be of GREATEST concern when an organization wants to store personal data in the cloud?

A. The organization’s potential legal liabilities related to the data
B. The data recovery capabilities of the storage provider

C. The data security policies and practices of the storage provider
D. Any vulnerabilities identified in the cloud system

Answer: C

NEW QUESTION 35

Which of the following is MOST important when designing application programming interfaces (APIs) that enable mobile device applications to access personal

data?

A. The user’s ability to select, filter, and transform data before it is shared
B. Umbrella consent for multiple applications by the same developer

C. User consent to share personal data

D. Unlimited retention of personal data by third parties

Answer: C

NEW QUESTION 40

Of the following, who should be PRIMARILY accountable for creating an organization’s privacy management strategy?

A. Chief data officer (CDO)

B. Privacy steering committee

C. Information security steering committee
D. Chief privacy officer (CPO)

Answer: D

Explanation:

Some organizations, typically those that manage large amounts of personal information related to employees, customers, or constituents, will employ a chief
privacy officer (CPO). Some organizations have a CPO because applicable regulations such as the Gramm-Leach-Bliley Act (GLBA) require it. Other regulations
such as the Health Information Portability and Accountability Act (HIPAA), the Fair Credit Reporting Act (FCRA), and the GLBA place a slate of responsibilities

upon an organization that compels them to hire an executive responsible for overseeing compliance.

NEW QUESTION 42

A global financial institution is implementing data masking technology to protect personal data used for testing purposes in non-production environments. Which of

the following is the GREATEST challenge in this situation?

A. Access to personal data is not strictly controlled in development and testing environments.
B. Complex relationships within and across systems must be retained for testing.

C. Personal data across the various interconnected systems cannot be easily identified.

D. Data masking tools are complex and difficult to implement.

Answer: D

NEW QUESTION 43

To ensure effective management of an organization’s data privacy policy, senior leadership MUST define:

A. training and testing requirements for employees handling personal data.

B. roles and responsibilities of the person with oversights.

C. metrics and outcomes recommended by external agencies.

D. the scope and responsibilities of the data owner.

Answer: B

NEW QUESTION 47

Which of the following is the GREATEST obstacle to conducting a privacy impact assessment (PI1A)?

A. Conducting a PIA requires significant funding and resources.
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B. PIAs need to be performed many times in a year.
C. The organization lacks knowledge of PIA methodology.
D. The value proposition of a PIA is not understood by management.

Answer: C

NEW QUESTION 50

Which of the following MUST be available to facilitate a robust data breach management response?
A. Lessons learned from prior data breach responses

B. Best practices to obfuscate data for processing and storage

C. An inventory of previously impacted individuals

D. An inventory of affected individuals and systems

Answer: A

NEW QUESTION 54

Which of the following describes a user’s “right to be forgotten?

A. The data is being used to comply with legal obligations or the public interest.
B. The data is no longer required for the purpose originally collected.

C. The individual objects despite legitimate grounds for processing.

D. The individual’s legal residence status has recently changed.

Answer: A

NEW QUESTION 58

When configuring information systems for the communication and transport of personal data, an organization should:

A. adopt the default vendor specifications.

B. review configuration settings for compliance.
C. implement the least restrictive mode.

D. enable essential capabilities only.

Answer: B

NEW QUESTION 60

Which of the following should be done FIRST to address privacy risk when migrating customer relationship management (CRM) data to a new system?

A. Develop a data migration plan.

B. Conduct a legitimate interest analysis (LIA).
C. Perform a privacy impact assessment (PIA).
D. Obtain consent from data subjects.

Answer: A

NEW QUESTION 62

Which of the following protocols BEST protects end-to-end communication of personal data?
A. Transmission Control Protocol (TCP)

B. Transport Layer Security Protocol (TLS)

C. Secure File Transfer Protocol (SFTP)

D. Hypertext Transfer Protocol (HTTP)

Answer: B

NEW QUESTION 66

Which of the following BEST supports an organization’s efforts to create and maintain desired privacy protection practices among employees?

A. Skills training programs

B. Awareness campaigns

C. Performance evaluations
D. Code of conduct principles

Answer: B

NEW QUESTION 67

A multinational corporation is planning a big data initiative to help with critical business decisions. Which of the following is the BEST way to ensure personal data

usage is standardized across the entire organization?

A. De-identify all data.

B. Develop a data dictionary.
C. Encrypt all sensitive data.
D. Perform data discovery.
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Answer: D

NEW QUESTION 72
Which of the following helps define data retention time is a stream-fed data lake that includes personal data?

A. Information security assessments
B. Privacy impact assessments (PIASs)
C. Data privacy standards

D. Data lake configuration

Answer: B

NEW QUESTION 76
Which of the following MOST effectively protects against the use of a network sniffer?

A. Network segmentation

B. Transport layer encryption

C. An intrusion detection system (IDS)
D. A honeypot environment

Answer: C

NEW QUESTION 79
Which of the following would MOST effectively reduce the impact of a successful breach through a remote access solution?

A. Compartmentalizing resource access

B. Regular testing of system backups

C. Monitoring and reviewing remote access logs

D. Regular physical and remote testing of the incident response plan

Answer: D

NEW QUESTION 81
Which of the following should be the FIRST consideration when selecting a data sanitization method?

A. Risk tolerance

B. Implementation cost
C. Industry standards
D. Storage type

Answer: D

NEW QUESTION 85
Which of the following vulnerabilities would have the GREATEST impact on the privacy of information?

A. Private key exposure

B. Poor patch management

C. Lack of password complexity
D. Out-of-date antivirus signatures

Answer: C

NEW QUESTION 86
A migration of personal data involving a data source with outdated documentation has been approved by senior management. Which of the following should be
done NEXT?

A. Review data flow post migration.

B. Ensure appropriate data classification.

C. Engage an external auditor to review the source data.
D. Check the documentation version history for anomalies.

Answer: A

NEW QUESTION 91

Which of the following is the GREATEST concern for an organization subject to cross-border data transfer regulations when using a cloud service provider to store
and process data?

A. The service provider has denied the organization’s request for right to audit.

B. Personal data stored on the cloud has not been anonymized.

C. The extent of the service provider's access to data has not been established.

D. The data is stored in a region with different data protection requirements.

Answer: D
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NEW QUESTION 94
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