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NEW QUESTION 1
- (Topic 1)
Which of the following is the BEST indicator of an organization's information security status?

A. Intrusion detection log analysis
B. Controls audit
C. Threat analysis
D. Penetration test

Answer: B

Explanation: 
 A controls audit is the best indicator of an organization’s information security status, as it provides an independent and objective assessment of the design,
implementation, and effectiveness of the information security controls. A controls audit can also identify the strengths and weaknesses of the information security
program, as well as the compliance with the policies, standards, and regulations. A controls audit can cover various aspects of information security, such as
governance, risk management, incident management, business continuity, and technical security. A controls audit can be conducted by internal or external
auditors, depending on the scope, purpose, and frequency of the audit.
The other options are not as good as a controls audit, as they do not provide a comprehensive and holistic view of the information security status. Intrusion
detection log analysis is a technique to monitor and analyze the network or system activities for signs of unauthorized or malicious access or attacks. It can help to
detect and respond to security incidents, but it does not measure the overall performance or maturity of the information security program. Threat analysis is a
process to identify and evaluate the potential sources, methods, and impacts of threats to the information assets. It can help to prioritize and mitigate the risks, but
it does not verify the adequacy or functionality of the information security controls. Penetration test is a simulated attack on the network or system to evaluate the
vulnerability and exploitability of the information security defenses. It can help to validate and improve the technical security, but it does not assess the non-
technical aspects of information security, such as governance, policies, or awareness. References =
? CISM Review Manual, 16th Edition, ISACA, 2022, pp. 211-212, 215-216, 233-234, 237-238.
? CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1012.

NEW QUESTION 2
- (Topic 1)
Which of the following would be MOST useful to a newly hired information security manager who has been tasked with developing and implementing an
information security strategy?

A. The capabilities and expertise of the information security team
B. The organization's mission statement and roadmap
C. A prior successful information security strategy
D. The organization's information technology (IT) strategy

Answer: B

Explanation: 
 = The most useful source of information for a newly hired information security manager who has been tasked with developing and implementing an information
security strategy is the organization’s mission statement and roadmap. The mission statement defines the organization’s purpose, vision, values, and goals, and
the roadmap outlines the organization’s strategic direction, priorities, and initiatives. By reviewing the mission statement and roadmap, the information security
manager can understand the organization’s business objectives, risk appetite, and security needs, and align the information security strategy with them. The
information security strategy should support and enable the organization’s mission and roadmap, and provide the security governance, policies, standards, and
controls to protect the organization’s information assets and processes.
The capabilities and expertise of the information security team (A) are important factors for the information security manager to consider, but they are not the most
useful source of information for developing and implementing an information security strategy. The information security team is responsible for executing and
maintaining the information security program and activities, such as risk management, security awareness, incident response, and compliance. The information
security manager should assess the capabilities and expertise of the information security team to identify the strengths, weaknesses, opportunities, and threats,
and to plan the resource allocation, training, and development of the team. However, the capabilities and expertise of the information security team do not directly
inform the information security strategy, which should be driven by the organization’s business objectives, risk appetite, and security needs.
A prior successful information security strategy © is a possible source of information for the information security manager to refer to, but it is not the most useful
one. A prior successful information security strategy is a strategy that has been implemented and evaluated by another organization or a previous information
security manager, and has achieved the desired security outcomes and benefits. The information security manager can learn from the best practices, lessons
learned, and challenges of a prior successful information security strategy, and apply them to the current organization or situation. However, a prior successful
information security strategy may not be relevant, applicable, or suitable for the organization, as it may not reflect the current or future business objectives, risk
appetite, and security needs of the organization, or the changing threat landscape and business environment.
The organization’s information technology (IT) strategy (D) is also a possible source of information for the information security manager to consult, but it is not the
most useful one. The IT strategy is a strategy that defines the IT vision, goals, and initiatives of the organization, and how IT supports and enables the business
processes and activities. The information security manager should review the IT strategy to understand the IT infrastructure, systems, and services of the
organization, and how they relate to the information security program and activities. However, the IT strategy is not the primary driver of the information security
strategy, which should be aligned with the organization’s business objectives, risk appetite, and security needs, and not only with the IT objectives, capabilities,
and requirements.
References = CISM Review Manual, 16th Edition, Chapter 1: Information Security Governance, Section: Information Security Strategy Development, page 23-241

NEW QUESTION 3
- (Topic 1)
Which of the following methods is the BEST way to demonstrate that an information security program provides appropriate coverage?

A. Security risk analysis
B. Gap assessment
C. Maturity assessment
D. Vulnerability scan report

Answer: B

Explanation: 
 A gap assessment is the best way to demonstrate that an information security program provides appropriate coverage, as it compares the current state of the
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information security program with the desired state based on the organization’s objectives, policies, standards, and regulations. A gap assessment can identify the
strengths and weaknesses of the information security program, as well as the areas that need improvement or alignment. A gap assessment can also provide
recommendations and action plans to close the gaps and achieve the desired level of information security coverage.
The other options are not as good as a gap assessment, as they do not provide a comprehensive and holistic view of the information security coverage. Security
risk analysis is a process to identify and evaluate the risks to the information assets and the impact of potential threats and vulnerabilities. It can help to prioritize
and mitigate the risks, but it does not measure the compliance or performance of the information security program. Maturity assessment is a process to measure
the level of maturity of the information security program based on a predefined model or framework. It can help to benchmark and improve the information security
program, but it does not account for the specific needs and expectations of the organization. Vulnerability scan report is a document that shows the results of a
scan on the network or system to identify the existing or potential vulnerabilities. It can help to validate and improve the technical security, but it does not assess
the non-technical aspects of information security, such as governance, policies, or awareness. References =
? CISM Review Manual, 16th Edition, ISACA, 2022, pp. 211-212, 215-216, 233-234,
237-238.
? CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1015.
? CISM domain 3: Information security program development and management [2022 update], Infosec Certifications, 2.

NEW QUESTION 4
- (Topic 1)
Which of the following is PRIMARILY determined by asset classification?

A. Insurance coverage required for assets
B. Level of protection required for assets
C. Priority for asset replacement
D. Replacement cost of assets

Answer: B

Explanation: 
 Asset classification is the process of assigning a value to information assets based on their importance to the organization and the potential impact of their
compromise, loss or damage1. Asset classification helps to determine the level of protection required for assets, which is proportional to their value and
sensitivity2. Asset classification also facilitates risk assessment and management, as well as compliance with legal, regulatory and contractual requirements3.
Asset classification does not primarily determine the insurance coverage, priority for replacement, or replacement cost of assets, as these factors depend on other
criteria such as risk appetite, business impact, availability and market value4. References = 1: CISM - Information Asset Classification Flashcards | Quizlet 2: CISM
Exam Content Outline | CISM Certification | ISACA 3: CIS Control 1: Inventory and Control of Enterprise Assets 4: CISSP versus the CISM Certification | ISC2

NEW QUESTION 5
- (Topic 1)
Penetration testing is MOST appropriate when a:

A. new system is about to go live.
B. new system is being designed.
C. security policy is being developed.
D. security incident has occurred,

Answer: A

Explanation: 
 = Penetration testing is most appropriate when a new system is about to go live, because it is a method of evaluating the security of a system by simulating an
attack from a malicious source. Penetration testing can help to identify and exploit vulnerabilities, assess the impact and risk of a breach, and provide
recommendations for remediation and improvement. Penetration testing can also help to validate the effectiveness of the security controls and policies
implemented for the new system, and ensure compliance with relevant standards and regulations. Penetration testing is usually performed after the system has
undergone other types of testing, such as functional, performance, and usability testing, and before the system is deployed to the production environment.
Penetration testing is not as appropriate when a new system is being designed, because the system is still in the early stages of development and may not have all
the features and functionalities implemented. Penetration testing at this stage may not provide a realistic or comprehensive assessment of the system’s security,
and may cause delays or disruptions in the development process. Penetration testing is also not as appropriate when a security policy is being developed,
because the policy is a high-level document that defines the goals, objectives, and principles of information security for the organization. Penetration testing is a
technical and operational activity that tests the implementation and enforcement of the policy, not the policy itself. Penetration testing is also not as appropriate
when a security incident has occurred, because the incident may have already compromised the system and caused damage or loss. Penetration testing at this
stage may not be able to prevent or mitigate the incident, and may interfere with the incident response and recovery efforts. Penetration testing after an incident
may be useful for forensic analysis and lessons learned, but it is not the primary or immediate response to an incident. References = CISM Review Manual, 16th
Edition, ISACA, 2021, pages 229-230, 233-234.

NEW QUESTION 6
- (Topic 1)
Which of the following BEST facilitates effective incident response testing?

A. Including all business units in testing
B. Simulating realistic test scenarios
C. Reviewing test results quarterly
D. Testing after major business changes

Answer: B

Explanation: 
 Effective incident response testing is a process of verifying and validating the incident response plan, procedures, roles, and resources that are designed to
respond to and recover from information security incidents. The purpose of testing is to ensure that the incident response team and the organization are prepared,
capable, and confident to handle any potential or actual incidents that could affect the business continuity, reputation, and value. The best way to facilitate effective
testing is to simulate realistic test scenarios that reflect the most likely or critical threats and vulnerabilities that could cause an incident, and the most relevant or
significant impacts and consequences that could result from an incident. Simulating realistic test scenarios can help to evaluate the adequacy, accuracy, and
applicability of the incident response plan, procedures, roles, and resources, as well as to identify and address any gaps, weaknesses, or errors that could hinder
or compromise the incident response process. Simulating realistic test scenarios can also help to enhance the skills, knowledge, and experience of the incident

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



Recommend!! Get the Full CISM dumps in VCE and PDF From SurePassExam
https://www.surepassexam.com/CISM-exam-dumps.html (415 New Questions)

response team and the organization, as well as to improve the communication, coordination, and collaboration among the stakeholders involved in the incident
response process. Simulating realistic test scenarios
can also help to measure and report the effectiveness and efficiency of the incident response process, and to provide feedback and recommendations for
improvement and optimization. References = CISM Review Manual 15th Edition, page 2401; CISM Practice Quiz, question 1362

NEW QUESTION 7
- (Topic 1)
When choosing the best controls to mitigate risk to acceptable levels, the information security manager's decision should be MAINLY driven by:

A. best practices.
B. control framework
C. regulatory requirements.
D. cost-benefit analysis,

Answer: D

Explanation: 
 Cost-benefit analysis (CBA) is a method of comparing the costs and benefits of different alternatives for achieving a desired outcome. CBA can help information
security managers to choose the best controls to mitigate risk to acceptable levels by providing a rational and objective basis for decision making. CBA can also
help information security managers to justify their choices to senior management, stakeholders, and auditors by demonstrating the value and return on investment
of the selected controls. CBA can also help information security managers to prioritize and allocate resources for implementing and maintaining the controls12.
CBA involves the following steps12:
? Identify the objectives and scope of the analysis
? Identify the alternatives and options for achieving the objectives
? Identify and quantify the costs and benefits of each alternative
? Compare the costs and benefits of each alternative using a common metric or criteria
? Select the alternative that maximizes the net benefit or minimizes the net cost
? Perform a sensitivity analysis to test the robustness and validity of the results
? Document and communicate the results and recommendations
CBA is mainly driven by the information security manager’s decision, but it can also take into account other factors such as best practices, control frameworks,
and regulatory requirements. However, these factors are not the primary drivers of CBA, as they may not always reflect the specific needs and context of the
organization. Best practices are general guidelines or recommendations that may not suit every situation or environment. Control frameworks are standardized
models or methodologies that may not cover all aspects or dimensions of information security. Regulatory requirements are mandatory rules or obligations that
may not address all risks or threats faced by the organization. Therefore, CBA is the best method to choose the most appropriate and effective controls to mitigate
risk to acceptable levels, as it considers the costs and benefits of each control in relation to the organization’s objectives, resources, and environment12.
References = CISM Domain 2: Information Risk Management (IRM) [2022 update], Five Key Considerations When Developing Information Security Risk
Treatment Plans

NEW QUESTION 8
- (Topic 1)
Which of the following BEST ensures information security governance is aligned with corporate governance?

A. A security steering committee including IT representation
B. A consistent risk management approach
C. An information security risk register
D. Integration of security reporting into corporate reporting

Answer: D

Explanation: 
 The best way to ensure information security governance is aligned with corporate governance is to integrate security reporting into corporate reporting. This will
enable the board and senior management to oversee and monitor the performance and effectiveness of the information security program, as well as the alignment
of information security objectives and strategies with business goals and risk appetite. Security reporting should provide relevant, timely, accurate, and actionable
information to support decision making and accountability. The other options are important components of information security governance, but they do not ensure
alignment with corporate governance by themselves. References = CISM Review Manual 15th Edition, page 411; CISM Review Questions, Answers &
Explanations Database - 12 Month Subscription, Question ID: 1027

NEW QUESTION 9
- (Topic 1)
Which of the following BEST supports the incident management process for attacks on an organization's supply chain?

A. Including service level agreements (SLAs) in vendor contracts
B. Establishing communication paths with vendors
C. Requiring security awareness training for vendor staff
D. Performing integration testing with vendor systems

Answer: B

Explanation: 
 The best way to support the incident management process for attacks on an organization’s supply chain is to establish communication paths with vendors. This
means that the organization and its vendors have clear and agreed-upon channels, methods, and protocols for exchanging information and coordinating actions in
the event of an incident that affects the supply chain. Communication paths with vendors can help to identify the source, scope, and impact of the incident, as well
as to share best practices, lessons learned, and recovery strategies. Communication paths with vendors can also facilitate the escalation and resolution of the
incident, as well as the reporting and documentation of the incident. Communication paths with vendors are part of the incident response plan (IRP), which is a
component of the information security program (ISP) 12345.
The other options are not the best ways to support the incident management process for attacks on the organization’s supply chain. Including service level
agreements (SLAs) in vendor contracts can help to define the expectations and obligations of the parties involved in the supply chain, as well as the penalties for
non-compliance. However, SLAs do not necessarily address the specific procedures and requirements for incident management, nor do they ensure effective
communication and collaboration among the parties. Requiring security awareness training for vendor staff can help to reduce the likelihood and severity of
incidents by enhancing the knowledge and skills of the vendor personnel who handle the organization’s data and systems. However, security awareness training
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does not guarantee that the vendor staff will follow the appropriate incident management processes, nor does it address the communication and coordination
issues that may arise during an incident. Performing integration testing with vendor systems can help to ensure the compatibility and functionality of the systems
that are part of the supply chain, as well as to identify and mitigate any vulnerabilities or errors that could lead to incidents. However, integration testing does not
cover all the possible scenarios and risks that could affect the supply chain, nor does it provide the necessary communication and response mechanisms for
incident management. References = 1, 2, 3, 4, 5 https://niccs.cisa.gov/education-training/catalog/skillsoft/cism-information-security-incident-management-part-1
https://niccs.cisa.gov/education-training/catalog/skillsoft/cism-information-security-incident-management-part-1

NEW QUESTION 10
- (Topic 1)
Which of the following is the MOST important consideration when establishing an organization's information security governance committee?

A. Members have knowledge of information security controls.
B. Members are business risk owners.
C. Members are rotated periodically.
D. Members represent functions across the organization.

Answer: D

Explanation: 
 = The most important consideration when establishing an organization’s information security governance committee is to ensure that members represent
functions across the organization. This is because the information security governance committee is responsible for setting the direction, scope, and objectives of
the information security program, and for ensuring that the program aligns with the organization’s business goals and strategies. By having members from
different functions, such as finance, human resources, operations, legal, and IT, the committee can ensure that the information security program considers the
needs, expectations, and perspectives of various stakeholders, and that the program supports the organization’s mission, vision, and values. Having a diverse and
representative committee also helps to foster a culture of security awareness and accountability throughout the organization, and to promote collaboration and
communication among different functions.
Members having knowledge of information security controls, members being business risk owners, and members being rotated periodically are all desirable
characteristics of an information security governance committee, but they are not the most important consideration. Members having knowledge of information
security controls can help the committee to understand the technical aspects of information security and to evaluate the effectiveness and efficiency of the
information security program. However, having technical knowledge is not sufficient to ensure that the information security program is aligned with the
organization’s business goals and strategies, and that the program considers the needs and expectations of various stakeholders. Members being business risk
owners can help the committee to identify and prioritize the information security risks that affect the organization’s business objectives, and to allocate appropriate
resources and responsibilities for managing those risks. However, being a business risk owner does not necessarily imply that the member has a comprehensive
and balanced view of the organization’s information security needs and expectations, and that the member can represent the interests and perspectives of various
functions. Members being rotated periodically can help the committee to maintain its independence and objectivity, and to avoid conflicts of interest or
complacency. However, rotating members too frequently can also reduce the continuity and consistency of the information security program, and can affect the
committee’s ability to monitor and evaluate the performance and progress of the information security program. References =
? ISACA, CISM Review Manual, 16th Edition, 2020, pages 36-37.
? ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020, question ID 1014.

NEW QUESTION 10
- (Topic 1)
Which of the following is MOST important for building 4 robust information security culture within an organization?

A. Mature information security awareness training across the organization
B. Strict enforcement of employee compliance with organizational security policies
C. Security controls embedded within the development and operation of the IT environment
D. Senior management approval of information security policies

Answer: A

Explanation: 
 = Mature information security awareness training across the organization is the most important factor for building a robust information security culture, because it
helps to educate and motivate the employees to understand and adopt the security policies, procedures, and best practices that are aligned with the organizational
goals and values. Information security awareness training should be tailored to the specific roles, responsibilities, and needs of the employees, and should cover
the relevant topics, such as:
? The importance and value of information assets and the potential risks and threats to them
? The legal, regulatory, and contractual obligations and compliance requirements related to information security
? The organizational security policies, standards, and guidelines that define the expected and acceptable behaviors and actions regarding information security
? The security controls and tools that are implemented to protect the information assets and how to use them effectively and efficiently
? The security incidents and breaches that may occur and how to prevent, detect, report, and respond to them
? The security best practices and tips that can help to enhance the security posture and culture of the organization
Information security awareness training should be delivered through various methods and channels, such as:
? Online courses, webinars, videos, podcasts, and quizzes that are accessible and interactive
? Classroom sessions, workshops, seminars, and simulations that are engaging and practical
? Posters, flyers, newsletters, emails, and social media that are informative and catchy
? Games, competitions, rewards, and recognition that are fun and incentivizing Information security awareness training should be conducted regularly and updated
frequently, to ensure that the employees are aware of the latest security trends, challenges, and solutions, and that they can demonstrate their knowledge and
skills in a consistent and effective manner.
Mature information security awareness training can help to create a positive and proactive security culture that fosters trust, collaboration, and innovation among
the employees and the organization, and that supports the achievement of the strategic objectives and the mission and vision of the organization.
References = CISM Review Manual, 16th Edition, ISACA, 2021, pages 144-146, 149-150.

NEW QUESTION 11
- (Topic 1)
Which of the following is the PRIMARY benefit of implementing a vulnerability assessment process?

A. Threat management is enhanced.
B. Compliance status is improved.
C. Security metrics are enhanced.
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D. Proactive risk management is facilitated.

Answer: D

Explanation: 
 A vulnerability assessment process is a systematic and proactive approach to identify, analyze and prioritize the vulnerabilities in an information system. It helps to
reduce the exposure of the system to potential threats and improve the security posture of the organization. By implementing a vulnerability assessment process,
the organization can facilitate proactive risk management, which is the PRIMARY benefit of this process. Proactive risk management is the process of identifying,
assessing and mitigating risks before they become incidents or cause significant impact to the organization. Proactive risk management enables the organization
to align its security strategy with its business objectives, optimize its security resources and investments, and enhance its resilience and compliance.
* A. Threat management is enhanced. This is a secondary benefit of implementing a vulnerability assessment process. Threat management is the process of
identifying, analyzing and responding to the threats that may exploit the vulnerabilities in an information system. Threat management is enhanced by implementing
a vulnerability assessment process, as it helps to reduce the attack surface and prioritize the most critical threats. However, threat management is not the
PRIMARY benefit of implementing a vulnerability assessment process, as it is a reactive rather than proactive approach to risk management.
* B. Compliance status is improved. This is a secondary benefit of implementing a vulnerability assessment process. Compliance status is the degree to which an
organization adheres to the applicable laws, regulations, standards and policies that govern its information security. Compliance status is improved by
implementing a vulnerability assessment process, as it helps to demonstrate the organization’s commitment to security best practices and meet the expectations
of the stakeholders and regulators. However, compliance status is not the PRIMARY benefit of implementing a vulnerability assessment process, as it is a result
rather than a driver of risk management.
* C. Security metrics are enhanced. This is a secondary benefit of implementing a vulnerability assessment process. Security metrics are the quantitative and
qualitative measures that indicate the effectiveness and efficiency of the information security processes and controls. Security metrics are enhanced by
implementing a vulnerability assessment process, as it helps to provide objective and reliable data for security monitoring and reporting. However, security metrics
are not the PRIMARY benefit of implementing a vulnerability assessment process, as they are a means rather than an end of risk management.
References =
? CISM Review Manual 15th Edition, pages 1-301
? CISM Exam Content Outline2
? Risk Assessment for Technical Vulnerabilities3
? A Step-By-Step Guide to Vulnerability Assessment4

NEW QUESTION 14
- (Topic 1)
In violation of a policy prohibiting the use of cameras at the office, employees have been issued smartphones and tablet computers with enabled web cameras.
Which of the following should be the information security manager's FIRST course of action?

A. Revise the policy.
B. Perform a root cause analysis.
C. Conduct a risk assessment,
D. Communicate the acceptable use policy.

Answer: C

Explanation: 
 = The information security manager’s first course of action in this situation should be to conduct a risk assessment, which is a process of identifying, analyzing,
and evaluating the information security risks that arise from the violation of the policy prohibiting the use of cameras at the office. The risk assessment can help to
determine the likelihood and impact of the unauthorized or inappropriate use of the cameras on the smartphones and tablet computers, such as capturing,
transmitting, or disclosing sensitive or confidential information, compromising the privacy or security of the employees, customers, or partners, or violating the legal
or regulatory requirements. The risk assessment can also help to identify and prioritize the appropriate risk treatment options, such as implementing technical,
administrative, or physical controls to disable, restrict, or monitor the camera usage, enforcing the policy compliance and awareness, or revising the policy to
reflect the current business needs and environment. The risk assessment can also help to communicate and report the risk level and status to the senior
management and the relevant stakeholders, and to provide feedback and recommendations for improvement and optimization of the policy and the risk
management process.
Revising the policy, performing a root cause analysis, and communicating the acceptable use policy are all possible courses of action that the information security
manager can take after conducting the risk assessment, but they are not the first ones. Revising the policy is a process of updating and modifying the policy to
align with the business objectives and strategy, to address the changes and challenges in the business and threat environment, and to incorporate the feedback
and suggestions from the risk assessment and the stakeholders. Performing a root cause analysis is a process of investigating and identifying the underlying
causes and factors that led to the violation of the policy, such as the lack of awareness, training, or enforcement, the inconsistency or ambiguity of the policy, or the
conflict or gap between the policy and the business requirements or expectations. Communicating the acceptable use policy is a process of informing and
educating the employees and the other users of the smartphones and tablet computers about the purpose, scope, and content of the policy, the roles and
responsibilities of the users, the benefits and consequences of complying or violating the policy, and the methods and channels of reporting or resolving any policy
issues or incidents. References = CISM Review Manual 15th Edition, pages 51-531; CISM Practice Quiz, question 1482

NEW QUESTION 17
- (Topic 1)
Which of the following should be the PRIMARY area of focus when mitigating security risks associated with emerging technologies?

A. Compatibility with legacy systems
B. Application of corporate hardening standards
C. Integration with existing access controls
D. Unknown vulnerabilities

Answer: D

Explanation: 
 = The primary area of focus when mitigating security risks associated with emerging technologies is unknown vulnerabilities. Emerging technologies are new and
complex, and often involve multiple parties, interdependencies, and uncertainties. Therefore, they may have unknown vulnerabilities that could expose the
organization to threats that are difficult to predict, detect, or prevent1. Unknown vulnerabilities could also result from the lack of experience, knowledge, or best
practices in implementing, operating, or securing emerging technologies2. Unknown vulnerabilities could lead to serious consequences, such as data breaches,
system failures, reputational damage, legal liabilities, or regulatory sanctions3. Therefore, it is important to focus on identifying, assessing, and addressing
unknown vulnerabilities when mitigating security risks associated with emerging technologies.
The other options are not as important as unknown vulnerabilities, because they are either more predictable, manageable, or specific. Compatibility with legacy
systems is a technical issue that could affect the performance, functionality, or reliability of emerging technologies, but it is not a security risk per se. It could be
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resolved by testing, upgrading, or replacing legacy systems4. Application of corporate hardening standards is a security measure that could reduce the attack
surface and improve the resilience of emerging technologies, but it is not a sufficient or comprehensive solution. It could be limited by the availability, applicability,
or effectiveness of the standards. Integration with existing access controls is a security requirement that could prevent unauthorized or inappropriate access to
emerging technologies, but it is not a guarantee of security. It could be challenged by the complexity, diversity, or dynamism of the access scenarios. References =
1: Performing Risk Assessments of Emerging Technologies - ISACA 2: Assessing the Risk of Emerging Technology - ISACA 3: Factors Influencing Public Risk
Perception of Emerging Technologies: A … 4: CISM Review Manual 15th Edition, Chapter 3, Section 3.3 : CISM Review Manual 15th Edition, Chapter 3, Section
3.4 : CISM Review Manual 15th Edition, Chapter 3, Section 3.5

NEW QUESTION 18
- (Topic 1)
Which of the following BEST ensures timely and reliable access to services?

A. Nonrepudiation
B. Authenticity
C. Availability
D. Recovery time objective (RTO)

Answer: C

Explanation: 
 = According to the CISM Review Manual, availability is the degree to which information and systems are accessible to authorized users in a timely and reliable
manner1. Availability ensures that services are delivered to the users as expected and agreed upon. Nonrepudiation is the ability to prove the occurrence of a
claimed event or action and its originating entities1. It ensures that the parties involved in a transaction cannot deny their involvement. Authenticity is the quality or
state of being genuine or original, rather than a reproduction or fabrication1. It ensures that the identity of a subject or resource is valid. Recovery time objective
(RTO) is the maximum acceptable period of time that can elapse before the unavailability of a business function severely impacts the organization1. It is a metric
used to measure the recovery capability of a system or service, not a factor that ensures timely and reliable access to services. References = CISM Review
Manual, 16th Edition, Chapter 2, Information Risk Management, pages 66-67.

NEW QUESTION 19
- (Topic 1)
Which of the following Is MOST useful to an information security manager when conducting a post-incident review of an attack?

A. Cost of the attack to the organization
B. Location of the attacker
C. Method of operation used by the attacker
D. Details from intrusion detection system (IDS) logs

Answer: C

Explanation: 
 = The method of operation used by the attacker is the most useful information for an information security manager when conducting a post-incident review of an
attack. This information can help identify the root cause of the incident, the vulnerabilities exploited, the impact and severity of the attack, and the effectiveness of
the existing security controls. The method of operation can also provide insights into the attacker’s motives, skills, and resources, which can help improve the
organization’s threat intelligence and risk assessment. The cost of the attack to the organization, the location of the attacker, and the details from IDS logs are all
relevant information for a post-incident review, but they are not as useful as the method of operation for improving the incident handling process and preventing
future attacks. References = CISM Review Manual 2022, page 316; CISM Item Development Guide 2022, page 9; ISACA CISM: PRIMARY goal of a post-incident
review should be to?

NEW QUESTION 22
- (Topic 1)
Which of the following is the BEST way to help ensure an organization's risk appetite will be considered as part of the risk treatment process?

A. Establish key risk indicators (KRIs).
B. Use quantitative risk assessment methods.
C. Provide regular reporting on risk treatment to senior management
D. Require steering committee approval of risk treatment plans.

Answer: D

Explanation: 
 = Requiring steering committee approval of risk treatment plans is the best way to help ensure an organization’s risk appetite will be considered as part of the risk
treatment process because the steering committee is composed of senior management and key stakeholders who are responsible for defining and communicating
the risk appetite and ensuring that it is aligned with the business objectives and strategy. The steering committee can review and approve the risk treatment plans
proposed by the information security manager and ensure that they are consistent with the risk appetite and the risk tolerance levels. The steering committee can
also monitor and evaluate the effectiveness of the risk treatment plans and provide feedback and guidance to the information security manager. Establishing key
risk indicators (KRIs), using quantitative risk assessment methods, and providing regular reporting on risk treatment to senior management are not the best ways
to help ensure an organization’s risk appetite will be considered as part of the risk treatment process, although they may be useful tools and techniques to support
the risk management process. KRIs are metrics that measure the level of risk exposure and the performance of risk controls. Quantitative risk assessment
methods are techniques that use numerical values and probabilities to estimate the likelihood and impact of risk events. Regular reporting on risk treatment to
senior management is a way to communicate the status and results of the risk treatment process and to obtain feedback and support from senior management.
However, none of these methods can ensure that the risk treatment plans are approved and aligned with the risk appetite, which is the role of the steering
committee. References = CISM Review Manual 2023, Chapter 2, Section 2.4.3, page 76; CISM Review Questions, Answers & Explanations Database - 12 Month
Subscription, Question ID: 121.

NEW QUESTION 23
- (Topic 1)
Which of the following should be the PRIMARY consideration when developing an incident response plan?

A. The definition of an incident
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B. Compliance with regulations
C. Management support
D. Previously reported incidents

Answer: C

Explanation: 
 Management support is the primary consideration when developing an incident response plan, as it is essential for obtaining the necessary resources, authority,
and commitment for the plan. Management support also helps to ensure that the plan is aligned with the organization’s business objectives, risk appetite, and
security strategy, and that it is communicated and enforced across the organization. Management support also facilitates the coordination and collaboration among
different stakeholders, such as business units, IT functions, legal, public relations, and external parties, during an incident response.
The definition of an incident (A) is an important component of the incident response plan, as it provides the criteria and thresholds for identifying, classifying, and
reporting security incidents. However, the definition of an incident is not the primary consideration, as it is derived from the organization’s security policies,
standards, and procedures, and may vary depending on the context and impact of the incident.
Compliance with regulations (B) is also an important factor for the incident response plan, as it helps to ensure that the organization meets its legal and contractual
obligations, such as notifying the authorities, customers, or partners of a security breach, preserving the evidence, and reporting the incident outcomes. However,
compliance with regulations is not the primary consideration, as it is influenced by the nature and scope of the incident, and the applicable laws and regulations in
different jurisdictions.
Previously reported incidents (D) are a valuable source of information and lessons learned for the incident response plan, as they help to identify the common
types, causes, and impacts of security incidents, as well as the strengths and weaknesses of the current incident response processes and capabilities. However,
previously reported incidents are not the primary consideration, as they are not predictive or comprehensive of the future incidents, and may not reflect the
changing threat landscape and business environment. References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident Management,
Section: Incident Response Plan, page 181-1821
Learn more:

NEW QUESTION 27
- (Topic 1)
An information security manager finds that a soon-to-be deployed online application will increase risk beyond acceptable levels, and necessary controls have not
been included. Which of the following is the BEST course of action for the information security manager?

A. Instruct IT to deploy controls based on urgent business needs.
B. Present a business case for additional controls to senior management.
C. Solicit bids for compensating control products.
D. Recommend a different application.

Answer: B

Explanation: 
 The information security manager should present a business case for additional controls to senior management, as this is the most effective way to communicate
the risk and the need for mitigation. The information security manager should not instruct IT to deploy controls based on urgent business needs, as this may not
align with the business objectives and may cause unnecessary costs and delays. The information security manager should not solicit bids for compensating control
products, as this may not address the root cause of the risk and may not be the best solution. The information security manager should not recommend a different
application, as this may not be feasible or desirable for the business. References = CISM Review Manual 2023, page 711; CISM Review Questions, Answers &
Explanations Manual 2023, page 252

NEW QUESTION 29
- (Topic 1)
Which of the following BEST helps to ensure a risk response plan will be developed and executed in a timely manner?

A. Establishing risk metrics
B. Training on risk management procedures
C. Reporting on documented deficiencies
D. Assigning a risk owner

Answer: D

Explanation: 
 Assigning a risk owner is the best way to ensure a risk response plan will be developed and executed in a timely manner, because a risk owner is responsible for
monitoring, controlling, and reporting on the risk, as well as implementing the appropriate risk response actions. A risk owner should have the authority,
accountability, and resources to manage the risk effectively. Establishing risk metrics, training on risk management procedures, and reporting on documented
deficiencies are all important aspects of risk management, but they do not guarantee that a risk response plan will be executed promptly and properly. Risk metrics
help to measure and communicate the risk level and performance, but they do not assign any responsibility or action. Training on risk management procedures
helps to increase the awareness and competence of the staff involved in risk management, but it does not ensure that they will follow the procedures or have the
authority to do so. Reporting on documented deficiencies helps to identify and communicate the gaps and weaknesses in the risk management process, but it
does not provide any solutions or corrective actions. References = CISM Review Manual, 16th Edition, ISACA, 2021, pages 125-126, 136-137.

NEW QUESTION 31
- (Topic 1)
Which of the following should be done FIRST when establishing a new data protection program that must comply with applicable data privacy regulations?

A. Evaluate privacy technologies required for data protection.
B. Encrypt all personal data stored on systems and networks.
C. Update disciplinary processes to address privacy violations.
D. Create an inventory of systems where personal data is stored.

Answer: D

Explanation: 
 = The first step when establishing a new data protection program that must comply with applicable data privacy regulations is to create an inventory of systems
where personal data is stored. Personal data is any information that relates to an identified or identifiable natural person, such as name, address, email, phone
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number, identification number, location data, biometric data, or online identifiers. Data privacy regulations are laws and rules that govern the collection, processing,
storage, transfer, and disposal of personal data, and that grant rights and protections to the data subjects, such as the right to access, rectify, erase, or restrict the
use of their personal data. Examples of data privacy regulations are the General Data Protection Regulation (GDPR) in the European Union, the California
Consumer Privacy Act (CCPA) in the United States, and the Personal Data Protection Act (PDPA) in Singapore. Creating an inventory of systems where personal
data is stored is essential for the data protection program, because it helps to:
? Identify the sources, types, and locations of personal data that the organization collects and holds, and the purposes and legal bases for which they are used.
? Assess the risks and impacts associated with the personal data, and the compliance requirements and obligations under the applicable data privacy regulations.
? Implement appropriate technical and organizational measures to protect the personal data from unauthorized or unlawful access, use, disclosure, modification, or
loss, such as encryption, pseudonymization, access control, backup, or audit logging.
? Establish policies, procedures, and processes to manage the personal data throughout their life cycle, and to respond to the requests and complaints from the
data subjects or the data protection authorities.
? Monitor and review the performance and effectiveness of the data protection
program, and report and resolve any data breaches or incidents.
References = CISM Review Manual, 16th Edition, Chapter 3: Information Security Program Development and Management, Section: Data Protection, pages
202-2051; CISM Review Questions, Answers & Explanations Manual, 10th Edition, Question 71, page 662.

NEW QUESTION 33
- (Topic 1)
How does an incident response team BEST leverage the results of a business impact analysis (BIA)?

A. Assigning restoration priority during incidents
B. Determining total cost of ownership (TCO)
C. Evaluating vendors critical to business recovery
D. Calculating residual risk after the incident recovery phase

Answer: A

Explanation: 
 The incident response team can best leverage the results of a business impact analysis (BIA) by assigning restoration priority during incidents. A BIA is a process
that identifies and evaluates the criticality and dependency of the organization’s business functions, processes, and resources, and the potential impacts and
consequences of their disruption or loss. The BIA results provide the basis for determining the recovery objectives, strategies, and plans for the organization’s
business continuity and disaster recovery. By using the BIA results, the incident response team can prioritize the restoration of the most critical and time-sensitive
business functions, processes, and resources, and allocate the appropriate resources, personnel, and time to minimize the impact and duration of the incident.
Determining total cost of ownership (TCO) (B) is not a relevant way to leverage the results of a BIA, as it is not directly related to incident response. TCO is a
financial metric that estimates the total direct and indirect costs of owning and operating an asset or a system over its lifecycle. TCO may be useful for evaluating
the cost-effectiveness and return on investment of different security solutions or alternatives, but it does not help the incident response team to respond to or
recover from an incident.
Evaluating vendors critical to business recovery © is also not a relevant way to leverage the results of a BIA, as it is not a primary responsibility of the incident
response team. Evaluating vendors critical to business recovery is a part of the vendor management process, which involves selecting, contracting, monitoring,
and reviewing the vendors that provide essential products or services to support the organization’s business continuity and disaster recovery. Evaluating vendors
critical to business recovery may be done before or after an incident, but not during an incident, as it does not contribute to the incident response or restoration
activities.
Calculating residual risk after the incident recovery phase (D) is also not a relevant way to leverage the results of a BIA, as it is not a timely or effective use of the
BIA results. Residual risk is the risk that remains after the implementation of risk treatment or mitigation measures. Calculating residual risk after the incident
recovery phase may be done as a part of the incident review or improvement process, but not during the incident response or restoration phase, as it does not help
the incident response team to resolve or contain the incident.
References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident Management, Section: Incident Response Plan, Subsection: Business
Impact Analysis, page 182-1831

NEW QUESTION 35
- (Topic 1)
Which of the following should be the PRIMARY objective of the information security incident response process?

A. Conducting incident triage
B. Communicating with internal and external parties
C. Minimizing negative impact to critical operations
D. Classifying incidents

Answer: C

Explanation: 
 The primary objective of the information security incident response process is to minimize the negative impact to critical operations. An information security
incident is an event that threatens or compromises the confidentiality, integrity, or availability of the organization’s information assets or processes. The
information security incident response process is a process that defines the roles, responsibilities, procedures, and tools for detecting, analyzing, containing,
eradicating, recovering, and learning from information security incidents. The main goal of the information security incident response process is to restore the
normal operations as quickly and effectively as possible, and to prevent or reduce the harm or loss caused by the incident to the organization, its stakeholders, or
its environment.
Conducting incident triage (A) is an important activity of the information security incident response process, but not the primary objective. Incident triage is the
process of prioritizing and assigning the incidents based on their severity, urgency, and impact. Incident triage helps to allocate the appropriate resources,
personnel, and time to handle the incidents, and to escalate the incidents to the relevant authorities or parties if needed. However, incident triage is not the ultimate
goal of the information security incident response process, but a means to achieve it.
Communicating with internal and external parties (B) is also an important activity of the information security incident response process, but not the primary
objective. Communicating with internal and external parties is the process of informing and updating the stakeholders, such as management, employees,
customers, partners, regulators, or media, about the incident status, actions, and outcomes. Communicating with internal and external parties helps to maintain the
trust, confidence, and reputation of the organization, and to comply with the legal and contractual obligations, such as notification or reporting requirements.
However, communicating with internal and external parties is not the ultimate goal of the information security incident response process, but a means to achieve it.
Classifying incidents (D) is also an important activity of the information security incident response process, but not the primary objective. Classifying incidents is the
process of categorizing and labeling the incidents based on their type, source, cause, or impact. Classifying incidents helps to identify and understand the nature
and scope of the incidents, and to apply the appropriate response procedures and controls. However, classifying incidents is not the ultimate goal of the
information security incident response process, but a means to achieve it.
References = CISM Review Manual, 16th Edition, Chapter 4: Information Security Incident Management, Section: Incident Response Plan, page 1811
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NEW QUESTION 38
- (Topic 1)
Which of the following is the FIRST step to establishing an effective information security program?

A. Conduct a compliance review.
B. Assign accountability.
C. Perform a business impact analysis (BIA).
D. Create a business case.

Answer: D

Explanation: 
 According to the CISM Review Manual, the first step to establishing an effective information security program is to create a business case that aligns the program
objectives with the organization’s goals and strategies. A business case provides the rationale and justification for the information security program and helps to
secure the necessary resources and support from senior management and other stakeholders. A business case should include the following elements:
? The scope and objectives of the information security program
? The current state of information security in the organization and the gap analysis
? The benefits and value proposition of the information security program
? The risks and challenges of the information security program
? The estimated costs and resources of the information security program
? The expected outcomes and performance indicators of the information security program
? The implementation plan and timeline of the information security program
References = CISM Review Manual, 16th Edition, Chapter 3, Section 2, pages 97-99.

NEW QUESTION 39
- (Topic 1)
Who is BEST suited to determine how the information in a database should be classified?

A. Database analyst
B. Database administrator (DBA)
C. Information security analyst
D. Data owner

Answer: D

Explanation: 
 = Data owner is the best suited to determine how the information in a database should be classified, because data owner is the person who has the authority and
responsibility for the data and its protection. Data owner is accountable for the business value, quality, integrity, and security of the data. Data owner also defines
the data classification criteria and levels based on the data sensitivity, criticality, and regulatory requirements. Data owner assigns the data custodian and grants
the data access rights to the data users. Data owner reviews and approves the data classification policies and procedures, and ensures the compliance with them.
References = CISM Review Manual, 16th Edition, Chapter 1: Information Security Governance, Section: Data Classification, page 331

NEW QUESTION 40
- (Topic 1)
An organization's main product is a customer-facing application delivered using Software as a Service (SaaS). The lead security engineer has just identified a
major security vulnerability at the primary cloud provider. Within the organization, who is PRIMARILY accountable for the associated task?

A. The information security manager
B. The data owner
C. The application owner
D. The security engineer

Answer: C

Explanation: 
 = The application owner is primarily accountable for the associated task because they are responsible for ensuring that the application meets the business
requirements and objectives, as well as the security and compliance standards. The application owner is also the one who defines the roles and responsibilities of
the application team, including the security engineer, and oversees the development, testing, deployment, and maintenance of the application. The application
owner should work with the cloud provider to address the security vulnerability and mitigate the risk. The information security manager, the data owner, and the
security engineer are not primarily accountable for the associated task, although they may have some roles and responsibilities in supporting the application
owner. The information security manager is responsible for establishing and maintaining the information security program and aligning it with the business
objectives and strategy. The data owner is responsible for defining the classification, usage, and protection requirements of the data. The security engineer is
responsible for implementing and testing the security controls and features of the application. References = CISM Review Manual 2023, Chapter 1, Section 1.2.2,
page 18; CISM Review Questions, Answers & Explanations Database - 12 Month Subscription, Question ID: 115.

NEW QUESTION 44
- (Topic 1)
What is the BEST way to reduce the impact of a successful ransomware attack?

A. Perform frequent backups and store them offline.
B. Purchase or renew cyber insurance policies.
C. Include provisions to pay ransoms ih the information security budget.
D. Monitor the network and provide alerts on intrusions.

Answer: A

Explanation: 
 Performing frequent backups and storing them offline is the best way to reduce the impact of a successful ransomware attack, as this allows the organization to
restore its data and systems without paying the ransom or losing valuable information. Purchasing or renewing cyber insurance policies may help cover some of
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the costs and losses associated with a ransomware attack, but it does not prevent or mitigate the attack itself. Including provisions to pay ransoms in the
information security budget may encourage more attacks and does not guarantee the recovery of the data or the removal of the malware. Monitoring the network
and providing alerts on intrusions may help detect and respond to a ransomware attack, but it does not reduce the impact of a successful attack that has already
encrypted or exfiltrated the data. References = CISM Review Manual 2023, page 1661; CISM Review Questions, Answers & Explanations Manual 2023, page 312;
CISM Exam Overview - Vinsys3

NEW QUESTION 47
- (Topic 1)
Which of the following would be the MOST effective way to present quarterly reports to the board on the status of the information security program?

A. A capability and maturity assessment
B. Detailed analysis of security program KPIs
C. An information security dashboard
D. An information security risk register

Answer: C

Explanation: 
 An information security dashboard is the most effective way to present quarterly reports to the board on the status of the information security program, because it
provides a concise, visual, and high-level overview of the key performance indicators (KPIs), metrics, and trends of the information security program. An
information security dashboard can help the board to quickly and easily understand the current state, progress, and performance of the information security
program, and to identify any gaps, issues, or
areas of improvement. An information security dashboard can also help the board to align the information security program with the organization’s business goals
and strategies, and to support the decision-making and oversight functions of the board.
A capability and maturity assessment is a way of measuring the effectiveness and efficiency of the information security program, and of identifying the strengths
and weaknesses of the program. However, a capability and maturity assessment is not the most effective way to present quarterly reports to the board, because it
may not provide a clear and timely picture of the status of the information security program, and it may not reflect the changes and dynamics of the information
security environment. A capability and maturity assessment is more suitable for periodic or annual reviews, rather than quarterly reports.
A detailed analysis of security program KPIs is a way of evaluating the performance and progress of the information security program, and of determining the
extent to which the program meets the predefined objectives and targets. However, a detailed analysis of security program KPIs is not the most effective way to
present quarterly reports to the board, because it may be too technical, complex, or lengthy for the board to comprehend and appreciate. A detailed analysis of
security program KPIs is more suitable for operational or tactical level reporting, rather than strategic level reporting.
An information security risk register is a tool for recording and tracking the information security risks that affect the organization, and for documenting the risk
assessment, treatment, and monitoring activities. However, an information security risk register is not the most effective way to present quarterly reports to the
board, because it may not provide a comprehensive and balanced view of the information security program, and it may not highlight the achievements and benefits
of the program. An information security risk register is more suitable for risk management or audit purposes, rather than performance reporting. References =
? ISACA, CISM Review Manual, 16th Edition, 2020, pages 47-48, 59-60, 63-64, 67-68.
? ISACA, CISM Review Questions, Answers & Explanations Database, 12th Edition, 2020, question ID 1019.
An information security dashboard is an effective way to present quarterly reports to the board on the status of the information security program. It allows the board
to quickly view key metrics and trends at a glance and to drill down into more detailed information as needed. The dashboard should include metrics such as total
incidents, patching compliance, vulnerability scanning results, and more. It should also include high-level overviews of the security program and its components,
such as the security policy, security architecture, and security controls.

NEW QUESTION 52
- (Topic 1)
An information security manager learns that a risk owner has approved exceptions to replace key controls with weaker compensating controls to improve process
efficiency. Which of the following should be the GREATEST concern?

A. Risk levels may be elevated beyond acceptable limits.
B. Security audits may report more high-risk findings.
C. The compensating controls may not be cost efficient.
D. Noncompliance with industry best practices may result.

Answer: A

Explanation: 
 Replacing key controls with weaker compensating controls may introduce new vulnerabilities or increase the likelihood or impact of existing threats, thus raising
the risk levels beyond the acceptable limits defined by the risk appetite and tolerance of the organization. This may expose the organization to unacceptable losses
or damages, such as financial, reputational, legal, or operational. Therefore, the information security manager should be most concerned about the potential
elevation of risk levels and ensure that the risk owner is aware of the consequences and accountable for the decision.
References = CISM Review Manual, 16th Edition, Chapter 2: Information Risk Management, Section: Risk Treatment, page 941.

NEW QUESTION 56
- (Topic 1)
Which of the following is the PRIMARY reason to perform regular reviews of the cybersecurity threat landscape?

A. To compare emerging trends with the existing organizational security posture
B. To communicate worst-case scenarios to senior management
C. To train information security professionals to mitigate new threats
D. To determine opportunities for expanding organizational information security

Answer: A

Explanation: 
 The primary reason to perform regular reviews of the cybersecurity threat landscape is to compare emerging trends with the existing organizational security
posture, as this helps the information security manager to identify and prioritize the gaps and risks that need to be addressed. The cybersecurity threat landscape
is dynamic and constantly evolving, and the organization’s security posture may not be adequate or aligned with the current and future threats. By reviewing the
threat landscape regularly, the information security manager can assess the effectiveness and maturity of the security program, and recommend appropriate
actions and controls to improve the security posture and reduce
the likelihood and impact of cyberattacks. References = CISM Review Manual 2023, page 831; CISM Review Questions, Answers & Explanations Manual 2023,
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page 322; ISACA CISM - iSecPrep, page 173

NEW QUESTION 58
- (Topic 1)
Which of the following is MOST critical when creating an incident response plan?

A. Identifying vulnerable data assets
B. Identifying what constitutes an incident
C. Decumenting incident notification and escalation processes
D. Aligning with the risk assessment process

Answer: C

Explanation: 
 = Documenting incident notification and escalation processes is the most critical step when creating an incident response plan, as this ensures that the
appropriate stakeholders are informed and involved in the response process. Identifying vulnerable data assets, what constitutes an incident, and aligning with the
risk assessment process are important, but not as critical as documenting the communication and escalation procedures. References = CISM Review Manual
2023, page 1631; CISM Review Questions, Answers & Explanations Manual 2023, page 282

NEW QUESTION 62
- (Topic 1)
Which of the following is the PRIMARY reason to monitor key risk indicators (KRIs) related to information security?

A. To alert on unacceptable risk
B. To identify residual risk
C. To reassess risk appetite
D. To benchmark control performance

Answer: A

Explanation: 
 Key risk indicators (KRIs) are metrics that measure the level of risk exposure and the likelihood of occurrence of potential adverse events that can affect the
organization’s objectives and performance. KRIs are used to monitor changes in the risk environment and to provide early warning signals for potential issues that
may require management attention or intervention. KRIs are also used to communicate the risk status and trends to the relevant stakeholders and to support risk-
based decision making12.
The primary reason to monitor KRIs related to information security is to alert on unacceptable risk. Unacceptable risk is the level of risk that exceeds the
organization’s risk appetite, tolerance, or threshold, and that poses a significant threat to the organization’s assets, operations, reputation, or compliance.
Unacceptable risk can result from internal or external factors, such as cyberattacks, data breaches, system failures, human errors, fraud, natural disasters, or
regulatory changes. Unacceptable risk can have severe consequences for the organization, such as financial losses, legal liabilities, operational disruptions,
customer dissatisfaction, or reputational damage12.
By monitoring KRIs related to information security, the organization can identify and assess the sources, causes, and impacts of unacceptable risk, and take timely
and appropriate actions to mitigate, transfer, avoid, or accept the risk. Monitoring KRIs can also help the organization to evaluate the effectiveness and efficiency
of the existing information security controls, policies, and procedures, and to identify and implement any necessary improvements or enhancements. Monitoring
KRIs can also help the organization to align its information security strategy and objectives with its business strategy and objectives, and
to ensure compliance with the relevant laws, regulations, standards, and best practices12. While monitoring KRIs related to information security can also serve
other purposes, such as identifying residual risk, reassessing risk appetite, or benchmarking control performance, these are not the primary reason for monitoring
KRIs. Residual risk is the level of risk that remains after applying the risk treatment options, and it should be within the organization’s risk appetite, tolerance, or
threshold. Reassessing risk appetite is the process of reviewing and adjusting the amount and type of risk that the organization is willing to take in pursuit of its
objectives, and it should be done periodically or when there are significant changes in the internal or external environment. Benchmarking control performance is
the process of comparing the organization’s information security controls with those of other organizations or industry standards, and it should be done to identify
and adopt the best practices or to demonstrate compliance12. References = Integrating KRIs and KPIs for Effective Technology Risk Management, The Power of
KRIs in Enterprise Risk Management (ERM) - Metricstream, What Is a Key Risk Indicator? With Characteristics and Tips, KRI Framework for Operational Risk
Management | Workiva, Key risk indicator - Wikipedia

NEW QUESTION 67
- (Topic 1)
Which of the following plans should be invoked by an organization in an effort to remain operational during a disaster?

A. Disaster recovery plan (DRP)
B. Incident response plan
C. Business continuity plan (BCP)
D. Business contingency plan

Answer: C

Explanation: 
 = A business continuity plan (BCP) is the plan that should be invoked by an organization in an effort to remain operational during a disaster. A disaster is a
sudden, unexpected, or disruptive event that causes significant damage, loss, or interruption to the organization’s normal operations, assets, or resources.
Examples of disasters are natural disasters, such as earthquakes, floods, or fires, or human-made disasters, such as cyberattacks, sabotage, or terrorism. A BCP
is a document that describes the procedures, strategies, and actions that the organization will take to ensure the continuity of its critical business functions,
processes, and services in the event of a disaster. A BCP also defines the roles and responsibilities of the staff, management, and other stakeholders involved in
the business continuity management, and the resources, tools, and systems that will support the business continuity activities. A BCP helps the organization to:
? Minimize the impact and duration of the disaster on the organization’s operations, assets, and reputation.
? Restore the essential functions and services as quickly and efficiently as possible.
? Protect the health, safety, and welfare of the staff, customers, and partners.
? Meet the legal, regulatory, contractual, and ethical obligations of the organization.
? Learn from the disaster and improve the business continuity capabilities and readiness of the organization.
References = CISM Review Manual, 16th Edition, Chapter 3: Information Security Program Development and Management, Section: Business Continuity Plan
(BCP), page 1771; CISM Review Questions, Answers & Explanations Manual, 10th Edition, Question 83, page 772.
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NEW QUESTION 69
- (Topic 1)
An organization finds it necessary to quickly shift to a work-fromhome model with an increased need for remote access security.
Which of the following should be given immediate focus?

A. Moving to a zero trust access model
B. Enabling network-level authentication
C. Enhancing cyber response capability
D. Strengthening endpoint security

Answer: D

Explanation: 
Strengthening endpoint security is the most immediate focus when shifting to a work-from- home model with an increased need for remote access security, as this
reduces the risk of unauthorized access, data leakage, malware infection, and other threats that may compromise the confidentiality, integrity, and availability of
the organization’s information assets. Moving to a zero trust access model, enabling network-level authentication, and enhancing cyber response capability are
also important, but not as urgent as strengthening endpoint security, as they require more time, resources, and planning to implement effectively. References =
CISM Review Manual 2023, page 1561; CISM Review Questions, Answers & Explanations Manual 2023, page 302; ISACA CISM - iSecPrep, page 153

NEW QUESTION 73
- (Topic 3)
Which of the following BEST demonstrates that an anti-phishing campaign is effective?

A. Improved staff attendance in awareness sessions
B. Decreased number of phishing emails received
C. Improved feedback on the anti-phishing campaign
D. Decreased number of incidents that have occurred

Answer: D

Explanation: 
The ultimate goal of an anti-phishing campaign is to reduce the risk and impact of phishing attacks on the organization. Therefore, the most relevant and reliable
indicator of the effectiveness of an anti-phishing campaign is the decreased number of incidents that have occurred as a result of phishing. This metric shows how
well the employees have learned to recognize and report phishing emails, and how well the security controls have prevented or mitigated the damage caused by
phishing.
References = Five Ways to Achieve a Successful Anti-Phishing Campaign; Don’t click: towards an effective anti-phishing training. A comparative literature review;
CISA, NSA, FBI, MS-ISAC Publish Guide on Preventing Phishing Intrusions

NEW QUESTION 75
- (Topic 3)
Which of the following should an information security manager do FIRST when creating an organization's disaster recovery plan (DRP)?

A. Conduct a business impact analysis (BIA)
B. Identify the response and recovery learns.
C. Review the communications plan.
D. Develop response and recovery strategies.

Answer: A

Explanation: 
 Conducting a business impact analysis (BIA) is the first step when creating an organization’s disaster recovery plan (DRP) because it helps to identify and
prioritize the critical business functions or processes that need to be restored after a disruption, and determine their recovery time objectives (RTOs) and recovery
point objectives (RPOs)2. Identifying the response and recovery teams is not the first step, but rather a subsequent step that involves assigning roles and
responsibilities for executing the DRP. Reviewing the communications plan is not the first step, but rather a subsequent step that involves defining the
communication channels and protocols for notifying and updating the stakeholders during and after a disruption. Developing response and recovery strategies is
not the first step, but rather a subsequent step that involves selecting and implementing the appropriate solutions and procedures for restoring the critical business
functions or processes. References: 2 https://www.isaca.org/resources/isaca-journal/issues/2018/volume-3/business-impact-analysis-bia-and-disaster-recovery-
planning-drp

NEW QUESTION 79
- (Topic 3)
Which of the following is the MOST effective way to identify changes in an information security environment?

A. Business impact analysis (BIA)
B. Annual risk assessments
C. Regular penetration testing
D. Continuous monitoring

Answer: D

Explanation: 
Continuous monitoring is the most effective way to identify changes in an information security environment, as it provides ongoing awareness of the security
status, vulnerabilities, and threats that may affect the organization’s information assets and risk posture. Continuous monitoring also helps to evaluate the
performance and effectiveness of the security controls and processes, and to detect and respond to any deviations or incidents in a timely manner. (From CISM
Review Manual 15th Edition and NIST Special Publication 800-1371)
References: CISM Review Manual 15th Edition, page 181, section 4.3.2.4; NIST Special Publication 800-1371, page 1, section 1.1.

NEW QUESTION 80
- (Topic 3)
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Which of the following BEST facilitates the development of a comprehensive information security policy?

A. Alignment with an established information security framework
B. An established internal audit program
C. Security key performance indicators (KPIs)
D. Areview of recent information security incidents

Answer: A

Explanation: 
Alignment with an established information security framework is the BEST way to facilitate the development of a comprehensive information security policy,
because it provides a consistent and structured approach to define, implement, and maintain the policy across the organization. An information security framework
is a set of best practices, standards, and guidelines that help to ensure the effectiveness, efficiency, and compliance of the information security policy.
References =
CISM Review Manual, 16th Edition, ISACA, 2020, p. 35: “An information security
framework is a set of best practices, standards, and guidelines that provide a consistent and structured approach to information security governance.”
CISM Review Manual, 16th Edition, ISACA, 2020, p. 36: “The information security policy should be aligned with an established information security framework to
ensure its effectiveness, efficiency, and compliance.”

NEW QUESTION 82
- (Topic 3)
Which of the following should be the PRIMARY basis for establishing metrics that measure the effectiveness of an information security program?

A. Residual risk
B. Regulatory requirements
C. Risk tolerance
D. Control objectives

Answer: C

Explanation: 
The primary basis for establishing metrics that measure the effectiveness of an information security program should be the risk tolerance of the organization, which
is the degree of risk that the organization is willing to accept or avoid in pursuit of its objectives. Metrics based on risk tolerance can help to evaluate whether the
information security program is aligned with the business strategy, supports the risk management process, and delivers value to the organization. Residual risk,
regulatory requirements, and control objectives are also important factors to consider when developing metrics, but they are not as fundamental as the risk
tolerance.
References = CISM Review Manual, 16th Edition, page 69

NEW QUESTION 87
- (Topic 1)
Which of the following is MOST important in increasing the effectiveness of incident responders?

A. Communicating with the management team
B. Integrating staff with the IT department
C. Testing response scenarios
D. Reviewing the incident response plan annually

Answer: C

Explanation: 
 = Testing response scenarios is the most important factor in increasing the
effectiveness of incident responders, as it allows them to practice their skills, identify gaps and weaknesses, evaluate the adequacy and feasibility of the incident
response plan, and improve their coordination and communication. Testing response scenarios can also help to enhance the confidence and readiness of the
incident responders, as well as to measure their performance and compliance with the policies and procedures. Testing response scenarios can be done through
various methods, such as tabletop exercises, simulations, drills, or full-scale exercises, depending on the scope, objectives, and complexity of the scenarios.
The other options are not as important as testing response scenarios, although they may also contribute to the effectiveness of incident responders.
Communicating with the management team is important to ensure that the incident responders have the necessary support, resources, and authority to carry out
their tasks, as well as to report the status and outcomes of the incident response. However, communication alone is not sufficient to increase the effectiveness of
incident responders, as they also need to have the relevant knowledge, skills, and experience to handle the incidents. Integrating staff with the IT department may
help to facilitate the collaboration and information sharing between the incident responders and the IT staff, who may have the technical expertise and access to
the systems and data involved in the incidents. However, integration alone is not enough to increase the effectiveness of incident responders, as they also need to
have the appropriate roles, responsibilities, and processes to manage the incidents. Reviewing the incident response plan annually is important to ensure that the
plan is updated and aligned with the current risks, threats, and business requirements, as well as to incorporate the lessons learned and best practices from
previous incidents. However, reviewing the plan alone is not enough to increase the effectiveness of incident responders, as they also need to test and validate the
plan in realistic scenarios and conditions. References =
? CISM Review Manual, 16th Edition, ISACA, 2022, pp. 223-225, 230-231.
? CISM Questions, Answers & Explanations Database, ISACA, 2022, QID 1004.

NEW QUESTION 90
- (Topic 3)
During the implementation of a new system, which of the following processes proactively minimizes the likelihood of disruption, unauthorized alterations, and
errors?

A. Configuration management
B. Password management
C. Change management
D. Version management

Answer: C
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Explanation: 
 Change management is the process of planning, implementing, and monitoring changes to information systems in a controlled and coordinated manner. Change
management proactively minimizes the likelihood of disruption, unauthorized alterations, and errors by ensuring that changes are aligned with the organization’s
objectives, policies, and procedures. Change management also involves identifying and mitigating the risks associated with changes, as well as communicating
and documenting the changes to all relevant stakeholders12.
References = 1: CISM Review Manual (Digital Version), page 271 2: CISM Review Manual (Print Version), page 271

NEW QUESTION 95
- (Topic 3)
Which of the following is MOST important to maintain integration among the incident response plan, business continuity plan (BCP). and disaster recovery plan
(DRP)?

A. Asset classification
B. Recovery time objectives (RTOs)
C. Chain of custody
D. Escalation procedures

Answer: B

Explanation: 
 Recovery time objectives (RTOs) are the maximum acceptable time that an organization can be offline or unavailable after a disruption. RTOs are important to
maintain integration among the incident response plan, business continuity plan (BCP), and disaster recovery plan (DRP) because they help align the recovery
goals and strategies of each plan. By defining clear and realistic RTOs, an organization can ensure that its IT infrastructure and systems are restored as quickly as
possible after a disaster, minimizing the impact on business operations and customer satisfaction.
References = CISM Manual, Chapter 6: Incident Response Planning, Section 6.2: Recovery Time Objectives (RTOs), page 971
1: https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles

NEW QUESTION 96
- (Topic 3)
Which of the following is a viable containment strategy for a distributed denial of service (DDoS) attack?

A. Block IP addresses used by the attacker
B. Redirect the attacker's traffic
C. Disable firewall ports exploited by the attacker.
D. Power off affected servers

Answer: B

Explanation: 
 Redirecting the attacker’s traffic is a viable containment strategy for a distributed denial of service (DDoS) attack because it helps to divert the malicious traffic
away from the target server and reduce the impact of the attack. A DDoS attack is an attempt by attackers to overwhelm a server or a network with a large volume
of requests or packets, preventing legitimate users from accessing the service or resource. Redirecting the attacker’s traffic is a technique that involves changing
the DNS settings or routing tables to send the attacker’s traffic to another destination, such as a sinkhole, a honeypot, or a scrubbing center. A sinkhole is a server
that absorbs and discards the malicious traffic. A honeypot is a decoy server that mimics the target server and collects information about the attacker’s behavior
and techniques. A scrubbing center is a service that filters out the malicious traffic and forwards only the legitimate traffic to the target server. Redirecting the
attacker’s traffic helps to contain the DDoS attack by reducing the load on the target server and preserving its availability and performance. Therefore, redirecting
the attacker’s traffic is the correct answer.
References:
? https://www.fortinet.com/resources/cyberglossary/implement-ddos-mitigation- strategy
? https://learn.microsoft.com/en-us/azure/ddos-protection/ddos-response-strategy
? https://www.cloudflare.com/learning/ddos/glossary/sinkholing/.

NEW QUESTION 98
- (Topic 3)
An organization is experiencing a sharp increase in incidents related to phishing messages. The root cause is an outdated email filtering system that is no longer
supported by the vendor. Which of the following should be the information security manager's FIRST course of action?

A. Reinforce security awareness practices for end users.
B. Temporarily outsource the email system to a cloud provider.
C. Develop a business case to replace the system.
D. Monitor outgoing traffic on the firewall.

Answer: C

Explanation: 
Developing a business case to replace the system is the FIRST course of action that the information security manager should take, because it helps to justify the
need for a new and effective email filtering system that can prevent or reduce phishing incidents. A business case should include the problem statement, the
proposed solution, the costs and benefits, the risks and assumptions, and the expected outcomes and metrics.
References =
CISM Review Manual, 16th Edition, ISACA, 2020, p. 42: “A business case is a document that provides the rationale and justification for an information security
investment. It should include the problem statement, the proposed solution, the costs and benefits, the risks and assumptions, and the expected outcomes and
metrics.”
Email Filtering Explained: What Is It and How Does It Work: “Email filtering is a process used to sort emails and identify unwanted messages such as spam,
malware, and phishing attempts. The goal is to ensure that they don’t reach the recipient’s primary inbox. It is an essential security measure that helps protect
users from unwanted or malicious messages.”
Cloud-based email phishing attack using machine and deep learning …: “This attack is used to attack your email account and hack sensitive data easily.”

NEW QUESTION 100
- (Topic 3)
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Which of the following MUST be established to maintain an effective information security governance framework?

A. Security controls automation
B. Defined security metrics
C. Change management processes
D. Security policy provisions

Answer: D

Explanation: 
Security policy provisions are the statements or rules that define the information security objectives, principles, roles and responsibilities, and requirements for the
organization. Security policy provisions must be established to maintain an effective information security governance framework, as they provide the foundation
and direction for the information security activities and processes within the organization. Security policy provisions also help to align the information security
governance framework with the business strategy and objectives, and ensure compliance with relevant laws and regulations. The other options, such as security
controls automation, defined security metrics, or change management processes, are important components of an information security governance framework, but
they are not essential to establish it. References:
? https://www.iso.org/standard/74046.html
? https://www.nistf.gov/cyberframework
? https://www.iso.org/standard/27001

NEW QUESTION 102
- (Topic 3)
An information security manager is assisting in the development of the request for proposal (RFP) for a new outsourced service. This will require the third party to
have access to critical business information. The security manager should focus PRIMARILY on defining:

A. service level agreements (SLAs)
B. security requirements for the process being outsourced.
C. risk-reporting methodologies.
D. security metrics

Answer: B

Explanation: 
 An information security manager is assisting in the development of the request for proposal (RFP) for a new outsourced service. This will require the third party to
have access to critical business information. The security manager should focus primarily on defining security requirements for the process being outsourced.
Security requirements are the specifications of what needs to be done to protect the information assets from unauthorized access, use, disclosure, modification, or
destruction. Security requirements should be aligned with the organization’s risk appetite and business objectives, and should cover both technical and
organizational aspects of the service delivery. Security requirements should also be clear, concise, measurable, achievable, realistic, and testable. References =
CISM Review Manual (Digital Version), Chapter 3: Information Security Risk Management, Section 3.1: Risk Identification, p. 115-1161. CISM Review Manual
(Print Version), Chapter 3: Information Security Risk Management, Section 3.1: Risk Identification, p. 115-1162. CISM ITEM DEVELOPMENT GUIDE, Domain 3:
Information Security Program Development and Management, Task Statement 3.1, p. 193. Security requirements for the process being outsourced are the
specifications and standards that the third party must comply with to ensure the confidentiality, integrity and availability of the critical business information. They
define the roles and responsi-bilities of both parties, the security controls and measures to be implemented, the se-curity objectives and expectations, the security
risks and mitigation strategies, and the security monitoring and reporting mechanisms. Security requirements are essential to protect the information assets of the
organization and to establish a clear and en-forceable contractual relationship with the third party.
References:
•1 Outsourcing Strategies for Information Security: Correlated Losses and Security Exter- nalities - SpringerLink
•2 What requirements must outsourcing services comply with for the European market? - CBI
•3 Outsourcing cybersecurity: What services to outsource, what to keep in house - Infosec Institute
•4 BCFSA outsourcing and information security guidelines - BLG

NEW QUESTION 105
- (Topic 3)
Which of the following is MOST important to include in an information security status report management?

A. List of recent security events
B. Key risk indication (KRIs)
C. Review of information security policies
D. information security budget requests

Answer: B

Explanation: 
 Key risk indicators (KRIs) are the most useful to include in an information security status report for management because they measure and report the level of risk
exposure or performance against predefined risk thresholds or targets, and alert management of any deviations or issues that may require attention or action. List
of recent security events is not very useful to include in an information security status report for management because it does not provide any analysis or
evaluation of the events or their impact on the organization’s objectives or performance. Review of information security policies is not very useful to include in an
information security status report for management because it does not reflect any progress or results of implementing or enforcing the policies. Information security
budget requests are not very useful to include in an information security status report for management because they do not indicate any value or benefit of
investing in information security initiatives or controls. References: https://www.isaca.org/resources/isaca-journal/issues/2016/volume-6/how-to-measure-the-
effectiveness-of-information-security-using-iso-27004

NEW QUESTION 106
- (Topic 3)
An information security manager wants to document requirements detailing the minimum security controls required for user workstations. Which of the following
resources would be MOST appropriate for this purposed?

A. Guidelines
B. Policies
C. Procedures
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D. Standards

Answer: D

Explanation: 
 Standards are detailed statements of the minimum requirements for hardware, software, or security configurations. They are used to define the minimum security
controls required for user workstations. References = CISM Review Manual, 16th Edition, page 69.

NEW QUESTION 111
- (Topic 3)
What should be the GREATEST concern for an information security manager of a large multinational organization when outsourcing data processing to a cloud
service provider?

A. Vendor service level agreements (SLAs)
B. Independent review of the vendor
C. Local laws and regulations
D. Backup and restoration of data

Answer: C

Explanation: 
 he greatest concern for an information security manager of a large multinational organization when outsourcing data processing to a cloud service provider is the
local laws and regulations that may apply to the data and the cloud service provider. Local laws and regulations may vary significantly across different jurisdictions
and may impose different requirements or restrictions on the data protection, privacy, security, sovereignty, retention, disclosure, transfer, or access. These laws
and regulations may also create potential conflicts or inconsistencies with the organization’s own policies, standards, or contractual obligations. Therefore, an
information security manager should conduct a thorough legal and regulatory analysis before outsourcing data processing to a cloud service provider and ensure
that the cloud service provider complies with all the applicable laws and regulations in the relevant jurisdictions.
References = CISM Manual1, Chapter 3: Information Security Program Development (ISPD), Section 3.1: Outsourcing2 1:
https://store.isaca.org/s/store#/store/browse/cat/a2D4w00000Ac6NNEAZ/tiles 2: 1
Outsourcing data processing to a cloud service provider may expose the organization to different legal and regulatory requirements depending on the location of
the data and the vendor. This could affect the organization’s compliance and liability in case of a breach or dispute. Therefore, the information security manager
should be most concerned about the local laws and regulations that apply to the outsourcing arrangement.

NEW QUESTION 113
- (Topic 3)
An email digital signature will:

A. protect the confidentiality of an email message.
B. verify to recipient the integrity of an email message.
C. automatically correct unauthorized modification of an email message.
D. prevent unauthorized modification of an email message.

Answer: B

Explanation: 
 An email digital signature will verify to recipient the integrity of an email message because it ensures that the message has not been altered or tampered with
during transit, and confirms that the message originated from the sender and not an imposter. An email digital signature will not protect the confidentiality of an
email message because it does not encrypt or hide the message content from unauthorized parties. An email digital signature will not automatically correct
unauthorized modification of an email message because it does not change or restore the message content if it has been altered or tampered with. An email digital
signature will not prevent unauthorized modification of an email message because it does not block or stop any attempts to alter or tamper with the message
content. References: https://support.microsoft.com/en-us/office/secure-messages-by-using-a-digital-signature-549ca2f1-a68f-4366-85fa-b3f4b5856fc6
https://www.techtarget.com/searchsecurity/definition/digital-signature

NEW QUESTION 115
- (Topic 3)
An information security manager has recently been notified of potential security risks associated with a third-party service provider. What should be done NEXT to
address this concern?

A. Escalate to the chief risk officer (CRO).
B. Conduct a vulnerability analysis.
C. Conduct a risk analysis.
D. Determine compensating controls.

Answer: C

Explanation: 
 A risk analysis is the next step to identify and evaluate the potential security risks associated with a third-party service provider and determine the appropriate risk
response strategies. References = CISM Review Manual, 16th Edition, Domain 2: Information Risk Management, Chapter 2: Risk Identification, p. 97-981; Chapter
3: Risk Assessment, p. 109-1101; Chapter 4: Risk Response, p. 123-1241

NEW QUESTION 117
- (Topic 3)
Which of the following has the MOST influence on the information security investment process?

A. IT governance framework
B. Information security policy
C. Organizational risk appetite
D. Security key performance indicators (KPIs)
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Answer: C

NEW QUESTION 122
- (Topic 3)
Which of the following is the BEST way to determine the effectiveness of an incident response plan?

A. Reviewing previous audit reports
B. Conducting a tabletop exercise
C. Benchmarking the plan against best practices
D. Performing a penetration test

Answer: B

Explanation: 
 A tabletop exercise is a simulation of a potential incident scenario that involves the key stakeholders and tests the roles, responsibilities, and procedures of the
incident response plan. It is the best way to determine the effectiveness of the plan because it allows the participants to identify and address any gaps,
weaknesses, or ambiguities in the plan, as well as to evaluate the communication, coordination, and decision-making processes. A tabletop exercise can also help
to raise awareness, enhance skills, and improve teamwork among the incident response team members and other relevant parties.

NEW QUESTION 124
- (Topic 2)
To support effective risk decision making, which of the following is MOST important to have in place?

A. Established risk domains
B. Risk reporting procedures
C. An audit committee consisting of mid-level management
D. Well-defined and approved controls

Answer: B

Explanation: 
 To support effective risk decision making, it is most important to have risk reporting procedures in place. Risk reporting procedures define how, when, and to
whom risk information is communicated within the organization. Risk reporting procedures ensure that risk information is timely, accurate, consistent, and relevant
for the decision makers. Risk reporting procedures also facilitate the monitoring and review of risk management activities and outcomes. Risk reporting procedures
enable the organization to align its risk appetite and tolerance with its business objectives and strategies. Established risk domains are not the most important
factor for effective risk decision making. Risk domains are categories or areas of risk that reflect the organization’s structure, objectives, and operations. Risk
domains help to organize and prioritize risk information, but they do not necessarily support the communication and analysis of risk information for decision
making. An audit committee consisting of mid-level management is not the most important factor for effective risk decision making. An audit committee is a
subcommittee of the board of directors that oversees the internal and external audit functions of the organization. An audit committee should consist of
independent and qualified members, preferably from the board of directors or senior management, not mid-level management. An audit committee provides
assurance and oversight on the effectiveness of risk management, but it does not directly support risk decision making. Well-defined and approved controls are not
the most important factor for effective risk decision making. Controls are measures or actions that reduce the likelihood or impact of risk events. Well-defined and
approved controls are essential for implementing risk responses and mitigating risks, but they do not directly support the identification, analysis, and evaluation of
risks for decision making. References = CISM Review Manual 15th Edition, page 207-208.
Established risk domains are important for effective risk decision making because they provide a basis for categorizing risks and assessing their impact on the
organization. Risk domains are also used to assign risk ownership and prioritize risk management activities. Having established risk domains in place helps ensure
that risks are properly identified and addressed, and enables organizations to make informed and effective decisions about risk. Risk reporting procedures, an
audit committee consisting of mid-level management, and well-defined and approved controls are all important components of an effective risk management
program, but established risk domains are the most important for effective risk decision making.

NEW QUESTION 127
- (Topic 2)
Which of the following is the MOST effective way to demonstrate alignment of information security strategy with business objectives?

A. Balanced scorecard
B. Risk matrix
C. Benchmarking
D. Heat map

Answer: A

Explanation: 
 The most effective way to demonstrate alignment of information security strategy with business objectives is to use a balanced scorecard. A balanced scorecard is
a strategic management tool that translates the vision and mission of an organization into a set of performance indicators that measure its progress towards its
goals. A balanced scorecard typically includes four perspectives: financial, customer, internal process, and learning and growth. Each perspective has a set of
objectives, measures, targets, and initiatives that are aligned with the organization’s strategy. A balanced scorecard helps to communicate, monitor, and evaluate
the performance of the organization and its information security program in relation to its business objectives. A balanced scorecard also helps to identify and
prioritize improvement opportunities, as well as to align the activities and resources of the organization with its strategy12.
The other options are not the most effective ways to demonstrate alignment of information security strategy with business objectives. A risk matrix is a tool that
displays the likelihood and impact of various risks on a two-dimensional grid. A risk matrix helps to assess and prioritize risks, as well as to determine the
appropriate risk response strategies. However, a risk matrix does not show how the information security strategy supports the business objectives, nor does it
measure the performance or the value of the information security program3. Benchmarking is a process of comparing the performance, practices, or processes of
an organization with those of other organizations or industry standards. Benchmarking helps to identify best practices, gaps, and areas for improvement, as well as
to set realistic and achievable goals. However, benchmarking does not show how the information security strategy aligns with the business objectives, nor does it
reflect the unique characteristics and needs of the organization4. A heat map is a graphical representation of data using colors to indicate the intensity or
frequency of a variable. A
heat map can be used to visualize the distribution, concentration, or variation of risks, controls, or incidents across different dimensions, such as business units,
processes, or assets. A heat map helps to highlight the areas of high risk or low control effectiveness, as well as to facilitate decision making and resource
allocation. However, a heat map does not show how the information security strategy contributes to the business objectives, nor does it measure the outcomes or
the benefits of the information security program5. References =
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? CISM Review Manual, 16th Edition | Print | English 2, Chapter 1: Information Security Governance, pages 28-29, 31-32, 34-35.
? Balanced Scorecard - Wikipedia 1
? Risk Matrix - Wikipedia 3
? Benchmarking - Wikipedia 4
? Heat map - Wikipedia 5

NEW QUESTION 128
- (Topic 2)
Which of the following BEST indicates that an organization has effectively tested its business continuity and disaster recovery plans within the stated recovery time
objectives (RTOs)?

A. Regulatory requirements are being met.
B. Internal compliance requirements are being met.
C. Risk management objectives are being met.
D. Business needs are being met.

Answer: D

Explanation: 
 The primary purpose of business continuity and disaster recovery plans is to ensure that the organization can resume its critical business functions within the
stated recovery time objectives (RTOs) after a disruptive event. RTOs are based on the business needs and the impact analysis of each function or process.
Therefore, meeting the business needs is the best indicator that the plans are effective. Regulatory requirements, internal compliance requirements, and risk
management objectives are important factors that influence the development and testing of the plans, but they are not the ultimate measure of their effectiveness.
References = CISM Certified Information Security Manager Study Guide, Chapter 9: Business Continuity and Disaster Recovery, page 3071; CISM Foundations:
Module 4 Course, Part Two: Business Continuity and Disaster Recovery Plans2; Imperva, Business Continuity & Disaster Recovery Planning (BCP & DRP)3

NEW QUESTION 133
- (Topic 2)
Which of the following has The GREATEST positive impact on The ability to execute a disaster recovery plan (DRP)?

A. Storing the plan at an offsite location
B. Communicating the plan to all stakeholders
C. Updating the plan periodically
D. Conducting a walk-through of the plan

Answer: D

Explanation: 
 A walk-through of the disaster recovery plan (DRP) is a method of testing the plan by simulating a disaster scenario and having the participants review their roles
and responsibilities, as well as the procedures and resources required to execute the plan. A walk-through has the greatest positive impact on the ability to execute
the DRP, as it helps to identify and resolve any gaps, errors, or inconsistencies in the plan, as well as to enhance the awareness and readiness of the stakeholders
involved in the recovery process. References = CISM Review Manual, 16th Edition, Chapter 5, Section 5.3.2.21

NEW QUESTION 136
- (Topic 2)
Which of the following BEST facilitates an information security manager's efforts to obtain senior management commitment for an information security program?

A. Presenting evidence of inherent risk
B. Reporting the security maturity level
C. Presenting compliance requirements
D. Communicating the residual risk

Answer: D

Explanation: 
 Communicating the residual risk is the best way to facilitate an information security manager’s efforts to obtain senior management commitment for an
information security program. The residual risk is the level of risk that remains after applying the security controls and mitigation measures. The residual risk
reflects the effectiveness and efficiency of the information security program, as well as the potential impact and exposure of the organization. The information
security manager should communicate the residual risk to the senior management in a clear, concise, and relevant manner, using quantitative or qualitative
methods, such as risk matrices, heat maps, dashboards, or reports. The communication of the residual risk should also include the comparison with the inherent
risk, which is the level of risk before applying any security controls, and the risk appetite, which is the level of risk that the organization is willing to accept. The
communication of the residual risk should help the senior management to understand the value and performance of the information security program, as well as
the need and justification for further investment or improvement. Presenting evidence of inherent risk, reporting the security maturity level, and presenting
compliance requirements are all important aspects of the information security program, but they are not the best ways to obtain senior management commitment.
These aspects may not directly demonstrate the benefits or outcomes of the information security program, or they may not align with the business objectives or
priorities of the organization. For example, presenting evidence of inherent risk may show the potential threats and vulnerabilities that the organization faces, but it
may not indicate how the information security program addresses or reduces them. Reporting the security maturity level may show the progress and status of the
information security program, but it may not relate to the risk level or the business impact. Presenting compliance requirements may show the legal or regulatory
obligations that the organization must fulfill, but it may not reflect the actual security needs or goals of the organization. Therefore, communicating the residual risk
is the best way to obtain senior management commitment for an information security program, as it shows the results and value of the information security
program for the organization. References = CISM Review Manual 2023, page 41 1; CISM Practice Quiz 2

NEW QUESTION 137
- (Topic 2)
Which of the following is the MOST important consideration when defining a recovery strategy in a business continuity plan (BCP)?

A. Legal and regulatory requirements
B. Likelihood of a disaster
C. Organizational tolerance to service interruption
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D. Geographical location of the backup site

Answer: C

Explanation: 
 = The organizational tolerance to service interruption is the most important consideration when defining a recovery strategy in a business continuity plan (BCP), as
it reflects the degree of risk that the organization is willing to accept in the event of a disaster. The organizational tolerance to service interruption determines the
acceptable level of downtime, data loss, or disruption that the organization can tolerate, and thus guides the selection of recovery objectives, strategies, and
resources. Legal and regulatory requirements are external factors that influence the recovery strategy, but are not the primary consideration. Likelihood of a
disaster is a factor that affects the recovery strategy, but is not the most important one. Geographical location of the backup site is a factor that affects the recovery
strategy, but is not as critical as organizational tolerance to service interruption. References = CISM Review Manual, 16th Edition, page 1731; CISM Review
Questions, Answers & Explanations Manual, 10th Edition, page 792
Learn more: 1. isaca.org2. amazon.com3. gov.uk

NEW QUESTION 141
- (Topic 2)
Labeling information according to its security classification:

A. enhances the likelihood of people handling information securely.
B. reduces the number and type of countermeasures required.
C. reduces the need to identify baseline controls for each classification.
D. affects the consequences if information is handled insecurely.

Answer: A

Explanation: 
 Labeling information according to its security classification enhances the likelihood of people handling information securely. Security classification is a process of
categoriz-ing information based on its level of sensitivity and importance, and applying appropri-ate security controls based on the level of risk associated with that
infor-mation1. Labeling is a process of marking the information with the appropriate classifi-cation level, such as public, internal, confidential, secret, or top secret2.
The purpose of labeling is to inform the users of the information about its value and protection re-quirements, and to guide them on how to handle it securely.
Labeling can help users to:
•Identify the information they are dealing with and its classification level
•Understand their roles and responsibilities regarding the information
•Follow the security policies and procedures for the information
•Avoid unauthorized access, disclosure, modification, or destruction of the information
•Report any security incidents or breaches involving the information Labeling can also help organizations to:
•Track and monitor the information and its usage
•Enforce access controls and encryption for the information
•Audit and review the compliance with security standards and regulations for the infor- mation
•Educate and train employees and stakeholders on information security awareness and best practices
Therefore, labeling information according to its security classification enhances the likelihood of people handling information securely, as it increases their
awareness and accountability, and supports the implementation of security measures. The other op-tions are not the primary benefits of labeling information
according to its security clas-sification. Reducing the number and type of countermeasures required is not a benefit, but rather a consequence of applying security
controls based on the classification lev-el. Reducing the need to identify baseline controls for each classification is not a bene-fit, but rather a prerequisite for
labeling information according to its security classifica-tion. Affecting the consequences if information is handled insecurely is not a benefit, but rather a risk that
needs to be managed by implementing appropriate security con-trols and incident response procedures. References: 1: Information Classification - Ad-visera 2:
Information Classification in Information Security - GeeksforGeeks : Infor-mation Security Policy - NIST
: Information Security Classification Framework - Queensland Government

NEW QUESTION 144
- (Topic 2)
A multinational organization is required to follow governmental regulations with different security requirements at each of its operating locations. The chief
information security officer (CISO) should be MOST concerned with:

A. developing a security program that meets global and regional requirements.
B. ensuring effective communication with local regulatory bodies.
C. using industry best practice to meet local legal regulatory requirements.
D. monitoring compliance with defined security policies and standards.

Answer: A

Explanation: 
 = A multinational organization is required to follow governmental regulations with different security requirements at each of its operating locations. This means that
the CISO has to deal with multiple and diverse legal, regulatory, and compliance issues across different jurisdictions and markets. The CISO should be most
concerned with developing a security program that meets global and regional requirements, such as ISO/IEC 27001, NIST CSF, PCI DSS, GDPR, etc. These
standards provide a framework for establishing, implementing, maintaining, and improving an information security management system (ISMS) that aligns with the
organization’s business objectives and risk appetite. The CISO should also ensure that the security program is consistent and coherent across all operating
locations, and that it complies with the specific regulations of each location. Therefore, option A is the most appropriate answer. References = CISM Review
Manual 15th Edition, page 255; CISM Review Questions, Answers & Explanations Database - 12 Month Subscription, QID 234.In this scenario, the chief
information security officer (CISO) should be most concerned with developing a security program that meets the global and regional requirements of the
organization. This includes considering the different legal and regulatory requirements of each operating location, and designing a security program that meets all
of these requirements. The CISO should also ensure effective communication with local regulatory bodies to ensure compliance and understanding of the security
program. Additionally, the CISO should use industry best practices and defined security policies and standards to ensure the program meets all applicable
requirements.

NEW QUESTION 146
- (Topic 2)
An intrusion has been detected and contained. Which of the following steps represents the BEST practice for ensuring the integrity of the recovered system?

A. Install the OS, patches, and application from the original source.
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B. Restore the OS, patches, and application from a backup.
C. Restore the application and data from a forensic copy.
D. Remove all signs of the intrusion from the OS and application.

Answer: A

Explanation: 
 After an intrusion has been detected and contained, the system should be recovered to a known and trusted state. The best practice for ensuring the integrity of
the recovered system is to install the OS, patches, and application from the original source, such as the vendor’s website or media. This way, any malicious code
or backdoors that may have been inserted by the intruder can be eliminated. Restoring the OS, patches, and application from a backup may not guarantee the
integrity of the system, as the backup may have been compromised or outdated. Restoring the application and data from a forensic copy may preserve the
evidence of the intrusion, but it may also reintroduce the vulnerability or malware that allowed the intrusion in the first place. Removing all signs of the intrusion
from the OS and application may not be sufficient or feasible, as the intruder may have made subtle or hidden changes that are difficult to detect or undo.
References =
? ISACA, CISM Review Manual, 16th Edition, 2020, page 2401
? ISACA, CISM Review Questions, Answers & Explanations Database - 12 Month Subscription, 2020, question ID 2132
The BEST practice for ensuring the integrity of the recovered system after an intrusion is to restore the OS, patches, and application from a backup. This will
ensure that the system is in a known good state, without any potential residual malicious code or changes from the intrusion. Restoring from a backup also enables
the organization to revert to a previous configuration that has been tested and known to be secure. This step should be taken prior to conducting a thorough
investigation and forensic analysis to determine the cause and extent of the intrusion.

NEW QUESTION 149
- (Topic 2)
Which of the following is an example of risk mitigation?

A. Purchasing insurance
B. Discontinuing the activity associated with the risk
C. Improving security controls
D. Performing a cost-benefit analysis

Answer: C

Explanation: 
 Improving security controls is an example of risk mitigation, which is the process of reducing the likelihood or impact of a risk. Risk mitigation can be achieved by
implementing various strategies, such as purchasing insurance, discontinuing the activity associated with the risk, or improving security controls. Purchasing
insurance is a form of risk transfer, which is the process of shifting the responsibility or burden of a risk to another party. Discontinuing the activity associated with
the risk is a form of risk avoidance, which is the process of eliminating or avoiding a potential source of harm. Performing a cost-benefit analysis is a form of risk
evaluation, which is the process of assessing the costs and benefits of different options to manage a risk. References = CISM Review Manual, 16th Edition, page
1741; CISM Review Questions, Answers & Explanations Manual, 10th Edition, page 802

NEW QUESTION 150
- (Topic 2)
An organization is aligning its incident response capability with a public cloud service provider. What should be the information security manager's FIRST course of
action?

A. Identify the skill set of the provider's incident response team.
B. Evaluate the provider's audit logging and monitoring controls.
C. Review the provider’s incident definitions and notification criteria.
D. Update the incident escalation process.

Answer: C

Explanation: 
 When an organization is aligning its incident response capability with a public cloud service provider, the information security manager’s first course of action
should be to review the provider’s incident definitions and notification criteria. This is because the provider’s incident definitions and notification criteria may differ
from the organization’s own, and may affect the scope, severity, and urgency of the incidents that need to be reported and handled. By reviewing the provider’s
incident definitions and notification criteria, the information security manager can ensure that there is a common understanding and agreement on what constitutes
an incident, how it is classified, and when and how it is communicated. This will help to avoid confusion, delays, or conflicts in the incident response process, and
to establish clear roles and responsibilities between the organization and the provider. References = CISM Review Manual, 16th Edition, page 1021
Reviewing the provider’s incident definitions and notification criteria is the FIRST course of action when aligning the organization’s incident response capability
with a public cloud service provider. This is because the organization needs to understand how the provider defines and classifies incidents, what their roles and
responsibilities are, and how they will communicate with the organization in case of an incident. This will help the organization align its own incident response
processes and expectations with the provider’s and ensure a coordinated and effective response.

NEW QUESTION 154
......
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