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NEW QUESTION 1
Refer to the exhibit.

$ diagnose firewall shaper per-ip-shaper list
name FTP OM
maximum-bandwidth 625 KB/sec
maximum-concurrent-session 5
tos ff/ff
packets dropped 65
bytes dropped 81040
addr=10.1.0.1 status: bps=0 ses=1
addr=10.1.0.100 status: bps=0 ses=1

- =

addr=10.1.10.1 status: bps=1656 ses=3

Which are two expected behaviors of the traffic that matches the traffic shaper? (Choose two.)

A. The number of simultaneous connections among all source IP addresses cannot exceed five connections.
B. The traffic shaper limits the combined bandwidth of all connections to a maximum of 5 MB/sec.

C. The number of simultaneous connections allowed for each source IP address cannot exceed five connections.

D. The traffic shaper limits the bandwidth of each source IP address to a maximum of 625 KB/sec.

Answer: CD

NEW QUESTION 2
What is the route-tag setting in an SD-WAN rule used for?

A. To indicate the routes for health check probes.

B. To indicate the destination of a rule based on learned BGP prefixes.
C. To indicate the routes that can be used for routing SD-WAN traffic.
D. To indicate the members that can be used to route SD-WAN traffic.

Answer: B

NEW QUESTION 3
Refer to the exhibit.

config system virtual-wan-link

set status enable

set load-balance-mode source-ip-based

config members

edit 1

set interface “portl”
set gateway 100.64.1.254
set source 100.64.1.1
set cost 15

set interface “port2”
set gateway 100.64.2.254

set priority 10

Based on the output shown in the exhibit, which two criteria on the SD-WAN member configuration can be used to select an outgoing interface in an SD-WAN

rule? (Choose two.)

A. Set priority 10.

B. Set cost 15.

C. Set load-balance-mode source-ip-ip-based.
D. Set source 100.64.1.1.

Answer: AB

NEW QUESTION 4

Which two statements describe how IPsec phase 1 main mode is different from aggressive mode when performing IKE negotiation? (Choose two )

A. A peer ID is included in the first packet from the initiator, along with suggested security policies.
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B. XAuth is enabled as an additional level of authentication, which requires a username and password.
C. A total of six packets are exchanged between an initiator and a responder instead of three packets.
D. The use of Diffie Hellman keys is limited by the responder and needs initiator acceptance.

Answer: BC

NEW QUESTION 5

Refer to the exhibit.

ike 0:T_INET 0 _0:214: received informational request

ike 0:T INET _0_0:214: processing notify type SHORTCUT_QUERY

1ke T‘:T_;H:T_‘ﬁl_[': recv shortcut-query 906576196 2601467474
07409008£7f0417e/0000000000000000 192.2.0.1 10.0.1.101->10.0.2.101 psk €4 ppk 0 terl 22
nat 0 ver 2 mode (

ike 0:T_INET O: iif 20 10.0.1.101->10.0.2.101 route lookup oif 20 T _INET 0 gwy
10.201.1.1

1ke -tT_IHET 0 1: forward shortcut-query 9065761962601467474

07409008£7fbdl Tr‘:r’i:f}l.,t 000000000 192.2.0.1 10.0.1.101->10.0.2.101 psk &4 ppk 0 tel 31
ver 2 mode (0, ext-mapping 192.2.0.1:50(

Which statement about the role of the ADVPN device in handling traffic is true?

A. This is a spoke that has received a query from a remote hub and has forwarded the response to its hub.
B. Two hubs, 10.0.1.101 and 10.0.2.101, are receiving and forwarding queries between each other.

C. This is a hub that has received a query from a spoke and has forwarded it to another spoke.

D. Two spokes, 192.2.0.1 and 10.0.2.101, forward their queries to their hubs.

Answer: C

NEW QUESTION 6
What is a benefit of using application steering in SD-WAN?

A. The traffic always skips the regular policy routes.

B. You steer traffic based on the detected application.

C. You do not need to enable SSL inspection.

D. You do not need to configure firewall policies that accept the SD-WAN traffic.

Answer: B

NEW QUESTION 7

Which two statements about SLA targets and SD-WAN rules are true? (Choose two.)

A. When configuring an SD-WAN rule, you can select multiple SLA targets of the same performance SLA.

B. SD-WAN rules use SLA targets to check if the preferred members meet the SLA requirements.

C. SLA targets are used only by SD-WAN rules that are configured with Lowest Cost (SLA) or Maximize Bandwidth (SLA) as strategy.
D. Member metrics are measured only if an SLA target is configured.

Answer: BC

NEW QUESTION 8
Refer to the exhibit, which shows the IPsec phase 1 configuration of a spoke.
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What must you configure on the IPsec phase 1 configuration for ADVPN to work with SD-WAN?

A. You must set ike-version to 1.

B. You must enable net-device.

C. You must enable auto-discovery-sender.
D. You must disable idle-timeout.
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Answer: B

NEW QUESTION 9
Which best describes the SD-WAN traffic shaping mode that bases itself on a percentage of available bandwidth?

A. Interface-based shaping mode
B. Reverse-policy shaping mode
C. Shared-policy shaping mode
D. Per-IP shaping mode

Answer: A
Explanation:

Interface-based shaping goes further, enabling traffic controls based on percentage of the interface bandwidth.

NEW QUESTION 10
Exhibit A —
+ Create Mew ~ [ Bdn |5 Delete O W ; T, W ql
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Exhibit A shows the system interface with the static routes and exhibit B shows the firewall policies on the managed FortiGate.
Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN zone for portl and port2?

A. portl is assigned a manual IP address.

B. portl is referenced in a firewall policy.

C. port2 is referenced in a static route.

D. portl and port2 are not administratively down.

Answer: B

NEW QUESTION 10

What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)
A. The FortiGate cloud key has not been added to the FortiGate cloud portal.

B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager

C. The zero-touch provisioning process has completed internally, behind FortiGate.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Answer: AC

NEW QUESTION 12
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Refer to the exhibits.

Exhibit A
--Network Properties
Service Critical-DIA
- ldentity
Device ID FGVMO1TM22000077
Device Mame branchl_fgt
--Type
Sub Type sdwan
Type event
- Alerts
Level notice
- General
Log Description SDWAN status
Log 1D 0113022923
Message Service prioritized by performance metric will be redirected in sequence order.
Sequence Number 21
Virtual Domain root
--Others
Date/Time 23:57:29
Destination End User ID 3
Destination Endpoint 1D 3
Device Time 2022-03-04 14:57:27
Event Time 16446434647595788893
Event Type Service
Service 1D 1
Time Stamp 2022-03-04 23:57:29
Time Zone 0800
UEBA Endpoint 1D < |
UEBA User ID 3
logver 700030237
Exhibit B
branchl_fgt # diagnose sys sdwan member
Member(l) : interface: portl, flags=0x0 , gateway: 192.2.0.2, priority: 0 1024, weight: 0
Member (2) : interface: port2, flags=0x0 , gateway: 192.2.0.10, priority: 0 1024, weight: O
config service
edit 1
set name "Critical-DIA"
set mode priority
set src "LAN-net™
set internet-service enable
set internet-service-app-ctrl 16354 41468 16520
set health-check "Levell DNS"
set priocrity-members 1 2
next
end

Exhibit A shows an SD-WAN event log and exhibit B shows the member status and the SD-WAN rule configuration.
Based on the exhibits, which two statements are correct? (Choose two.)

A. FortiGate updated the outgoing interface list on the rule so it prefers port2.
B. Port2 has the highest member priority.

C. Port2 has a lower latency than portl.

D. SD-WAN rule ID 1 is set to lowest cost (SLA) mode.

Answer: AC

NEW QUESTION 16
Refer to the exhibit.

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



Recommend!! Get the Full NSE7_SDW-7.0 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/NSE7_SDW-7.0-exam-dumps.html (35 New Questions)

[fsureP522

sgssion info: proto=6 proto state=ll duration=242 expire=3349 timeocut=3600
£lags=00000000 socktype=0 sockport=0 av_idx=0 use=4

origin-shaper=

reply-shaper=

per_ip_ shaper=

class_id=0 ha_id=0 policy dir=0 tunnel=/ vlan_cos=0/255

state=log dirty may dirty ndr £f00 app valid
statistic(bytes/packets/allow_err): org=3421/20/1 reply=3777/17/1 tuples=3
tx speed(Bps/kbps): 0/0 rx speed(Bps/kbps): 0/0

orgin->sink: org pre->post, reply pre->post dev=7->3/3->7 gwy=0.0.0.0/0.0.0.0
hook=post dir=org act=snat 10.0.1.101:34676->128.66.0.1:22(192.2.0.1:34676)
hook=pre dir=reply act=dnat 128.66.0.1:22->192.2.0.1:34€76(10.0.1.101:34676)
hook=poast dir=reply act=noop 128.66.0.1:22->10.0.1.101:34676(0.0.0.0:0)

pos/ (before,after) 0/(0,0), 0/(0,0)

misc=0 policy id=2 pol uuid idx=14721 auth_info=0 chk _client_info=( wd=0
serial=000032d9 tos=ff/ff app list=2000 app=16060 url cat=0

sdwan_mbr seq=1 sdwan_service_id=2

rpdb link id=f£f000002 rpdb svc id=0 ngfwid=n/a

npu state=0x001008

Which statement explains the output shown in the exhibit?

A. FortiGate performed standard FIB routing on the session.

B. FortiGate will not re-evaluate the session following a firewall policy change.

C. FortiGate used 192.2.0.1 as the gateway for the original direction of the traffic.
D. FortiGate must re-evaluate the session due to routing change.

Answer: D

NEW QUESTION 19
Refer to the exhibits.

Exhibit A
config system global
set snat-route-change enable
end
Exhibit B
branchl fgt # get router ilnfo rcouting-table all
Codes: K - kernel, C - connected, = static, R - RIP, B - BGP
C - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, HMZ - OSPF NSSA eXternal type 2
El - OSPF external type 1, E2 - OSFF external type 2
i - I5-15, L1 - IS5-I5 level-l, L2 - I5-15 level-2, ia - 1I5-15 inter area
* = candidate default
Routing table for VRF=0
s 3.0.0.0/0 [1/0)} via 192.2.0.2, porc2, [1/0Q]
[1/0] via 192.2.0.10, portl [10/0])

Exhibit A shows the source NAT (SNAT) global setting and exhibit B shows the routing table on FortiGate.

Based on the exhibits, which two actions does FortiGate perform on existing sessions established over port2, if the administrator increases the static route priority

on port2 to 20? (Choose two.)

A. FortiGate flags the sessions as dirty.

B. FortiGate continues routing the sessions with no SNAT, over port2.

C. FortiGate performs a route lookup for the original traffic only.

D. FortiGate updates the gateway information of the sessions with SNAT so that they use portl instead of port2.

Answer: AD

NEW QUESTION 20
Refer to the exhibits.
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Exhibit A

branchl fgt # diagnose ays sdwan service

Service(l): Address Mode (IPV4) flags=0x200 use-shortcut-ala
Gen(B), TOS(0x0/0x0), Protocel(D: 1-»65535), Mode(manual)
Membera(2) :
1: Seq_num(l portl), alive, selected
2: Seq num{2 portl), alive, selected
Internet Service(l): GoToMeeting(429483&96€,0,0,0 16354)
Microsoft.Office.365.Portal (4254837474,0,0,0 41468) Salesforce{429483797¢,0,0,0 16520)
Src addreas(l):
10.0,.1.0-10,.0,1.255

Service(2): Address Mode (IPV4) flaga=0x200 use-shortcut-sla
Gen(7), TOS(0x0/0x0), Protocol(0: 1->65535), Mode(manual)
Membaras(l):
l: Seq num(2 portl), alive, selected
Internet Service(2): Facebook (4294836806,0,0,0 15832) Twitter(4254838276,0,0,0 16001)
Srec address(l):
10.0.1.0-10.0.1.255

branchl fgt # diagnose sys sdwan internet-service-app-ctrl-list

Facebook (15832 4294B836806): 157.240.229.35 & 443 Tue Mar 8 12:24:04 2022
GoToMeeting (16354 4294836966): 23.205.106.86 & 443 Tue Mar £ 12:24:04 2022
GoToMeeting (16354 4294836966): 23.212.249.144 6 443 Tue Mar B 12:24:39% 2022
Salesforce (16920 4294837976): 23.212.249.11 & 443 Tue Mar 8 12:24:04 2022

branchl_fgt # get router info routing-table all
= 0.0.0.0/0 [1/0] wia 192.2.0.2, portl
[1/0) via 192.2.0.10, port2

SPIAID 248 20

PR2320510686 HTTPS gEGoToMeeting  we 2 Critical-DiA poit1 Liwel a....,
LRA5106858 HTTPS wpGoToMeeting w7 Critical-DiA portl = General
ER2320510684  HTTPS {GCaToMesting w2 Critical-DiA port1 ﬁn 0000000012
W23 212249144 HTTPS fEGoToMesting e 2 Critical-DiA port1 Toan Dty ::
Mi23212249.144  HTTPS ipGaToMecting e 2 portl Virtual Demain oot
W231.212249.144 HTTPS WGoToMeeting  we 2 port2 +- Sourge
FR320510686  HTTRS ipGoloMesting e 2 port2 Comiry Reserved
Device I POV TRZI0000TT
Darwir Plame ranchl_tgt
w» 1001309
Wtertae porth
Interlacn Reds it
MAT 1¥220%
MAT Port 51043
Port 51042
Snate 01100
UERA Ermdpoint i 10245
LIEBA Liser ID 3
- Destination
Conantry Ut Skabey
Ered User I 3
Ersipini 0} 1
Hoal Mame W O TEEEING £
| W 23712 48 3105
Interface portd

An administrator is testing application steering in SD-WAN. Before generating test traffic, the administrator collected the information shown in exhibit A.

After generating GoToMeeting test traffic, the administrator examined the respective traffic log on FortiAnalyzer, which is shown in exhibit B. The administrator
noticed that the traffic matched the implicit SD-WAN rule, but they expected the traffic to match rule ID 1.

Which two reasons explain why the traffic matched the implicit SD-WAN rule? (Choose two.)

A. FortiGate did not refresh the routing information on the session after the application was detected.
B. Portl and port2 do not have a valid route to the destination.

C. Full SSL inspection is not enabled on the matching firewall policy.

D. The session 3-tuple did not match any of the existing entries in the ISDB application cache.

Answer: AC

NEW QUESTION 25
Which two statements about the SD-WAN zone configuration are true? (Choose two.)

A. The service-sla-tie-break setting enables you to configure preferred member selection based on the best route to the destination.
B. You can delete the default zones.

C. The default zones are virtual-wan-link and SASE.

D. An SD-WAN member can belong to two or more zones.
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Answer: AC

NEW QUESTION 26
Refer to the exhibit.

1 VEN l1pse ASE interface
n - L T | =ls Ll
sert Type dynamic
,_IL_.,. AR - LU - W
et keylife
set peertype any
et net disabl
Sel I 1l aesl. shasol
3eT a - 1T naple
ol E. r c -:....l
n4UrfkOWd 1 18vNI+EywxBG4AZDT TIWHEdS YalL814+pRp HNimSgcTVLOBW2ZHQUAWIEzvFXNEKT
161y ITgDXZ1E [EexTOOJZgCGRY ZIMBeFTONRK TEGAUXOBEFDCpBBhEIAL ‘BMLwWEKEFZm &H +gvy
HKSEXakpma25SF tELgIZSGg==
oY T

LAY e W "
CLNLMOAr

Which configuration change is required if the responder FortiGate uses a dynamic routing protocol to exchange routes over IPsec?

A. type must be set to static.

B. mode-cfg must be enabled.

C. exchange-interface-ip must be enabled.
D. add-route must be disabled.

Answer: D

Explanation:

for using "non ike" routes (for example BGP/static and so on) you must do disable the add-route that inject automatically kernel route based on p2 selectors from

the remote site from the SD-WAN_7.2_Study_Guide page 236

NEW QUESTION 30
Which two conclusions for traffic that matches the traffic shaper are true? (Choose two.)

# diagnose firewall shaper traffic-shaper list name VoOIP Shaper
name VolP Shaper
maximum-bandwidth 6250 RKB/sec
guaranteed-bandwidth 2500 KB/sec
urrent-bandwidth 93 KB/sec
priority 2
oveE "'."'.f" 103
tos [f
packets dropped
byte dropped G

A. The traffic shaper drops packets if the bandwidth is less than 2500 KBps.

B. The measured bandwidth is less than 100 KBps.

C. The traffic shaper drops packets if the bandwidth exceeds 6250 KBps.

D. The traffic shaper limits the bandwidth of each source IP to a maximum of 6250 KBps.

Answer: BC

NEW QUESTION 31
Which CLI command do you use to perform real-time troubleshooting for ADVPN negotiation?

A. get router info routing-table all
B. diagnose debug application ike
C. diagnose vpn tunnel list

D. get ipsec tunnel list

Answer: B

Explanation:

IKE real-time debug - useful when debugging ADVPN shortcut messages and spoke-to-spoke negotiations.
« diagnose debug console timestamp enable

« diagnose vpn ike log filter clear

« diagnose vpn ike log filter mdst-addr4 <ip.of.hub> <ip.of.spoke>

« diagnose debug application ike -1

« diagnose debug enable

NEW QUESTION 35
Which two protocols in the IPsec suite are most used for authentication and encryption? (Choose two.)
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A. Encapsulating Security Payload (ESP)
B. Secure Shell (SSH)

C. Internet Key Exchange (IKE)

D. Security Association (SA)

Answer: AC

NEW QUESTION 36

Which two tasks are part of using central VPN management? (Choose two.)

A. You can configure full mesh, star, and dial-up VPN topologies.

B. You must enable VPN zones for SD-WAN deployments.

C. FortiManager installs VPN settings on both managed and external gateways.

D. You configure VPN communities to define common IPsec settings shared by all VPN gateways.

Answer: AD

NEW QUESTION 41
Refer to the exhibit.

config fi
edit
3
next
end

i = H

ewall policy

t anti-replay disable

In a dual-hub hub-and-spoke SD-WAN deployment, which is a benefit of disabling the anti-replay setting on the hubs?

A. It instructs the hub to disable the reordering of TCP packets on behalf of the receiver, to improve performance.

B. It instructs the hub to disable TCP sequence number check, which is required for TCP sessions originated from spokes to fail over back and forth between the

hubs.

C. Itinstructs the hub to not check the ESP sequence numbers on IPsec traffic, to improve performance.

D. It instructs the hub to skip content inspection on TCP traffic, to improve performance.

Answer: B

NEW QUESTION 43
Refer to the exhibit.

onrig =¥3 tem
=

ssion-dirty check-new

Based on the exhibit, which two actions does FortiGate perform on sessions after a firewall policy change? (Choose two.)

A. FortiGate flushes all sessions.

B. FortiGate terminates the old sessions.

C. FortiGate does not change existing sessions.
D. FortiGate evaluates new sessions.

Answer: CD

Explanation:

FortiGate not to flag existing impacted session as dirty by setting firewall-session-dirty to check new. The results is that FortiGate evaluates only new session

against the new firewall policy.

NEW QUESTION 45
Refer to the exhibit.

editc

next
end

config system interface

“"porct2”™

Set
set
set
set
set
set
Sel

vdom "root"

1D 192.2.0.9 2395.295.4250.448
allowaccess ping

type physical

role wan

snmp-index 2
preserve-session-route enable

Based on the exhibit, which two actions does FortiGate perform on traffic passing through port2? (Choose two.)
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A. FortiGate does not change the routing information on existing sessions that use a valid gateway, after a route change.
B. FortiGate performs routing lookups for new sessions only, after a route change.

C. FortiGate always blocks all traffic, after a route change.

D. FortiGate flushes all routing information from the session table, after a route change.

Answer: AB

NEW QUESTION 46
Refer to the exhibits. Exhibit A

branchl fgt (3) # show
config service
edit 3
set name "Corp"
set mode sla
set dst “"Corp-net"™
set src "LAN-net"™
config sla
edit "VPN PING"™
set 1d 1
next
edit "VPN HTTP"
set 1d 1
next
enda
set pricrity-members 3 4 5
set gateway enable
nextc
end
Exhibit B
branchl fgt # diagnose sys sdwan sercvice
Service(3): Address Mode(IPV4) flags=0x200 use-shortcut-sla
Gen{(l), TOS(0x0/0x0), Protococl(0: 1->65535), Mode(sla), sla-compare-order
Members(2) :
1: Seq num(S T MPLS 0), alive, sla(0Ox3), gid(0), cfg order(2), cost{Q), selected
2: Seq_ num(4 T INET 1 0), alive, sla(0xl), gid(0), cfg order(l), cost(0), selected
3: Seq num(3 T INET O 0), alive, sla(0x0), gid(0), cfg order(0), cost(0), selected
Src address(l):
10.0.1.0-10.0.1.255
Dst address({l)
10.0.0.0-10.255.255.255
branchl fgt # get router info routing-table all | grep T
s 10.0.0.0/8 [1/0] wia T INET 0 0 tunnel 100.64.1.1
{1/0] wia T_INET 1 0 tunnel 100.64.1.9
5 10.201.1.254/32 [15/0] wia T INET 0 O tunnel 100.64.1.1
5 10.202.1.254/32 [15/0) via T INET 1 0 tunnel 100.64.1.9
S 10.203.1.254/32 [15/0] via T MPLS 0 tunnel 172.16.1.5
branchl fgt # diagnose sys sdwan member | grep T
Member (3): interface: T INET 0 0, flags=0x4 , gateway: 100.64.1.1, peer: 10.201.1.254,
prieority: 0 1024, weight: 0O
Member (4): interface: T INET 1 0, flags=0x4 , gateway: 100.64.1.9, peer: 10.202.1.254,
priority: 0 1024, weight: O
Member (5) : interface: T MPLS 0, flags=0x4 , gateway: 172.16.1.5, peer: 10.203.1.254,
priority: 0 1024, weight: 0O

Exhibit A shows the configuration for an SD-WAN rule and exhibit B shows the respective rule status, the routing table, and the member status.
The administrator wants to understand the expected behavior for traffic matching the SD-WAN rule. Based on the exhibits, what can the administrator expect for

traffic matching the SD-WAN rule?

A. The traffic will be load balanced across all three overlays.
B. The traffic will be routed over T_INET_0_O.

C. The traffic will be routed over T_MPLS_0.

D. The traffic will be routed over T_INET_1 0.

Answer: D

NEW QUESTION 48
Refer to the exhibit.
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id=20085 trace id=847 func=print pkt detail line=5428 msg="vd-root:0 received a
packet (proto=€, 10.1.10.1:335920->74.125.195.93:443) from port3. flag [.], seq
2018554516, ack 4141536963, win 2238"

id=20085 trace_id=847 func=resolve_ip tuple_ fast line=5508 msg="Find an existing
session, id-000008cl, original direction”

id=20085 trace id=847 func=shaper handler line=821 msg="exceeded shaper limit, drop"

Which conclusion about the packet debug flow output is correct?

A. The original traffic exceeded the maximum packets per second of the outgoing interface, and the packet was dropped.
B. The reply traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

C. The original traffic exceeded the maximum bandwidth of the outgoing interface, and the packet was dropped.

D. The original traffic exceeded the maximum bandwidth configured in the traffic shaper, and the packet was dropped.

Answer: D

NEW QUESTION 50
Refer to the exhibits.

dcl_fgt §# show vpn ipsec phasel-interface T_INET 1 O
config vpn 1ipsec phasel-interface
edit "T_INET 1 0"
set type dynamic
set interface "port2"®
set ike-version 2
set keylife 2E800
set peertype any
set net-device disable
=et proposal aeslZ2bB-sha25é
set add-route disable
set psksecret ENC
GayzHJ/UhxCcUFYtwasSodrkNCMI INUEJ4Q4 fZNSEI65RIVFSzumésJALSUSCg+1jsXz32t IM+WNKkHLsXkHqydgs
S/ ExBVpSRchtézEHPectOcFVhaG+UeC3RwW4 IpmGE/ 23 r Iz 3cdXIxIYSzEiRqoggahsmDovkrERHTVFULZAO 72 6N
iPLO9co/ZL3cX+Qpnmm3IiMpes
nexc
=nd

decl fgt # diagnose vpn tunnel list name T INET 1 0 O
list ipsec tunnel by names in vd 0

name=T_INET 1 0 0 ver=2 serial=? 100.64.1.9:0->192.2.0.9%9:0 tun_id=192.2.0.9 dst_mtus=0
dF”-anPnﬂn we i ght-l

bound if=4 lgwy=static/l tun=tunnel/255 mode=djial inst/3 encap=none/8832

c;txund 2280)=rgwy-chg frag-rfc run state=0 accept traffic=l overlay id=0

parent=T_ Ihh. 1 0 index=0

proxyid numel “child _num=0 refcnt=€ ilast=17 clast=23464 ad=/0
stat: rxpnﬁ cxp=0 rxb=0 txb=0

dpd: mode=cn-demand cone=l idle=20000ms retry=3 count=0 segnosl
natt: mode=none draft=0 interval=0 remote port=0

proxyideT INET 1 0O O proto=0 sae] refes? serialw=l add-route

src: 0:0.0.0.0-255.255.255.255:0

dst: 0:10.0.1.0-10.0.1.255:0

SA rt:-E options=20683 type=00 scft=) mtu=12680 expire=372/0B replaywin=2048
seqno=1 esn=0 replaywin lastseq=00000000 itn=0 qat=0 hash search len=1l

: | J‘I

life: type=(]l bytes=0/0 timeour=17%0/1800

dec: spi=0219844e esp=aes key=lé Tfb50112472468d3a45ac3d802d6cBdEd
ah=shal key=20 bb2l7cetTacle0f27823b00500523381159%3a303

enc: spi=ffcES76a esp=aes key=l6 B25hddbeSctoS5febT70411a7T736867c240
ah=shal key=20 02db4176L7£21CLae7d14152609%a707L6396931

dec:pktas/byres=0/0, enc:pkta/bytes=0/(

Which two statements about the IPsec VPN configuration and the status of the IPsec VPN tunnel are true? (Choose two.)

A. FortiGate does not install IPsec static routes for remote protected networks in the routing table.
B. The phase 1 configuration supports the network-overlay setting.

C. FortiGate facilitated the negotiation of the T_INET_1_0_0 ADVPN shortcut over T_INET_1_0.
D. Dead peer detection is disabled.

Answer: AB

NEW QUESTION 55
Exhibit.

1d=20010 trace id=1402 func=print pkt detail line=5588 msg="vd-root:0 received a

packet (proto=6, 10.1.10.1:52490->42.44.50.10:443) from port3. flag [.], seq 1213725680,
ack 1169005655, win 65535"

1d=20010 trace id=1402 func=resolve ip tuple fast line=5669 msg="Find an existing
session, 1d-00001cad4, original direction"

1d=20010 trace 1d=1402 func=fw forward dirty handler line=447 msg="Denlied by quota
check"
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Which conclusion about the packet debug flow output is correct?

A. The total number of daily sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was
dropped.

B. The packet size exceeded the outgoing interface MTU.

C. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the traffic shaper, and the packet was
dropped.

D. The number of concurrent sessions for 10.1.10.1 exceeded the maximum number of concurrent sessions configured in the firewall policy, and the packet was
dropped.

Answer: C

Explanation:
In a Per-IP shaper configuration, if an IP address exceeds the configured concurrent session limit, the message "Denied by quota check" appears. SD-WAN 7.0
Study Guide page 287

NEW QUESTION 60
Refer to the exhibits.
Exhibit A

Original traffic
Reply traffic

©
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t.l"..ifl-' I i ]_i-‘[|t
10.0.1.101
Exhibit B
icl # show syate lobal '
- -FI'.- = = .;- - = A 1
et admi edirect disable '
| = & actmincl L4 | 'E- |
k= " i " P |
=1 = = 5 e = 0 &g
L3 - " "
= A |
- |
1L L ? 3NOW 3Vy3Le - Ll ]

¥ - 1B - + - ¥y P [ =4 § . e

o
| end |
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Exhibit A shows a site-to-site topology between two FortiGate devices: branchl_fgt and dcl1_fgt. Exhibit B shows the system global and system settings
configuration on dcl_fgt.

When branchl_client establishes a connection to dcl_host, the administrator observes that, on dcl_fgt, the reply traffic is routed over T_INET_0_0, even though
T_INET_1_0 is the preferred member in the matching SD-WAN rule.

Based on the information shown in the exhibits, what configuration change must be made on dcl1_fgt so dcl_fgt routes the reply traffic over T_INET_1_07?

A. Enable auxiliary-session under config system settings.

B. Disable tp-session-without-syn under config system settings.
C. Enable snat-route-change under config system global.

D. Disable allow-subnet-overlap under config system settings.
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Answer: A

Explanation:

Controlling return path with auxiliary session When multiple incoming or outgoing interfaces are used in ECMP or for load balancing, changes to routing, incoming,
or return traffic interfaces impacts how an existing sessions handles the traffic. Auxiliary sessions can be used to handle these changes to traffic
patterns.https://docs.fortinet.com/document/fortigate/7.0.11/administration-guide/14295/controlling-return-path

NEW QUESTION 62
Refer to the exhibits.
Exhibit A

Edit Traffic Shaping Policy

IP Version m IPywés

Mame Lirnit_YouTube

Status m Disable

Comments

o B

i Traffhc Matches:
Source Internet Service

Source Address & LAN-net Q
Source User +
Source User Group -+

Destination Internet Service
Destination Address Ban [x]

Schedule +
Service @ ALL

00

Apphication @ YouTube
Application Category

Application Group

+ + +

URL Category

Type Of Service D00
Type Of Service Mask 0x00
Then:

Action Assign Group

Outgoing Interface a& underlay
Shared Shaper ™ |ow-priority

000

Reverse Shaper & low-priority
Per-IP Shaper +

Differentiated Services
Dafferentiated Services Reverse

Exhibit B
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Edit Fircwall Policy D Lok ey Oiprtons

Daspllry Diewr Ly
[} 1

Security Profhlesy
MName DA
£TNA m Full ZTNA  IP/MAC Altering S5L/55H Impection & deep-impoction [x]
incaming interface AN @ | Decrypted Tralic Mievor +
Cutgoing interface & inderiay Q | Teallx Shaping Options
Cournce Internel Service Shured Shapor +
IPv4 Source Address & LAN-net o Bidives Shidias +
IPvé Source Address + - 1P Shapes +
Sourrce Liser +

: Logging Options

Sounce User Group +

Liog Adlowes] Teatfh Mo log  Log Security Evenis
F550 Groups =+

Caplumre Pac iy
Destination Internet Service
= Generate Logs whon Sesshon Stans
IPvd Destination Address - all =
iPvé Destination Address +
Service W ALL =]
Schedule B abways ﬂ
Action Deny m IPSEC
Inspection Mode m Provcy- based
Fieewall Metwork Options
MAT v
waTes s

IP Pool Configuration Ue Dutgoing Interface Address TR N o oo |
Preserve Source Port
Protocol Options ® defande ]

Exhibit A shows the traffic shaping policy and exhibit B shows the firewall policy.

The administrator wants FortiGate to limit the bandwidth used by YouTube. When testing, the administrator determines that FortiGate does not apply traffic
shaping on YouTube traffic.

Based on the policies shown in the exhibits, what configuration change must be made so FortiGate performs traffic shaping on YouTube traffic?

A. Destination internet service must be enabled on the traffic shaping policy.

B. Application control must be enabled on the firewall policy.

C. Web filtering must be enabled on the firewall policy.

D. Individual SD-WAN members must be selected as the outgoing interface on the traffic shaping policy.

Answer: B

NEW QUESTION 65
Refer to the exhibit.

# get router info routing-table al
B . ' } 1 wi 1 3 [ 7 x PN i rys 1
' - ow w ondm s w ) el LW df W J Vviad 1uU.c£LU l--1\.- = CECULSLVE vida L Lt LUunne.lL .-..-'1'1-.1 = F W o e e w o 1
F*as = 3 B : B o 5 0 . | 5 T 5% - = T T -y TFFEATY " . % Wl = & Ll |
& U i via 10.2U£.1. i L \Eeciursl ve via VYPN]1 tunnel 100.64.1.9), 0O =1
T FErR : | c
viad L&V 3.Ll.d 2 e L L WE i B o Y = S | 18 1.9) =

The device exchanges routes using IBGP.
Which two statements are correct about the IBGP configuration and routing information on the device? (Choose two.)

A. Each BGP route is three hops away from the destination.

B. ibgp-multipath is disabled.

C. additional-path is enabled.

D. You can run the get router info routing-table database command to display the additional paths.

Answer: CD

NEW QUESTION 66

Which two statements are true about using SD-WAN to steer local-out traffic? (Choose two.)

A. FortiGate does not consider the source address of the packet when matching an SD-WAN rule for local-out traffic.
B. By default, local-out traffic does not use SD-WAN.

C. By default, FortiGate does not check if the selected member has a valid route to the destination.

D. You must configure each local-out feature individually, to use SD-WAN.

Answer: BD

NEW QUESTION 67
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