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NEW QUESTION 1
- (Exam Topic 1)

You need to create the Microsoft Store for Business. Which user can create the store?

A. User2
B. User3
C. User4
D. User5

Answer: C

Explanation:
References:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 2
- (Exam Topic 1)

You need to meet the technical requirements and planned changes for Intune.
What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Area

Settings to configure in Azure AD

Settings to configure in Intune

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 3
- (Exam Topic 1)
On which server should you install the Azure ATP sensor?

A. Server 1
B. Server 2
C. Server 3
D. Server 4
E. Server 5

Answer: A

Explanation:
References:

Device settings

. - ' ™ i d & A
Mobility (MDM and MAM)
TdabFlal ki1 - S resl = e -
Irganian 1al relationsnips

gamzational re anships
User settings

=

Device compliance

Davice enroliment

Mobile Device Management Authornty

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-capacity-planning
However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 4
- (Exam Topic 1)

As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Seattle: Y
6 months
18 months
24 months
30 months
5 vears

New York: Y
6 months
18 months
24 months
30 months
S vears

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature Updates: Serviced for 18 months from release date September
Feature Updates: Serviced for 30 months from release date

References:

https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-updates-windows-10

NEW QUESTION 5

- (Exam Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device named Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You create a device configuration profile from
the Device Management admin center.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to Azure Active Directory (Azure AD) So the co-management pathl - Auto-
enroll existing clients 1. Hybrid Azure AD 2. Client agent setting for hybrid Azure AD-join 3. Configure auto-enrollment of devices to Intune 4. Enable co-
management in Configuration Manager

https://docs.microsoft.com/en-us/mem/configmgr/comanage/tutorial-co-manage-client

NEW QUESTION 6
- (Exam Topic 1)
On which server should you use the Defender for identity sensor?

A. Serverl
B. Server2
C. Server3
D. Server4d
E. Servers5

Answer: A
Explanation:

However, if the case study had required that the DCs can't have any s/w installed, then the answer would have been a standalone sensor on Server2. In this
scenario, the given answer is correct. BTW, ATP now known as Defender for Identity.

NEW QUESTION 7
- (Exam Topic 2)
You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
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What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition states clearly that Sign-in risk

NEW QUESTION 8

- (Exam Topic 2)

You need to meet the requirement for the legal department.

Which three actions should you perform in sequence from the Security & Compliance admin center? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

Actions Answer Area
Create a data loss prevention (DLP) policy.
Create an eDiscovery case.
Create a label.
Run a content search.
Create a label policy.

Create a hold.

Assign eDiscovery permissions.

Publish a label.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://www.sherweb.com/blog/ediscovery-office-365/

NEW QUESTION 9
- (Exam Topic 2)
You need to meet the technical requirement for large-volume document retrieval. What should you create?

A. a data loss prevention (DLP) policy from the Security & Compliance admin center
B. an alert policy from the Security & Compliance admin center

C. afile policy from Microsoft Cloud App Security

D. an activity policy from Microsoft Cloud App Security

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts

NEW QUESTION 10
- (Exam Topic 2)
Which report should the New York office auditors view?

A. DLP policy matches

B. DLP false positives and overrides
C. DLP incidents

D. Top Senders and Recipients

Answer: C

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

This report also shows policy matches over time, like the policy matches report. However, the policy matches report shows matches at a rule level; for example, if
an email matched three different rules, the policy matches report shows three different line items. By contrast, the incidents report shows matches at an item level,
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for example, if an email matched three different rules, the incidents report shows a single line item for that piece of content. Because the report counts are
aggregated differently, the policy matches report is better for identifying matches with specific rules and fine tuning DLP policies. The incidents report is better for

identifying specific pieces of content that are problematic for your DLP policies.

NEW QUESTION 10
- (Exam Topic 3)

You need to configure the compliance settings to meet the technical requirements. What should you do in the Microsoft Endpoint Manager admin center?

A. From Compliance policies, modify the Notifications settings.

B. From Locations, create a new location for noncompliant devices.

C. From Retire Noncompliant Devices, select Clear All Devices Retire State.
D. Modify the Compliance policy settings.

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 11
- (Exam Topic 3)
You need to create the DLP policy to meet the technical requirements. What should you configure first?

A. sensitive info types

B. the Insider risk management settings
C. the event types

D. the sensitivity labels

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-test-tune-dip-policy ?view=0365-worldwide

NEW QUESTION 14
- (Exam Topic 3)
You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D
Explanation:

Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/sa

NEW QUESTION 18
- (Exam Topic 3)

You need to configure automatic enrollment in Intune. The solution must meet the technical requirements. What should you configure, and to which group should

you assign the configurations? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Configure: v

Device configuration profiles Enroliment restrictions
The mobile device management (MDM) user scope

The mobile application management (MAM) user scope

Group: \ 4
UserGroup1
UserGroup?2
DeviceGroup1
DeviceGroup2

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Text Description automatically generated with medium confidence
Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 22

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 25
- (Exam Topic 4)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name | -Fsl.él;f_onn il

 BitLocker Drive Encryption | Member of |
(BitLocker) 1

evice Windows 10 | Disabled

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name | Require BitLocker | Mark noncompliant | Assigned |
| | after (days)

l
I -
| |
[Policy? | Require 116 [Yes |
|' |

et | ¥ ¥ 1
Ngured

¥ 2

L= -

The device compliance policies have the assignments shown in the following table.

Name | Assigned to

i II | y . F
| 5 \

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes No
Dewvice1 is marked as noncompliant after 10 days
Dewvice? is marked as noncomphant after 10 days
Dewice3 1s marked as noncompliant after 15 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 30

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to identify the settings that are below the Standard protection profile settings in the preset security policies.

What should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Portal.  Microsoft 365 Defender portal b
Microsoft 365 admin center

Microsoft 365 Defender portal

Microsoft Purview compliance portal

Feature:  Configuration ana
Configuration analyzer
Preset secunty policies

Threat tracker

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Answer Area

Portal NMicrosoft : :":'!_'! def poria v

e b ik

Microsoft 365 admin center

Microsoft Purview comphance portal

AL
L

ature:  Confiquranon analyzer .
Preset secunty policies

Threat tracker

NEW QUESTION 31
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Type
Mailbox1 Microsoft Exchange Online mailbox
Account1 Microsoft OneDnve account
Sitel Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?

A. Mailbox1 and Sitel only

B. Mailbox1, Accountl, and Sitel only

C. Accountl and Sitel only

D. Mailbox1, Accountl, Sitel, and Channell
E. Accountl, Sitel, and Channell only

Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 35

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action. To which location can the policy be applied?

A. OneDrive accounts

B. Exchange emaill

C. Teams chat and channel messages
D. SharePoint sites

Answer: B
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NEW QUESTION 40

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Users have the devices shown in the following table.

Enrolled in Microsoft Endpoint

Name Platform Owner
Manager
Devicel Android IJserd Yes
Device? | Android User1 No
Device3 |iOS [User | No
Deviced | Windows 10 | Userd Yes
Devices -'-.'-.'ur.t!.r_'. < 10 | User?d Mo
Deviceb | 105 User? Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Device6
B. Device2, Device3, and Deviceb
C. Devicel, Device2, Device3, and Deviceb
D. Devicel, Device2, Device4, and Device5

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled
in Microsoft Endpoint Manager.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 45

- (Exam Topic 4)

You have a Microsoft 365 subscription.

All users have their email stored in Microsoft Exchange Online.

In the mailbox of a user named Userl, you need to preserve a copy of all the email messages that contain the word Project X.
What should you do first?

A. From the Security & Compliance admin center, create a data loss prevention (DLP) policy.
B. From the Security & Compliance admin center, create a label and label policy.

C. From the Security & Compliance admin center, create, create a label and a label policy.
D. From the Security & Compliance admin center, start a message trace.

E. From the Exchange admin center, start a mail flow message trace

Answer: A

Explanation:

A DLP policy contains a few basic things:

Where to protect the content: locations such as Exchange Online, SharePoint Online, and OneDrive for Business sites, as well as Microsoft Teams chat and
channel messages.

When and how to protect the content by enforcing rules comprised of:

Conditions the content must match before the rule is enforced. For example, a rule might be configured to look only for content containing Social Security numbers
that's been shared with people outside your organization.

Actions that you want the rule to take automatically when content matching the conditions is found. For example, a rule might be configured to block access to a
document and send both the user and compliance officer an email notification.

References:

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies

NEW QUESTION 50

- (Exam Topic 4)

Your company uses Microsoft Azure Advanced Threat Protection (ATP) and Windows Defender ATP. You need to integrate Windows Defender ATP and Azure
ATP.

What should you do?

A. From Azure ATP, configure the notifications and reports.

B. From Azure ATP, configure the data sources.

C. From Windows Defender Security Center, configure the Machine management settings.
D. From Windows Defender Security Center, configure the General settings.

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/integrate-wd-atp

NEW QUESTION 55

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?
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A. Microsoft Store for Business
B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 56
- (Exam Topic 4)

You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft
SharePoint Online site. What should you do?

A. From the SharePoint Online site, create an alert.
B. From the SharePoint Online admin center, modify the sharing settings.

C. From the Microsoft 365 Defender portal, create an alert policy.

D. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Answer: C

NEW QUESTION 57
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains 500 Windows 10 devices and a Microsoft Endpoint Manager device compliance policy.

You need to ensure that only devices marked as compliant can access Microsoft Office 365 apps. Which policy type should you configure?

A. conditional access
B. account protection
C. attack surface reduction (ASR)

D. Endpoint detection and response

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 62

- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.
Name Severity Status Comment Category

Alert1

Medium Active

Comment! | Threat management

Alert2

Low Resolved

| Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only
C. Status and Severity only
D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#

NEW QUESTION 66
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.

Name Platform Member of | Scope (Tags)
Device1| Windows 10 | Group1, Group3 | Tag1
DeviceZ | Android Group2 TagZ2

You create the device configuration profiles shown in the following table.
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Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups

Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later

Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise

Profile3 [ Android GroupZ2, Group3 Group3 Tag1l
Enterprise

Profile4 | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Device1:

No profiles

Profile1 only

Profile4 only

Profile1 and Profile4 only

Profile1, Profile1, and Profiled4 only

Device?2:

No profiles

Profile1 only

Profile2 only

Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application, table Description automatically generated

NEW QUESTION 70

- (Exam Topic 4)

You have a hybrid Azure Active Directory (Azure AD) tenant and a Microsoft Endpoint Configuration Manager deployment.
You have the devices shown in the following table.

Name ' Platform

Configuration
Devicel Windows 10

4

| Hybrid joined to on-premises Active Directory and
Azure AD only

Device2 Windows 10 Joined to Azure AD and enrolled in Configuration
Manager only
Devicel Windows 10 Enrolled in Microsoft Endpoimt Manager and has

| the Configuration Manager agent installed only

e — . = =

You plan to enable co-management.
You need to identify which devices support co-management without requiring the installation of additional software.
Which devices should you identify?

A. Devicel only

B. Device2 only

C. Device3 only

D. Device2 and Device3 only

E. Devicel, Device2, and Device3

Answer: D

NEW QUESTION 75
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.
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M Type Block execution of potentially
_. obfuscated scripts (js/vbs/ps)
Policy1 Attack surface reduction | Audit mode
__ (ASR)
Policy?2 Microsoft Defender ATP | Disable
Baseline
Policy3 Device configuration Not configured
profile

The policies are assigned to Devicel.
Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: D

NEW QUESTION 80

- (Exam Topic 4)

Your company uses on-premises Windows Server File Classification Infrastructure (FCI). Some documents on the on-premises file servers are classified as
Confidential.

You migrate the files from the on-premises file servers to Microsoft SharePoint Online.

You need to ensure that you can implement data loss prevention (DLP) policies for the uploaded file based on the Confidential classification.

What should you do first?

A. From the SharePoint admin center, configure hybrid search.

B. From the SharePoint admin center, create a managed property.

C. From the Security & Compliance Center PowerShell, run the New-DataClassification cmdlet.
D. From the Security & Compliance Center PowerShell, run the New-DIpComplianceRule cmdlet.

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-365/compliance/protect-documents-that-have-fci-or-other-properties

NEW QUESTION 85

- (Exam Topic 4)

You create a Microsoft 36S subscription.

You need to create a deployment plan for Microsoft Azure Advanced Threat Protection (ATP).

Which five actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area
Download the Azure ATP sensor setup package

Create a Security & Compliance threat management

policy

Create an Azure Active Directory (Azure AD)
conditional access policy

Install sensors
Create a workspace
Enter credentials.

Configure the sensor settings

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://blog.ahasayen.com/azure-advanced-threat-protection-deployment/

NEW QUESTION 88

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You have three applications named Appl, App2, and App3 that have the
same file format.
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Your company uses Windows Information Protection (WIP). WIP has the following configurations:
> Windows Information Protection mode: Silent
> Protected apps: Appl

> Exempt apps: App2

From Appl, you create a file named Filel.

What is the effect of the configurations? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

b 4

You can open Filel from:
Appl only

Appl and App2 only
Appl and App3 onlv
Appl. App2 and App3

If you open Filel in Appl, App2, and v
App3. an action will be logged for: App1 only

App3 only

Appl and App2 only
App2 and App3 only
Appl, App2, and App3

A. Mastered
B. Not Mastered

Answer: A
Explanation:
You can open Filel from: b4
Applonly
Appl and App2 only’
Appl and App3 onlv
Appl, App2 and App3
If vou open Filel in Appl, App2. and v
App3. an action will be logged for: App1 only

App1 and App2 only
App2 and App3 only
Appl. App2. and App3

NEW QUESTION 91

- (Exam Topic 4)

You use Microsoft Defender for Endpoint.

You have the Microsoft Defender for Endpoint device groups shown in the following table

Name Rank Members
Group1 1 Operating system in Windows 10
Group2 2 Name ends with London
Group3 3 Operating system in Windows Server
2016
Ungrouped ;
machines (defautt) | - Not applicable

You plan to onboard computers to Microsoft Defender for Endpoint as shown in the following table.

Name Operating system
Computer1-London Windows 10
Serveri-London Windows Server 2016

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
Ll SUI’E PaSS https://www.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

Answer Area
Computer1-London: | v
Group1
Group?2
Group3
Ungrouped machines
Server1-London: ‘ v
Group1
Group2
Group3
Ungrouped machines
A. Mastered

B. Not Mastered

Answer: A
Explanation:
Answer Area
Computer1-London: v
Group1
Group2
Group3
Ungrouped machines
Server1-London: [ \ 4
Group1
Group2
Group3
Ungrouped machines

NEW QUESTION 92
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the devices shown in the following table.

Name Operating system Microsoft Intune
Devicel | Windows 11 Enterprise | Enrolled

Device2 | 10S Enrolled
Device3 | Android Not enrolled

You install Microsoft Word on all the devices.

You plan to configure policies to meet the following requirements:

» Word files created by using Windows devices must be encrypted automatically.

« If an Android device becomes jailbroken, access to corporate data must be blocked from Word.

* For iOS devices, users must be prevented from using native or third-party mail clients to connect to Microsoft 365.

Which type of polio/ should you configure for each device? To answer, drag the appropriate policy types to the correct devices. Each policy type may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.
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Policy Types Answer Area

App configuration policy Device!:

A - §
App protection policy

Device2
Compliance policy

ﬂ"-: . i ]
UEVICES

Conditional Access policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Policy Types Answer Area

T e o o O .

i B
i aWaialata

P mer " L] i %
APP Comiiguration Fﬂlli'} Devicel: || APP protection policy

e e = T wr e e -wm = r

| App protection policy d . ]
i g ostails i - | Device2: | Conditional Access policy

Devicey: | Compliance policy |

| Conclitional Access policy |
s il

NEW QUESTION 93

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the

series contains a unigue solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a
correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From Windows PowerShell, you run the New-AzureRmRoleAssignment cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.resources/new-azurermroleassignment?view=azur

NEW QUESTION 96

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl and a Microsoft SharePoint Online site named Sitel. Userl is assigned the Owner role
for Sitel. To Sitel, you publish the file plan retention labels shown in the following table.

Name Retention During the retention period
period

Retention1 | S years Retain items even if users delete
Retention2 | 5 years Mark items as a record
Retention3 | 5 years Mark items as a regulatory record

Sitel contains the files shown in the following table.
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Name Label

Filel None
File?2 Retention
File3 Retention?

Filed Retentions

Which files can Userl rename, and which files can Userl delete? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

Rename: | File1. File2, and File3 only {(jl

File1 only
File1 and File2 only

File1, File2, and File3 only

File1, File2, File2, and File4

Delete: File1 and File2 only -
File1 only
File1, File2, and File3 only
File1, File2, File3, and File4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Areca
Rename: | Filel, File2, and File2 only 6'
File1 only

File1l and File2 only

File1, File2, and File3 only

File1, File2, File3. and Filed

Delete: File1 and File2 only z -
File1 D11I~j:
File1, File2, and File3 only
File1, File2. File2. and Filed

NEW QUESTION 97

- (Exam Topic 4)

Your company has a Microsoft 365 subscription. The subscription contains 500 devices that run Windows 10 and 100 devices that run iOS.
You need to create Microsoft Intune device configuration profiles to meet the following requirements:

* Configure Wi-Fi connectivity to a secured network named ContosoNet.

* Require passwords of at least six characters to lock the devices.

What is the minimum number of device configuration profiles that you should create?

0Ow>
N b P

Answer: C

NEW QUESTION 100

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management

You add a new device named Device 1 to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You add Devicel to a Configuration Manager
device collection.

Does this meet the goal?
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A. Yes
B. No

Answer: B
NEW QUESTION 101

- (Exam Topic 4)
You have a Microsoft 365 tenant that contains two users named Userl and User2. You create the alert policy shown in the following exhibit.

Policy1

|

Status

Descnption
Seventy

Category

Conditions

Threshold

Window

Scope

@ o

yformation governance
Activity s FiteModified

Eggregatad
S activities Edit
ol minutes

All users

P SATEIL, Pl . o
@M 365082 102 onmicrosoft.cor

Email Lis
recipients

b

D&If}r 25
notification
limit

User2 runs a script that modifies a file in a Microsoft SharePoint Online library once every four minutes and runs for a period of two hours.
How many alerts will Userl receive?

0

.2
.5
21
.25

o0 w>

Answer: D

NEW QUESTION 102
- (Exam Topic 4)
Your network contains an Active Directory domain named contoso.com. The domain contains the file servers shown in the following table.

Name IP address
Serverl 192.168.1.10
Server?2 192.168.2.10

A file named Filel.abc is stored on Serverl. A file named File2.abc is stored on Server2. Three apps named Appl, App2, and App3 all open files that have the
.abc file extension.
You implement Windows Information Protection (WIP) by using the following configurations:

> Exempt apps: App2
> Protected apps: Appl
> Windows Information Protection mode: Block

> Network boundary: IPv4 range of: 192.168.1.1-192.168-1.255
You need to identify the apps from which you can open Filel.abc.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
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]

&

Statements Yes No
You can open Filel abc in Appl. O O
You can open Filel abe in Appl. O )
You can open Filel.abc in App3. O )

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/crea

NEW QUESTION 106
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.

Name | Member of
User1 | GroupT
User2 | GroupZ

You purchase the devices shown in the following table.

Name Platform
Devicel | Windows 10
Device2 | Android

In Microsoft Endpoint Manager, you create an enrollment status page profile that has the following settings: ©»

Show app and profile configuration progress: Yes
> Allow users to collect logs about installation errors: Yes
> Only show page to devices provisioned by out-of-box experience (OOBE): No

> Assignments: Group2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

If User1 enrolls Device1 in Microsoft Endpoint Manager, the enroliment Q @)
status page will appear.
If User2 enrolls Device1 in Microsoft Endpoint Manager, the enroliment O O
status page will appear.
If User2 enrolls Device2 in Microsoft Endpoint Manager, the enrollment Q O
status page will appear.

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enrollment-status

NEW QUESTION 108
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.
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Name Platform
Device1 Windows 11
Device2 Windows 10
Device3 Android
Deviced 105

All the devices are onboarded To Microsoft Defender for Endpoint
You plan to use Microsoft Defender Vulnerability Management to meet the following requirements:
« Detect operating system vulnerabilities.

Answer Area

Detect operating system vulnerabilities A
Devicel only

Devicel and Device2 only

Devicel, Device2, and Device3 only
Devicel, Device2, and Deviced only
Devicel, Deviced, Device3d and Deviced

Perform a configuration assessment of the operating system A

Devicel only

Devicel and Device only

Devicel, Device2, and Device3 only
Devicel, Device2, and Deviced anly
Devicel, Devicel, Deviced and Deviced

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Detect operating system vulnerabilities |1'
Devicel only
L Deuicel and DeviceZ.only
Devicel, Device2, and Device3 only
Devicel, Devices, and Deviced only
Devicel, Device2, Device3 and Deviced
Perform a configuration assessment of the operating system | v

Devicel only

Devicel and Device2 only l

Devitel, DoVt 2, e3 only
Devicel, Device2, and Deviced only
Devicel, Devicel, Deviced and Deviced

NEW QUESTION 110

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
» Windows 10

* Android

*0OS

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only

B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: C

Explanation:

Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 111

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You create an auto-labeling policy to encrypt emails that contain a sensitive info type. You specify the locations where the policy will be applied.
You need to deploy the policy. What should you do first?
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A. Review the sensitive information in Activity explorer
B. Turn on the policy

C. Run the policy in simulation mode

D. Configure Azure Information Protection analytics

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-w

NEW QUESTION 112

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a content search of all the mailboxes that contain the word Project X.
You need to export the results of the content search. What do you need to download the report?

A. a certification authority (CA) certificate
B. an export key

C. a password

D. a user certificate

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/export-search-results

NEW QUESTION 117
- (Exam Topic 4)
You have the Microsoft Azure Active Directory (Azure AD) users shown in the following table.

Name Member of
Userl Groupl
User2 Group?

Your company uses Microsoft Intune.
Several devices are enrolled in Intune as shown in the following table.

Name Platform Bitl.ocker Drive Encryvption Member of
(Bitl.ocker)
Devicel Windows 10 [Msabled Groun 3

:.I" LE W oW i 1) B ledd CarOian-d

The device comphiance policies in Intune are configured &3 shown in the following tatse

Name Require BitLocker Assigned to
Policy| Not “vili'lf.:‘_ll:mi Group3
Policy2 . Require | Groupd

You create a conditional access policy that has the following settings: The Assignments settings are configured as follows:
> Users and groups: Groupl
> Cloud apps: Microsoft Office 365 Exchange Online

> Conditions: Include All device state, exclude Device marked as compliant Access controls is set to Block access.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can access Microsoft Exchange Online from Devicel. 4 O
Userl can access Microsoft Exchange Online from Devicel. O O
User2 can access Microsoft Exchange Online from Device2. @) O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Statements Yes No
Userl can access Microsoft Exchange Online from Devicel. Q O
Userl can access Microsoft Exchange Online from Device2. @) oF
User2 can access Microsoft Exchange Online from Device2. ] IO

NEW QUESTION 121

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an on-premises Active Directory domain. The domain contains 2,000 computers that run Windows 8.1 and have applications installed as
shown in the following table.

Mame Application count - Used by |

App1 2l Finance department, sales department

ADD. 10 larketing department |

You enroll all the computers in Upgrade Readiness.

You need to ensure that Appl and App2 have an UpgradeDecision status of Ready to upgrade. Solution: You set the ReadyForWindows status of App1l to Highly
adopted.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

Appl has a “low install count” (2% or less) so will be Ready to upgrade. We need to change the setting for App2.
References:

https://docs.microsoft.com/en-us/windows/deployment/upgrade/upgrade-readiness-identify-apps

NEW QUESTION 122

- (Exam Topic 4)

Your company has multiple offices.

You have a Microsoft 365 E5 tenant that uses Microsoft Intune for device management. Each office has a

local administrator.

You need to ensure that the local administrators can manage only the devices in their respective office. What should you use?

A. scope tags

B. configuration profiles

C. device categories

D. conditional access policies

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/fundamentals/scope-tags

NEW QUESTION 123

- (Exam Topic 4)

Your company uses Microsoft System Center Configuration Manager (Current Branch) and Microsoft Intune to co-manage devices.
Which two actions can be performed only from Intune? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Deploy applications to Windows 10 devices.
B. Deploy VPN profiles to iOS devices.

C. Deploy VPN profiles to Windows 10 devices.
D. Publish applications to Android devices.

Answer: BD

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/comanage/overview https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/create-vpn-profiles

NEW QUESTION 127

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 tenant.

You need to create a custom Compliance Manager assessment template.

Which application should you use to create the template, and in which file format should the template be saved? To answer, select the appropriate options in the
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answer area.
NOTE: Each correct selection is worth one point.

Application: ,

Microsoft Excel
Microsoft Forms
Microsoft Word
Visual Studio Code

File format:
CSV
dbx
docx
dotx
json
xlsx
xtx

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates-create?view=0365

NEW QUESTION 130

- (Exam Topic 4)

Your company has 5,000 Windows 10 devices. All the devices are protected by using Windows Defender Advanced Threat Protection (ATP).
You need to view which Windows Defender ATP alert events have a high severity and occurred during the last seven days.

What should you use in Windows Defender ATP?

A. the threat intelligence API
B. Automated investigations
C. Threat analytics

D. Advanced hunting

Answer: B

Explanation:

References:

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/investigate-alertswi defender-advanced-threat-protection
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-atp/automatedinvestigat windows-defender-advanced-threat-protection

NEW QUESTION 135

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

A user named Userl is a member of a dynamic group named Groupl. Userl reports that he cannot access documents shared to Groupl. You discover that Userl
is no longer a member of Groupl.

You suspect that an administrator made a change that caused Userl to be removed from Groupl. You need to identify which administrator made the change.
Which audit log activity should you search in the Security & Compliance admin center?

A. Azure AD group administration activities — Removed member from group
B. User administration activities — Updated user
C. Azure AD group administration activities — Updated group

Answer: C
NEW QUESTION 140
- (Exam Topic 4)

Your company has a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com and a Microsoft 365 subscription. The company recently hired four
new users who have the devices shown in the following table.
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Name ' Operating system

You configure the Microsoft 365 subscription to ensure that the new devices enroll in Microsoft Intune automatically.

A. Userl and User2 only

B. User 1, User2, and User only
C. Userl, User2.User3, and User4
D. User2 only

Answer: D

NEW QUESTION 144

- (Exam Topic 4)

You have a Microsoft 365 subscription and an on-premises Active Directory domain named contoso.com. All client computers run Windows 10 Enterprise and are
joined to the domain.

You need to enable Windows Defender Credential Guard on all the computers. What should you do?

A. From the Security & Compliance admin center, configure the DKIM signatures for the domain

B. domain controller, create a Group Policy object (GPO) that enables the Restrict delegation of credentials to remote servers setting.
C. From the Security & Compliance admin center, create a device security policy.

D. From a domain controller, create a Group Policy object (GPO) that enables the Turn On Virtualization Based Security setting.

Answer: A

NEW QUESTION 148

- (Exam Topic 4)

You have computers that run Windows 10 Enterprise and are joined to the domain.

You plan to delay the installation of new Windows builds so that the IT department can test application compatibility.
You need to prevent Windows from being updated for the next 30 days.

Which two Group Policy settings should you configure? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Select when Quality Updates are received

B. Select when Preview Builds and Feature Updates are received
C. Turn off auto-restart for updates during active hours

D. Manage preview builds

E. Automatic updates detection frequency

Answer: AB

NEW QUESTION 152
- (Exam Topic 4)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role |
Admini Security reader
Admin2 User administrator

Admin3 Security administrator

Admind Compliance administrator

Which users will receive the weekly digest email automatically?

A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4
C. Admin2 and Admin3 only

D. Admin3 only

E. Adminl and Admin3 only

Answer: E

Explanation:
By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the
recipients list.

NEW QUESTION 154

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Cloud App Security admin center, you assign the App/instance admin role for all Microsoft Online Services to Userl.

Does this meet the goal?
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A. Yes
B. No

Answer: B

Explanation:

Appl/instance admin: Has full or read-only permissions to all of the data in Microsoft Cloud App Security that deals exclusively with the specific app or instance of
an app selected.

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 156

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that has Microsoft Defender for Endpoint integrated with Microsoft Endpoint Manager.
Devices are onboarded by using Microsoft Defender for Endpoint.

You plan to block devices based on the results of the machine risk score calculated by Microsoft Defender for Endpoint.

What should you create first?

A. a device configuration policy

B. a device compliance policy

C. a conditional access policy

D. an endpoint detection and response policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure

NEW QUESTION 157

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that includes the following active eDiscovery case:
> Name: Casel

> Included content: Groupl, Userl, Sitel

> Hold location: Exchange mailboxes, SharePoint sites, Exchange public folders The investigation for Casel completes, and you close the case.
What occurs after you close Casel? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Holds are turned off for: v
User1 only

All locations

Site1 and Group1 only

Holds are placed on a delay hold for: ¥
30 days

90 days
120 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/close-or-delete-case?view=0365-worldwide

NEW QUESTION 161
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.
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Name | Platform
Devicel | Windows 10 Enterprise
Device2 | 10S

C
evices | Android
eviced | Windows 10 Pro

. -

The devices are managed by using Microsoft Intune.
You plan to use a configuration profile to assign the Delivery Optimization settings. Which devices will support the settings?

A. Devicel only

B. Devicel and Device4

C. Devicel, Device3, and Device4d

D. Devicel, Device2, Device3, and Device4

Answer: A

NEW QUESTION 164

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You create an Azure Advanced Threat Protection (ATP) workspace named
Workspacel.

The tenant contains the users shown in the following table.

Name Member of group Azure AD role
User] Azure ATP Workspacel Administrators None
User2 Azure ATP Workspacel Users None
User3 None Security administrator
Userd Azure ATP Workspacel Users Global administrator

You need to modify the configuration of the Azure ATP sensors.
Solution: You instruct User4 to modify the Azure ATP sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Only Azure ATP administrators can modify the sensors.

Any global administrator or security administrator on the tenant's Azure Active Directory is automatically an Azure ATP administrator.
References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-role-groups

NEW QUESTION 168
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Mame Platform
Device I 8

. . . okl i f -
eVICE.: W 1IN O FIC
B 5 [ TR =
RCe Winaows 10 Enterpnse
-
e

= O e Ubuntu 18043

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?vie

NEW QUESTION 171
- (Exam Topic 4)
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[fsureP522

Your company has a Microsoft 365 tenant
You plan to allow users that are members of a group named Engineering to enroll their mobile device in mobile device management (MDM)
The device type restriction are configured as shown in the following table.

Priority Name Allowed platform Assigned to
iYs i Marketind
b — - —
A rowd Ancirond Frciinesening
Default All users All platforms Adl s

The device limit restriction are configured as shown in the following table.

| Priority Name Device limit Assigned to
. ENgIneenng 15 | Engineering
P wWest Regwon - ENGINGCTINgG
Defaull All users 10 Al wsers
Answer Area
Dhevvce et
:'. !' "‘-'l'l". :'- 1'!. I T
Ancrowd ppnly
"Ml "l
Al platfoimis
A. Mastered

B. Not Mastered
Answer: A

Explanation:
https://docs.microsoft.com/en-us/mem/intune/enroliment/enroliment-restrictions-set#change-enrollment-restricti

NEW QUESTION 174

- (Exam Topic 4)

HOTSPOT

Your company has a Microsoft 365 subscription.

You need to configure Microsoft 365 to meet the following requirements:
> Malware found in email attachments must be quarantined for 20 days.

> The email address of senders to your company must be verified.
Which two options should you configure in the Security & Compliance admin center? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ATP anti-phishing

Protect users from phishing

ATP Safe Links

Protect your users from
opening and sharing
malicious links in email
messages and Office 2016
desktop apps.

ATP safe attachments

Protect your organization
from malicious content in
email attachments and files|
in SharePaint, OneDrive,
and Teams.

attacks (like impersonation
and spoofing), and use
safety tips to warn users
about potentially harmful
messages.

DKIM

Anti-spam Anti-malware

ll:*

Protect your organization's
email from spam,
including what actions to

Add DKIM (DomainKeys
identified Mail) signatures
to your domains so

Protect your organization’s
email from malware,
including what actions to

recipients know that email
messages actually came
from your users,

take and who to notify if
malware is detected.

take if spam is detected.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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ATP anti-phishing ATP safe attachments ATP Safe Links
Protect users from phishing Protect YU OIgNIRIALION Protect your users from
attacks (like impersonation ~] from malicious content in opening and sharing
| and spoofing|, and use ﬂ email attachments and files malicious links in email
safety tips to warn users in SharePoint, OneDrive, messages and Office 2016
about potentially harmful and Teams. desktop apps.
messages.
Anti-spam DKIM Anti-malware
Protect your organization's RO A iR ys Profact your organization's
1L-_+ amall iomsaanh identified Mail) signatures email from malware,
including what actions to ? to your domains so including what actions to
take if spam is detected. recipients know that email take and who to notify if
messages actually came malware is detected.

from your users.

NEW QUESTION 177

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PIl). Solution: From the Azure portal, you create a
Microsoft Azure Information Protection label and an Azure Information Protection policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 181

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains a user named Userl. You plan to implement insider risk management.
You need to ensure that Userl can perform the following tasks:

> Review alerts.

> Manage cases.

> Create notice templates.

> Review user emails by using Content explorer. The solution must use the principle of least privilege. To which role group should you add User1?

A. Insider Risk Management

B. Insider Risk Management Analysts

C. Insider Risk Management Investigators
D. Insider Risk Management Admin

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/insider-risk-management-configure?view=0365-wo

NEW QUESTION 185

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy. You need to identify the following information:

» The number of email messages quarantined by zero-hour auto purge (ZAP)

» The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.
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Answer Area

To identify the number of emails quarantined by ZAP:  Threat protection status ™
Mailflow status report
Spoof detections

URL threat protection

To identify the number of times users clicked a malicious link  Mailflow status report 3

UELLLEUN Mailflow status report

Spoof detections
Threat protection status
URL threatr protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area
To dentify the number of emails quarantined by ZAF. Threat protection status ¥

Mailflow status report
Spoof detections

URL threat protection

To identify the number of times users clicked a malicious link
in an email:

Mailflow staius report

spoof detections
Threat protection status
URL threat protection

NEW QUESTION 186

- (Exam Topic 4)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area
An app configuration policy Company-owned devices: Solution
An app protection policy Personal devices: Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application, Word Description automatically generated

NEW QUESTION 190
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- (Exam Topic 4)
You have a Microsoft 365 tenant that contains 1,000 Windows 10 devices. The devices are enrolled in Microsoft Intune.
Company policy requires that the devices have the following configurations:

> Require complex passwords.
> Require the encryption of removable data storage devices.

> Have Microsoft Defender Antivirus real-time protection enabled. You need to configure the devices to meet the requirements.
What should you use?

A. an app configuration policy
B. a compliance policyC a security baseline profile D a conditional access policy

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/device-compliance-get-started

NEW QUESTION 191

- (Exam Topic 4)

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
A user named Userl stores documents in Microsoft OneDrive.

You need to place the contents of Userl’s OneDrive account on an eDiscovery hold.

Which URL should you use for the eDiscovery hold? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

https.// v Y

onedrive.live.com/ User1
contoso.onmicrosoft.com/ Sites/UserT

contoso.sharepoint.com/ contoso_onmicrosoft_com/User1
contoso-my.sharepoint.com/ personal/User1_contoso_onmicrosoft_com

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds

NEW QUESTION 192

- (Exam Topic 4)

From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains
the roles shown in the following table.

Role Member
Site owner | Prvi
Site member | User1
Site visitor User?

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

1
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[fsureP522

SharePoint
S Site1 ¥ Share
Search Documents + New ~ T Upload ;:-‘? Quick edit $ Symic = All Documents ~ Y @&
Documents
[ Name Modified Modified By Add column
g' 'i:ilg-1_dﬂ.|;:¢ About a minute ago I
n‘: F||E2.dm A fewy saconds &GO Priwn
.ﬂ\' IFHE;..dDEl.' (= A lew pecond: ago
=

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

User1: .

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

UserZ: v
File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://sharepointmaven.com/4-security-roles-of-a-sharepoint-site/ https://gcc.microsoftcrmportals.com/blogs/office365-news/190220SPIcons/

NEW QUESTION 196
- (Exam Topic 4)
You have three devices enrolled in Microsoft Intune as shown in the following table.

Name ! Platform BitLocker Drive Encryption Member of
I bl (BiLecker) | .
| Devicel | Wuu{wh 10 | I]I:tf}!.‘t'nl.:-d | {1_!.'1:‘.!“[1.‘- N
| Device2 { Wmdows 10 | Dhsabled | Group2, Group3
{ Device3 __+ Windows 10 | Disabled | Group2

The device compliance policies in Intune are configured as shown in the following table.

Name Platform Require Assignred
| | . BitLocker
Policyl | Windows 10 and later | Requure | Yes -

| Windows 10 and later | Not configured | Yes
| Windows 10 and later | Requure | No

Policy2
Policy3

The device compliance policies have the assignments shown in the following table

Name Assigned tc
Policy2 Group?
Policv3 Group3
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Devicel is compliant. &) B
DeviceZ2 is compliant. O &)
Device3 is compliant. O B,

A. Mastered

B. Not Mastered
Answer: A
Explanation:

Yes Yes Yes

NEW QUESTION 198
- (Exam Topic 4)
You have the Microsoft Azure Active Director (Azure AD) users shown in the following table.

You create a conditional access policy that has the following settings:

» The Assignments settings are configured as follows:

* Users and groups: Groupl

* Cloud apps: Microsoft Office 365 Exchange Online

* Conditions: Include All device state, exclude Device marked as compliant

* Access controls is set to Block access.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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NEW QUESTION 203

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You plan to deploy 1.000 new iOS devices to users. The devices will be shipped directly from the supplier to the users.
You need to recommend a Microsoft Intune enroliment option that meets the following requirements:

» Minimizes user interaction

* Minimizes administrative effort

» Automatically installs corporate apps What should you recommend?

A. Automated Device Enroliment (ADE)
B. bring your own device (BYOD) user and device enroliment
C. Apple Configurator enrollment

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/mem/intune/enroliment/ios-enroll

NEW QUESTION 208

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intuen. Solution: You create an Apple
Configurator enroliment profile. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 209

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that users can enroll devices in Microsoft Endpoint Manager without manually entering the address of Microsoft Endpoint Manager.
Which two DNS records should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

. @ CNAME record for AutoDiscover.contoso.com

. a CNAME record for EnterpriseEnroliment.contoso.com
. a TXT record for EnterpriseRegistration.contoso.com

. an SRV record for _SIP._TLS.contoso.com

. an SRV record for _SIPfederationTLS.contoso.com

. @ CNAME record for EnterpriseRegistration.contoso.com
G. a TXT record for EnterpriseEnroliment.contoso.com

mTmoOO >

Answer: BF

NEW QUESTION 214
- (Exam Topic 4)
From the Microsoft Azure Active Directory (Azure AD) Identity Protection dashboard, you view the risk events shown in the following exhibit.

Sign-ins from unfamiliar locations

O st W B Cohemng W Detsis ¥ Dowrisad L) Fefre

15,07 0208 2008 (erfy ] 1509

ER P LN ATHE SIGNIM TIAGE TS STATIE
BEDICE Admanisleatos TIRE TED Skoppe, Sopaid, F. Tugo el TOI20 18 D 35 rLliE
REOD Admwivle pled 7T RS Monbieal, G, Canads SN0 T01E 1 RIE Bective
RSO Sdmanictratcn b 47 048,11 Drlando, FL, Unided SEsles ST E kA e

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.
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To require multi-factor authentication when signing in to unfamiliar locations
vou must create a [answer choice]

To avoid generating alerts when signing in to the Montreal location, create
[answer choice]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

v|

named location in Azure AD

sign-in risk poliey

user risk policy
s s e o oo

¥

a named location in Azure AD

a sign-mn nsk policy
a user risk policy

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted https://docs.microsoft.com/en-us/azure/active-directory/identity-
protection/howto-sign-in-risk-policy https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/quickstart-configure-named-location

NEW QUESTION 218

- (Exam Topic 4)

Your company has a Microsoft 365 E5 subscription.

Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.

Users in other departments must not be restricted.
What should you do from the Security & Compliance admin center?

A. Create a data toss prevention (DLP) policy that has a Content is shared condition.

B. Modify the default safe links policy.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.

D. Create a new safe links policy.
Answer: D

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/set-up-atp-safe-links-policies#policies-that-apply

NEW QUESTION 221
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Cloud Apps.
You need to create a policy that will generate an email alert when a banned app is detected requesting permission to access user information or data in the

subscription.

What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Arswer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Arwer Area

NEW QUESTION 226

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Security & Compliance admin center, you assign the Security Administrator role to Userl. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 229

- (Exam Topic 4)

Your company has a Microsoft 36S subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com. The company stores 2 TBs of data in
SharePoint Online document libraries.

The tenant has the labels shown in the following table.

Name Type
| abrel ":n-.'nk.:.'u.-n",-' lalel
| anel/ Ketention labe
Label3 Azure Information Protection label

From the Azure portal, you active unified labeling.
For each of the following statements, select yes if the statement is true Otherwise , select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No

T [ R

L30T Can now D0 used a5 3 50 ity 1AD01 Or an AZUTE

s Brmrrw 3o

LabelZ can now be used as a retention label or an Azure Information

o

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Answer Area

Statements Yes No

NEW QUESTION 230

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV
B. XLSX
C. JSON
D. XML

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldw

NEW QUESTION 234
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Name Windows 10 edition Azure Active Mobile device
Directory (Azure management
‘ ‘ AD) | (MDM) enroliment

| Devicel | Windows 10 Pro | Registered | Microsoft Intune

Device/? | Windows 10 Enterprise | Joined _ Microsoft Intune
Device3 | Windows 10 Pro | Joined | Not enrolled

Device4 | Windows 10 Enterprise | Registered | Microsoft Intune
Device5 Windows 10 Enterprise | Joined Not enrolled

You add custom apps to the private store in Microsoft Store Business.
You plan to create a policy to show only the private store in Microsoft Store for Business. To which devices can the policy be applied?

A. Device2 only

B. Devicel and Device3 only

C. Device2 and Device4 only

D. Device2, Device3, and Device5 only

E. Devicel, Device2, Device3, Device4, and Device5

Answer: C

NEW QUESTION 238

- (Exam Topic 4)

Your network contains an on premises Active Directory domain.

Your company has a security policy that prevents additional software from txnrwj installed on domain controllers.

You need to monitor a domain controller by using Microsoft Azure Advanced Threat Protection (ATP). What should you do? More than one answer choice may
achieve the goal. Select the BEST answer.

A. Deploy an Azure ATP sensor, and then configure port mirroring.

B. Deploy an Azure ATP sensor, and then configure detections.

C. Deploy an Azure ATP standalone sensor, and then configure detections.

D. Deploy an Azure ATP standalone sensor, and then configure port mirroring.

Answer: D
Explanation:

References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step5
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NEW QUESTION 242

- (Exam Topic 4)

You have a Microsoft 365 tenant

You have a line-of-business application named Appl that users access by using the My Apps portal.

After some recent security breaches, you implement a conditional access policy for Appl that uses Conditional Access App Control,

You need to be alerted by email if impossible travel is detected for a user of Appl. The solution must ensure that alerts are generated for Appl only.
What should you do?

A. From Microsoft Cloud App Security, create a Cloud Discovery anomaly detection policy.
B. From Microsoft Cloud App Security, modify the impossible travel alert policy.

C. From Microsoft Cloud App Security, create an app discovery policy.

D. From the Azure Active Directory admin center, modify the conditional access policy.

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/cloud-app-security/cloud-discovery-anomaly-detection-policy

NEW QUESTION 243

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP).
When users attempt to access the portal of a parther company, they receive the message shown in the following exhibit.

This website is blocked by your
organization. Contact your
administrator for more information

Hosted by www.contoso.com

Back to safety

Windows Defender SmartScreen

You need to enable user access to the partner company’s portal. Which Microsoft Defender ATP setting should you modify?

A. Custom detections
B. Advanced hunting
C. Alert notifications
D. Indicators

E. Alert suppression

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 244

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Microsoft 365 admin center, you configure the Organization profile settings. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Conditional Access in SharePoint Online can be configured to use an IP Address white list to allow access. References:
https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-Blog/Conditional-Access-in-SharePoint-Onlinea

NEW QUESTION 246

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.
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Number of I
Mome | addremer i the e
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The Sitel users are assigned the roles shown in the following table.
Mome | ok |

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

-

REVIEW VLT setlings

L T ] g L

Choone the informalion to orotect

Name your policy

Maserwptowr

s (L0 1 mienn] e (P sl

v jOur wetings

s polcy ma ate il u crewled f

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ANV Are

Fofe bl Bl

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Ayl Ared

T T

i

NEW QUESTION 250

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intune. Solution: You configure the Apple
MDM Push certificate.

Does this meet the goal?

A. Yes
B. No
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Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/apple-mdm-push-certificate-get

NEW QUESTION 251
- (Exam Topic 4)
You have device compliance policies shown in the following table.

Name Platform | Assignment

. - | -lr T RgY. . i L® ey | - @
1

|.I T T N | - |
1

VIO gl LT | Deicel

- . ] = 3

% l _'. P % ¥ - T-..

= " IO

|
|
1 L
|

The device compliance state for each policy is shown in the following table.

Policy | State
POICy 1 Comphant
Polacy 2 | In grace penod
Policy 2 Compliant
Pobcyd Mot compliang

Py S N Qrace pem 1

i Y& L omphant

NOTE: Each correct selection is worth one point.
Answer Area

Statements Yes Mo

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes No

NEW QUESTION 252

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to enable Microsoft Azure Information Protection.

You need to ensure that only the members of a group nhamed PilotUsers can protect content What should you do?

A. From the AADRM PowerShell module, run the set-AadrmonboardingControlPolicy cmdlet.
B. From Azure Information Protection, create a policy.

C. From the AAORM PowerShell module, run the Add-AadrmRoleBasedAdministrator cmdlet.
D. From Azure Information Protection, configure the protection activation status.

Answer: B

Explanation:
References:
https://blogs.technet.microsoft.com/kemckinn/2018/05/17/creating-labels-for-azure-information-protection/

NEW QUESTION 257

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.
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You need to verify which version of Windows 10 is installed.
Solution: From the Settings app, you select System, and then you select About to view information about the system.
Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:
Reference:

https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 258
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains two users named Userl and User2 and the groups shown in the following table.

Name Members

Group1 User1
Group2 User2, Group1

You have a Microsoft Intune enrollment policy that has the following settings:
> MDM user scope: Some

> Groups: Groupl

> MAM user scope: Some

> Groups: Group2
You purchase the devices shown in the following table.

Name Platform

Device1 Windows 10
Device? Android

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

User1 can enroll Device1 in Intune by using automatic enroliment O O
User1 can enroll Device2 in Intune by using automatic enroliment @, O
User2 can enroll Device2 in Intune by using automatic enroliment O O

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll https://docs.microsoft.com/en-us/mem/intune/enroliment/android-enroll-device-
administrator

NEW QUESTION 259

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the

series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a
correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII). Solution: From the Security & Compliance admin
center, you create a data loss prevention (DLP) policy. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 263
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- (Exam Topic 4)
You have several devices enrolled in Microsoft Intune.
You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name Member of l
Userl Groupl |
User2 Groupl, Group?
User3 | None |
The device type restrictions in Intune are configured as shown in the following table.
' Priority Member of Allowed platform Assigned to
1 | Policyl | Android. 108, Windows (MDM) | None
| 2 | Policy2 | Windows (MDM) | Group2
| i | Polcy3 | Androad, 105 | Group|
| Default | All users | Android, Windows (MDM) | All users

You add User3 as a device enrollment manager in Intune.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can enroll Windows devices in Intune. O O
User2 can enroll Android devices in Intune. Q Q
User3 can enroll i0S devices in Intune. @, Q

A. Mastered
B. Not Mastered

Answer: A

Explanation:
No Yes No

NEW QUESTION 267
- (Exam Topic 4)
You have three devices enrolled in Microsoft Intune as shown in the following table.

~ Name | Platform . Member of

_ Devicel | Windows 10 | Groupl

 Device2 | Android ) | Group2, Group3
Device3 | Windows 10 | Group2. Group3

The device compliance policies in Intuna are configured as shown in the following lable

- s

. Name | Platform . Assigned

| Policyl | Windows 10 and later | Yes ) |
_ [‘t‘llli_.:}': . Android _ NO

| Policy3 | Windows 10 and later | Yes

The device momplianci: policies have the assignmants shown in the iollowinc tabie

. Name Include Exciude
. | |
Policyl Group3 None
| Policy2 | Group2 | Group3 |

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Policvl applies to Device3. ) )
Policv2 applies to Device2. Q Q

A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Statements Yes No
Policy1 applies to Device3. 1O, @
Policy2 applies to Device2. R_:): O

NEW QUESTION 272

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains all the user data.

You plan to create the retention policy shown in the Locations exhibit. (Click the Locations tab.)

Choose locations

Apply policy ondy to content in exchange emadl. public folders, Office 365 groups, Onelrnve and Sharebount dotuments

_ groups, Onel
;_\':i" L2t me choose spalIfic FoCATonE

Status Location Inciude Exciude
'-:} @ Exchange ermail 1 recipient

@ ) H} SharePoint sites

':'!‘____) (“. OreDerve accounts

- [Ja Oce 365 groups — )

mlV} = SR Chude Jroarpl

You configure the Advanced retention settings as shown in the Retention exhibit. (Click the Retention tab.)
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Advanced retention

Keyword query editor

merger
acquisition
takeover

“ Actions
When content matches the condiions. perform the followng actions

Retention actions

@ Retan the content |

= P Leme H e
F 15 5" yrars

Do vou want us 1o delete it after this time?
= LY ) [ )
l!?. Vel Ono
O Dan't retamn the content. Just delete o of 1175 older than

Fetain or delete the contént based on | when it was created L4

The locations specified in the policy include the groups shown in the following table.

Exchange email A distribution group named |
LegalTeam
A secunty group named Legal365 1

Location ] Include |

Office 365 groups

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Any file stored in Microsoft SharePoint group library by a user in the O O
Legal365 group will be stored for five vears. and then deleted.

An email message that contains the word takeover and is sent by a user
in the LegalTeam group will be deleted automatically after five vears. O

If a new user 1s added to the LegalTeam group next week. and the user
sends an email message that contains the word takeover. the message O O
will be deleted automatically after five years.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

No, Yes, No References:

https://community.spiceworks.com/topic/2150016-can-you-apply-a-retention-policy-to-users-within-a-group-on

Distribution lists and mail-enabled security groups will be expanded so the policy will apply to all the mailboxes in the group. Only the mailboxes that are currently
members of these groups will be covered by the policy. Mailboxes added to these groups later won't be covered, but ones that are removed later will still be
covered.

NEW QUESTION 273

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following
table.
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[fsureP522

Name Platform
Device1 Windows 10
Device2 Windows 8.1
Device3 10S
Device4 Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing

corporate resources.

You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Dewices that can onboarded to 4
Microsoft Defender for Endpoint: [Dewvice 1 only

Dewice 1 and Dewce 2 only

Device 1 and Device 3 only

Device 1 and Device 4 only

Device 1, Dewice 2, and Device 4 only
Device 1, Device 2, Device 3. and Device 4

Endpoint secunty policies v
that must be configured A conditional access policy only

A device comphlance policy only

A device configuration profile only

A device configuration profile and a conditional access policy only

Device configuration profile, device comphiance policy, and conditional access policy

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Text, table Description automatically generated with medium confidence

Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-machines-onboarding?vie

NEW QUESTION 277

- (Exam Topic 4)
HOTSPOT
f |- SRR actions | T i i .
1
- 3 of 450 887 of 837 Microsoft | NIST 800-
SPE0O 15444 Incomplete | 72% | . ! Group? | .. o
completed completed 165 53
Mok 1 sta
ihalie { 1 of 489 | 835 of 835 Microsaft | —0 0
Protection | 14370 ncomplete | 705 S | =7 T | Geoup? | ... Protection
e compléted completed 363 )
[ SosElne T, (S 1 = — S LR = I _| Baseline
The SP800 assessment has the improvement actions shown in the following table.
Answer Area
Statements
Establish a threat intelligence program will appear as Implemented in the SP300
assessment.
The SPE0) assessment score will increase by 54 points.
The Data Protection Baseline score will increase by 9 points.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Answer Area
Statements Yes Mo
Establish a threat intelligence program will appear as Implemented in the SPE00 'R
assessment,
The SPB0) assessment score will increase by 54 points
The Data Protection Baseline score will increase by 9 points. i

NEW QUESTION 278

- (Exam Topic 4)

Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD).

The domain contains two servers named Serverl and Server2 that run Windows Server 2016. Serverl has the File Server Resource Manager role service
installed.

You need to configure Serverl to use the Azure Rights Management (Azure RMS) connector. You install the Microsoft Management connector on Serverl.
What should you do next on Serverl?

A. Run the GenConnectorConfig.ps1 script.

B. Configure the URL of the AlPMigrated group.
C. Enable BitLocker Drive Encryption (BitLocker).
D. Install a certification authority (CA).

Answer: A

Explanation:

If you want to use the server configuration tool for the RMS connector, to automate the configuration of registry settings on your on-premises servers, download
and run the GenConnectorConfig.ps1 script.

References:

https://docs.microsoft.com/en-us/azure/information-protection/install-configure-rms-connector#installing-the-rm

NEW QUESTION 282

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it As a result these questions will not appear In the review screen.

You have a Microsoft Azure Active directory (Azure AD) tenant named contoso.com. You create an Azure Advanced Threat Protection (ATP) workspace named
Workspacel. The tenet contains the users shown in the following table .

Name | Member of group . Azure AD role

i i T i -
L5 s & WY Eipace " Tul

You need to modify the configuration of the Azure ATP sensors.
Solution: You instruct User 3 to modify the Azure ATP sensor configuration- Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Access to the Defender for Identity portal is granted only to users within the Defender for Identity security groups, within your Azure Active Directory, as well as
global and security admins of the tennant.

NEW QUESTION 285
- (Exam Topic 4)
Your company uses Windows Defender Advanced Threat Protection (ATP). Windows Defender ATP includes the machine groups shown in the following table.

Rank | Machine group Members

l Groupl Tag Equals demo And 0S In Windows 10

2 - Group Tag Equals demo

3 | Group3 Domain Equals adatum.com

+ Groupd Domain Equals adatum.com And 0S In Windows 10
Last | Ungrouped machines (default) | Not applicable

You onboard a computer named computerl to Windows Defender ATP as shown in the following exhibit.
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Q computerl

5

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Computerl will be a member of [answer choice]. A
Group3 only

Group4 only

Group3 and Group4 onlv
Ungrouped machines

If vou add the tag demo to Computerl, the v
computer will be a member of [answer choice]. |Groupl only

Groupl and Group2 only

Groupl, Group2, Group3, and Group4
Ungrouped machines

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Computerl will be a member of [answer choice]. hd
Group3 only
Group4 only _
Group3 and Group4 onlv
Ungrouped machines
If vou add the tag demo to Computerl, the b4
computer will be a member of [answer choice]. |Groupl only
Groupl and Group2 only _ _
(Groupl, Group2, Group3, and Group4|
Ungrouped machines |

NEW QUESTION 287

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD

NEW QUESTION 290

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select Update & Security to view the update history.

Does this meet the goal?

A. Yes
B. No

Answer: B
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NEW QUESTION 295

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intune. Solution: You create the Mobility
(MDM and MAM) settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 299

- (Exam Topic 4)

Your company has a Microsoft 365 E5 tenant that contains a user named Userl. You review the company’s compliance score.
You need to assign the following improvement action to Userl:Enable self-service password reset. What should you do first?

A. From Compliance Manager, turn off automated testing.

B. From the Azure Active Directory admin center, enable self-service password reset (SSPR).

C. From the Microsoft 365 admin center, modify the self-service password reset (SSPR) settings.
D. From the Azure Active Directory admin center, add Userl to the Compliance administrator role.

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-improvement-actions?view=0 https://docs.microsoft.com/en-us/azure/active-
directory/fundamentals/active-directory-users-assign-role-azure-p

NEW QUESTION 304

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You plan to connect to Microsoft Exchange Online PowerShell and run the following cmdlets:

> Search-MailboxAuditLog
> Test-ClientAccessRule
2 Set-GroupMailbox

> Get-Mailbox
Which cmdlet will generate an entry in the Microsoft Office 365 audit log?

A. Search-MailboxAuditLog

B. Test-ClientAccessRule

C. Set-GroupMailbox

D. Get-Mailbox D18912E1457D5D1DDCBD40AB3BF70D5D

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/search-the-audit-log-in-security-and-compliance?vi

NEW QUESTION 306

- (Exam Topic 4)

You have a Microsoft 36S subscription.

Your company purchases a new financial application named App1l.

From Cloud Discovery in Microsoft Cloud App Security, you view the Discovered apps page and discover that many applications have a low score because they
are missing information about domain registration and consumer popularity.

You need to prevent the missing information from affecting the Appl score. What should you configure from the Cloud Discover settings?

A. Organization details
B. Default behavior

C. Score metrics

D. App tags

Answer: C

Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/discovered-app-queries

NEW QUESTION 308

- (Exam Topic 4)

Your company has five security information and event management (SIEM) appliances. The traffic logs from each appliance are saved to a file share named Logs.
You need to analyze the traffic logs.

What should you do from Microsoft Cloud App Security?
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A. Click Investigate, and then click Activity log.

B. Click Control, and then click Policie

C. Create a file policy.

D. Click Discover, and then click Create snapshot report.
E. Click Investigate, and then click Files.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports

NEW QUESTION 312

- (Exam Topic 4)

You have a new Microsoft 365 subscription.

A user named Userl has a mailbox in Microsoft Exchange Online.

You need to log any changes to the mailbox folder permissions of Userl.

Which command should you run? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

V¥ Userl W Strue
Set-AdminAuditLogConfig -AdminAuditLogEnabled
Set-Mailbox -AuditEnabled
Set-UnifiedAuditSetting -UnifiedAuditLoglingestionEnabled

A. Mastered
B. Not Mastered

Answer: A

Explanation:

To enable auditing for a single mailbox (in this example, belonging to Holly Sharp), use this PowerShell command: Set-Mailbox username -AuditEnabled $true
References:

https://support.microsoft.com/en-us/help/4026501/office-auditing-in-office-365-for-admins https://docs.microsoft.com/en-
us/powershell/module/exchange/mailboxes/set-mailbox?view=exchange-ps

NEW QUESTION 316

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Microsoft Defender for Cloud Apps. You configure a session control policy to block downloads from SharePoint
Online sites. Users report that they can still download files from SharePoint Online sites.

You need to ensure that file download is blocked while still allowing users to browse SharePoint Online sites. What should you configure?

A. an access policy

B. a data loss prevention (DLP) policy
C. an activity policy

D. a Conditional Access policy

Answer: A

NEW QUESTION 321

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these

guestions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From Windows PowerShell, you run the New-AzureRmRoleAssignment cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/powershell/module/azurerm.resources/new-azurermroleassignment? view=azurermps-6.13.0

NEW QUESTION 322

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices and a Windows 10 compliance policy.

You deploy a third-party antivirus solution to the devices. You need to ensure that the devices are marked as compliant.

Which three settings should you modify in the compliance policy? To answer, select the appropriate settings in the answer area.
NOTE: Each correct selection is worth one point.
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Answer Area

Windows 10 compliance policy
Windows 10 and later

Encryption
Encryption of data storage on device Require

Device Security

Firewall Require
Trusted Platform Module (TPM) Require L Notconfigured I
Antivirus Hequire P anfig [y
Antispyware Require L Notconfiqured ]
Defender

Microsoft Defender Antimahwvare Mot configured
Microsoft Defender Antimalware mimmum Mot configured
VErsion
Microsoft Defender Antimalware security T Heguwe . | Not configured
intelligence up-do-date
Real-time protection Mot configured

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface Description automatically generated

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/compliance-policy-create-windows

NEW QUESTION 327

- (Exam Topic 4)

Your company is based in the United Kingdom (UK).

Users frequently handle data that contains Personally Identifiable Information (PII).

You create a data loss prevention (DLP) policy that applies to users inside and outside the company. The policy is configured as shown in the following exhibit.

MNew DLP policy E :
Review your settings

Choose the information to protect Template name

LLE Personally Identifiable Information (PI) Data

MName your policy

Folicy name
LLEL Personally identifiable Information (Pil) Data
Choose locations

Description

Applies to content in these locations

@  Review your settings

Exchange amai

SharePoint sites

Policy settings

i the content contains these types of sensitive info: ULE
Matronal Insuranoe Mumiber (NINCILLS. /UK Patzport Number
then notify people with a policy tip and emasl message

If there are at least 10 mstances of the same type of sensitive

nfo, blod: access 1o the content and send an incident report

with a high severity level but allow people 1o override

Turn policy an after it's created?

LE

e | m | ok
i ! |

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

-1l
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If a user attempts to upload a document to a Microsoft SharePoint
site, and the document contains one UK passport number, the
document will be [answer choice]

If a user attempts to email 100 UK passport numbers to a user in
the same company. the email message will be [answer choice].

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Allowed
blocked, but the user can override the policy

v

allowed

blocked without warning

blocked, but the user can override the policy
v

allowed
blocked without warning
blocked. but the user can override the policy

* 1. If a user attempts to upload a document to a Microsoft SharePoint site, and the document contains one UK passport number, the document will be: allowed

explanation

When setting the policy tips and notifications, the document won't be blocked, it just shows a policy tip, if you set up this policy yourself, you will see there are no

(block) actions configured for this rule.

* 2. If a user attempts to email 100 UK passport numbers to a user in the same company, the email message will be: blocked, but the user can override the policy
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 331
- (Exam Topic 4)

You have a Microsoft 365 tenant that contains devices registered for mobile device management. The devices are configured as shown in the following table.

Hame Platform
.L*r-i.'-." .-"J::,-;
[ WanoowT 10 #¥ro "or Woratationg
Dence . Windows 10 Enterprise
| Devaced e
r['q:-.-n' .r'-."'-:"‘.*

You plan to enable VPN access for the devices.
What is the minimum number of configuration policies required?

00w
N Ol W

Answer: D

NEW QUESTION 336
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.
You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory. What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A

NEW QUESTION 337
- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.

The tenant contains the users shown in the following table.

Mame Member of group Arure AD role

r
e f & 1

:r-"'ll' = | entihy g . | ST ..,.:| sl rurwstratc

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct Userl to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A
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NEW QUESTION 339

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PIl). Solution: From the Cloud App Security admin
center, you create an access policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 342

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed. Solution: At a command prompt, you run the winver.exe command. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 346

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains 500 users.

You have several hundred computers that run the 64-bit version of Windows 10 Enterprise and have the following configurations:

> Two volumes that contain data
> A CPU that has two cores
> TPM disabled

> 4 GB of RAM
All the computers are managed by using Microsoft Intune.
You need to ensure that you can turn on Windows Defender Application Guard on the computers. What should you do first?

A. Modify the edition of Windows 10.

B. Create an additional volume.

C. Replace the CPU and enable TPM.

D. Replace the CPU and increase the RAM.

Answer: D

Explanation:
The computers need 4 CPU cores and 8GB of RAM. Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-guard/regs

NEW QUESTION 348

- (Exam Topic 4)

Your company uses Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP). The devices onboarded to Microsoft Defender ATP are shown in
the following table.

Name Machine group
Devicel ATPI
Devicel AlPI
Device3 ATP2
The alerts visible in the Microsoft Defender ATP alerts queue are shown in the following table.
r_ " Name " Machine
Alertl Devicel
Alert2 Devicel
| Alert3 Device3

You create a suppression rule that has the following settings:
> Triggering IOC: Any 10C

> Action: Hide alert

> Suppression scope: Alerts on ATP1 machine group
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
After you create the suppression rule, Alert1 is visible in the alerts queue. ) £y
After you create the suppression rule, Alert3 is visible in the alerts queue. {:} @
After you create the suppression rule, a new alert triggered on Device2 is ij J

visible in the alerts queue.

A. Mastered
B. Not Mastered

Answer: A

Explanation:
A suppression rule will not affect alerts that are already in the alerts queue. Only new alerts will be suppressed.

NEW QUESTION 353

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.
Solution: From Windows PowerShell, you run the New-complianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 355

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Directory (Azure ADO tenant named Contoso.com. The tenant contains the users shown in the
following table.

You create a relation label named Labell that has the following configurations: Retains content for five years.

Automatically deletes all content that is older than five years.

You turn on Auto labeling for Labell b using a policy named Policyl. Policyl has the following configurations:

* Retains content for five years

» Automatically deletes all content that is older than five years

You turn on Auto labeling for Label 1 by using a policy named Policyl. Policy has the following configurations:

* Applies to content that contains the word Merger

* Specifies the OneDrive accounts and SharePoint sites locations You run the following command

Set RetentionConpliancePolicy Policyl RestrictiveRelention $true Force

For each of the following statements select Yes if the statement is true Otherwise, select No NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes Mo

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\l;/ Exam Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
L' Sure PHSS https://lwww.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

Answer Area

Statements Yes Mo

NEW QUESTION 356

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.

From Microsoft Defender Security Center, you perform a security investigation. You need to run a PowerShell script on the device to collect forensic information.
Which action should you select on the device page?

A. Initiate Live Response Session
B. Initiate Automated Investigation
C. Collect investigation package
D. Go hunt

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwid

NEW QUESTION 358

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.

Name | Member of group Arure AD role
arl | Defencies bty ot Naone
IA._" nsirators
| Defender for identity Cor 1 Mone .
LNo-nc oLt ity adrmarus braton

il [.‘__1,'___[_ e danitity T ontoso | | goerr i-_.r"]l sdmirestratos

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

NEW QUESTION 361

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

The tenant is configured to use Azure AD ldentity Protection.

You plan to use an application named Appl that creates reports of Azure AD Identity Protection usage. You register Appl in the tenant.
You need to ensure that Appl can read the risk event information of contoso.com. To which API should you delegate permissions?

A. Windows Azure Service Management API
B. Windows Azure Active Directory

C. Microsoft Graph

D. Office 365 Management

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/graph/api/resources/identityprotection-root?view=graph-rest-beta

NEW QUESTION 365

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intune. Solution: You create an Apple
Configurator enroliment profile. Does this meet the goal?
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A. Yes
B. No

Answer: B

NEW QUESTION 369

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Security & Compliance admin center, you modify the roles of the US eDiscovery Managers role group.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 370
- (Exam Topic 4)
You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

Updates

How long after the Azure ATP cloud service is updated will the sensor update?

A. 1 hour
B. 12 hours
C. 48 hours
D. 7days
E. 72 hours

Answer: E

Explanation:
References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-whats-new

NEW QUESTION 371

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Microsoft 365 Defender, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.

You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From the Microsoft 365 Defender, you modify the roles of the US eDiscovery Managers role group. Does this meet the goal?

A.Yes
B. No

Answer: B

NEW QUESTION 374

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You plan to implement records management and enable users to designate documents as regulatory records. You need to ensure that the option to mark content
as a regulatory record is visible when you create retention labels.

What should you do first?

A. Configure custom detection rules.

B. Create an Exact Data Match (EDM) schema.
C. Run the Sec-RegulacoryComplianceUl cmdlet.
D. Run the Sec-LabelPolicy cmdlet.

Answer: C

Explanation:
Reference:
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https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-worldwide

NEW QUESTION 376

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain hamed contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management

You add a new device named Device 1 to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You unjoin Devicel from the Active Directory
domain.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 379

- (Exam Topic 4)

You have a Microsoft 365 subscription.

From the subscription, you perform an audit log search, and you download all the results. You plan to review the audit log data by using Microsoft Excel.
You need to ensure that each audited property appears in a separate Excel column. What should you do first?

A. From Power Query Editor, transform the JSON data.

B. Format the Operations column by using conditional formatting.
C. Format the AuditData column by using conditional formatting.
D. From Power Query Editor, transform the XML data.

Answer: A

Explanation:

After you search the Office 365 audit log and download the search results to a CSV file, the file contains a column named AuditData, which contains additional
information about each event. The data in this column is formatted as a JSON object, which contains multiple properties that are configured as property:value pairs
separated by commas. You can use the JSON transform feature in the Power Query Editor in Excel to split each property in the JSON object in the AuditData
column into multiple columns so that each property has its own column. This lets you sort and filter on one or more of these properties

References:

https://docs.microsoft.com/en-us/microsoft-365/compliance/export-view-audit-log-records

NEW QUESTION 382

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses Security & Compliance retention policies. You implement a preservation lock on a retention policy that is assigned
to all executive users.

Which two actions can you perform on the retention policy? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point?

A. Add locations to the policy

B. Reduce the duration of policy

C. Remove locations from the policy
D. Extend the duration of the policy
E. Disable the policy

Answer: AD

NEW QUESTION 385

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdmin1.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 390
- (Exam Topic 4)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
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Name Role
Usert Global admin
User? None
Usera None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name Role
Usert MNone
User? Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.
Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Can add apps to the private store: v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business https://docs.microsoft.com/en-
us/education/windows/education-scenarios-store-for-business#basic-purchaser-rol

NEW QUESTION 395

- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.
Name | Require BitLocker - Require the device to be at or under the
_ | machine risk score

| Policy1 | Required | High
| Policy2 | Not configured | Medium

Policy3 | Required | Low
The tenant contains the devices shown in the following table.

Name BitLocker Drive| Microsoft Defender for Policies applied
Encryption Endpoint risk status

_ . (BitLocker) | |
| Devicel Configured High Policy1, Policy3
I Device? . Not configured ‘ Medium L Policy2, Policy3

Device3 Not configured | Low Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O @,
Device2 is marked as compliant. O O

Device3 is marked as compliant. O O
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 399

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You create a retention label as shown in the Retention Label exhibit. (Click the Retention Label tab.)

whatyou Review your settings

it well take up to 1 day to apply the retentson poiicy 1o the locations you chose

o Name your labei Name

(AT

. Label settings

Descnpbon for adminsg

' Review your settings

Description for users

Retention

Buaci Create ths label Bt

You create a label policy as shown in the Label Policy Exhibit. (Click the Label Policy tab.)

Automatically apply a label to Detect content that matches this query:

content

“* Conditions

We'll apply thas polcy to content that matches these conditans.

’ Choose label to auto-apply

Choose conditions Propecty

' MName your policy

Locations

Review your settings

Back Pl L afde

The label policy is configured as shown in the following table.

Configuration Value
Label to auto-apply 6Months
 Locations Exchange email ,

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Anv sent email message that contains the word ProjectX willbe () O
deleted immediately.
Any sent email message that contains the word ProjectX willbe (O O
retained for six months.
Users are required to manuallv apply a label to email messages () )

that contain the work ProjectX.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies

NEW QUESTION 400

- (Exam Topic 4)

Your company purchases a cloud app named App1l.

You need to ensure that you can use Microsoft Cloud App Security to block downloads in Appl. Appl supports session controls.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Deploy Azure Active Directory
(Azure AD) Application Proxy

From the Cloud App Security admin
center, add an app connector

Signin to App1

©
®©

©O

Create a conditional access policy

From the Azure Active Directory admin
center, configure the Diagnostic settings

From the Azure Active Directory admin
center, add an app reqistration for App1

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/cloud-app-security/getting-started-with-cloud-app-security

NEW QUESTION 404

- (Exam Topic 4)

You need to grant a user a named Userl access to download compliance reports from the Security & Compliance reports from the Security from the Security &
Compliance admin center. The solution must use the principle of least privilege.

What should you do?

A. Add Userl to the Security Reader role group

B. Create a new role group that has the Preview role and add Userl to the role group.
C. Add userl to the Compliance Administrator role group.

D. Add Userl to the Service Assurance User role group.

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/download-existing-reports?view=0365-worldwide

NEW QUESTION 407
- (Exam Topic 4)
Your company has a Microsoft 365 subscription that contains the domains shown in the following table.

| Can enroll devices to Microsoft Intune by using
MName | .
auto-discovery

The company plans to add a custom domain hamed fabrikam.com to the subscription and then to enable enrollment of devices to Intune by using auto discovery
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for Tabrikam.com.
You need to add a DNS record to the fabrikam.com zone. Which record type should you use for the new record?

A. SRV
B. PTR
C. CNAME
D. TXT

Answer: C

NEW QUESTION 410

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You configure a new alert policy as shown in the following exhibit.

How do you want the alert to be triggered?

O Every time an activity matches the rule

O When the volume of matched activities reaches a threshold

More than orequalto 15 activities
During the last 60 minutes
On All users V4

@ When the volume of matched activities becomes unusual

On All users v

You need to identify the following:
> How many days it will take to establish a baseline for unusual activity.

> Whether alerts will be triggered during the establishment of the baseline.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

How many days it will take to establish the baseline: v

=i | =] L | =k

Whether the alerts will be triggered during the

establishment of the baseline: -
Alerts will be triggered.
Alerts will not be triggered.
Alerts will be triggered only after the process to
establish the baseline has been running for one day.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/alert-policies ?view=0365-worldwide

NEW QUESTION 411
- (Exam Topic 4)
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You purchase a new Microsoft 365 subscription.
You create 100 users who are assigned Microsoft 365 E3 licenses. From the Security & Compliance admin center, you enable auditing.
Six months later, a manager sends you an email message asking the following questions:

> Questionl: Who created a team named Teaml 14 days ago?
> Question2: Who signed in to the mailbox of Userl 30 days ago?

> Question3: Who changed the site collection administrators of a site 60 days ago?
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
An audit log search from the Security & Compliance admin O O
center will provide the answer to question 1. N

An audit log search from the Security & Compliance admin O O
center will provide the answer to question 2.

An audit log search from the Security & Compliance admin ) ()
center will provide the answer to question 3.

A. Mastered
B. Not Mastered

Answer: A
Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance https://docs.microsoft.com/en-
us/office365/securitycompliance/enable-mailbox-auditing

NEW QUESTION 416
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