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NEW QUESTION 1
Which two statements about bulk configuration changes made using FortiManager CLI scripts are correct? (Choose two.)

A. When run on the Device Database, you must use the installation wizard to apply the changes to the managed FortiGate device.
B. When run on the Remote FortiGate directly, administrators do not have the option to review the changes prior to installation.

C. When run on the All FortiGate in ADOM, changes are automatically installed without the creation of a new revision history.

D. When run on the Policy Package, ADOM database, changes are applied directly to the managed FortiGate device.

Answer: AB

NEW QUESTION 2

Examine the following partial outputs from two routing debug commands; then answer the question below.

# get router info kernel

tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.1.254 dev=2(portl)

tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 gwy=10.200.2.254 dev=3(port2)

tab=254 vf=0 scope=253type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254

gwy=0.0.0.0 dev=4(port3)

# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254, port2, [10/0] dO.0.1.0/24 is directly connected, port3
d0.200.1.0/24 is directly connected, portl d0.200.2.0/24 is directly connected, port2

Which outbound interface or interfaces will be used by this FortiGate to route web traffic from internal users to the Internet?

A. port!

B. port2.

C. Both portl and port2.
D. port3.

Answer: B

NEW QUESTION 3
Refer to the exhibit, which contains partial output from an IKE real-time debug.

yE 1 FortiGgat
VID FRAGMENTATION 40
FRAGMENTATION 40
rceived peer identi

ation result
propo
protocol id = ISARMP:
trans J

[SAFME S
HAT-T

ESEK authe

Which two statements about this debug output are correct? (Choose two.)

A. The initiator provided remote as its IPsec peer ID.

B. It shows a phase 2 negotiation.

C. Perfect Forward Secrecy (PFS) is enabled in the configuration.
D. The local gateway IP address is 10.0.0.1.

Answer: AD
Explanation:

A because : received peer identifier FQDN ‘remote’ D because : ike 0: comes 10.0.0.2:500 -> 10.0.0.1:500

NEW QUESTION 4
A FortiGate is rebooting unexpectedly without any apparent reason. What troubleshooting tools could an administrator use to get more information about the
problem? (Choose two.)

A. Firewall monitor.

B. Policy monitor.
C. Logs.
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D. Crashlogs.

Answer: CD

NEW QUESTION 5

An administrator has decreased all the TCP session timers to optimize the FortiGate memory usage. However, after the changes, one network application started
to have problems. During the troubleshooting, the administrator noticed that the FortiGate deletes the sessions after the clients send the SYN packets, and before
the arrival of the SYN/ACKs. When the SYN/ACK packets arrive to the FortiGate, the unit has already deleted the respective sessions. Which TCP session timer
must be increased to fix this problem?

A. TCP half open.
B. TCP half close.
C. TCP time wait.
D. TCP session time to live.

Answer: A

Explanation:

http://docs-legacy.fortinet.com/fos40hlp/43previwwhelp/wwhimpl/common/html/wwhe

Ip.htm?context=fgt&file=CLI|_get Commands.58.25.html

The tcp-halfopen-timer controls for how long, after a SYN packet, a session without SYN/ACKremains in the table.

The tcp-halfclose-timer controls for how long, after a FIN packet, a session without FIN/ACKremains in the table.

The tcp-timewait-timer controls for how long, after a FIN/ACK packet, a session remains in thetable. A closed session remains in the session table for a few
seconds more to allow any out-of-sequence packet.

NEW QUESTION 6

View the exhibit, which contains the partial output of an IKE real-time debug, and then answer the question below.
ike 0: comas 10.0.0.2:500-> 10.0.0.1:500, ifindex-T..
ike 0: IKEV] exchange-Aggressive 1d-bhafd7d0%988e92376/2f405af3952f6fda lan 430
ike 0: in

BAF4TDOOSBESZ2ITFZFA05EFI952F6FDAOT 100400000 0000000 1AEDA00003CO000000100000001 000000300101000

» initiator: aggr
4: VID RFC 3947 i
4: VID DPD APCADTI]

: VID FORTIGATE B

: proposal id = 1
orotoool 1d - ISAKMP
trans id - KEY IKE.
ancapsulation IKE/nona

type=0OAKLEY ENCRYPT ALG, val=AES CBC, key-len=128
type=C0AKLEY HASH ALG, val-SHA

type-AUTH METHOD, val=PRESHARED KEY.

Ly--!:a._--f_lﬂ._l';:.ﬁl' GROUP, wal=MODF1024.

[SAKMP SA lifetime=86400
SAKMP SA baf47d0988e9237f/2£405e£3952F6Fda key
IDCHOCFSET3
entication suo
i: RemoteSite:4: authentication oK
:+ add TNTTTAL-CONTACT
» BNG

OSEF3952FaFDAOR] 00401000

00%a12
0, len-140,

Which statements about this debug output are correct? (Choose two.)
A. The remote gateway IP address is 10.0.0.1.

B. It shows a phase 1 negotiation.

C. The negotiation is using AES128 encryption with CBC hash.

D. The initiator has provided remote as its IPsec peer ID.

Answer: BD

NEW QUESTION 7
Refer to the exhibit, which contains the partial output of a diagnose command.
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vpn tunnel 1i

0.200.4.1:0

3 count=0 seqno=[{

"
emote port=u

L Ne]

=1438 expire=42403/0B replaywin=2048 :

Based on the output, which two statements are correct? (Choose two.)

A. Anti-replay is enabled

B. The remote gateway IP is 10.200.4.1.
C. DPD is disabled.

D. Quick mode selectors are disabled.

Answer: AB

NEW QUESTION 8
Refer to the exhibit, which contains a CLI script configuration on FortiManager.

Script Name

Comments

Type CLI Script ,
Run script on Remote FortiGate Directly |(
Script details # conf rout stat

# edit O

= set gateway 10.20.121.2

B set priority 20

# set device "wanl”

next
# end

An administrator configured the CLI script on FortiManager, but the script failed to apply any changes to the managed device after being executed.
What are two reasons why the script did not make any changes to the managed device? (Choose two.)

A. Static routes can be added using only TCL scripts.
B. The commands that start with the # sign did not run.
C. CLI scripts must start with #1.

D. Incomplete commands can cause CLI scripts to fail.

Answer: BD
Explanation:

ref CLI scripts do not include Tool Command Language (Tcl) commands, and the first line of the script is not “#!” as it is for Tcl scripts.
https://help.fortinet.com/fmgr/50hlp/56/5-6-1/FortiManager_Admin_Guide/1000_Device%20Manager/2400_Sc
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NEW QUESTION 9

Examine the output of the ‘diagnose ips anomaly list' command shown in the exhibit; then answer the question below.

+ diagnose ips anomaly list

list mids meter:

id=ip_dst_session ip=192.168.1.10  dos_1d=2 exp=3646 pps=0 freq=0
id=udp_dst_session 1p=192.168.1.10  dos_id=2 exp=3646 pps=0 freq=0
id=udp_scan ip=192.168.1.110 dos_id=1 exp=649 pps=0 freq=0
id=udp_flood ip=192.168.1.110 dos_id=2 exp=653 pps=0 freq=0
id=tcp src_session  1p=192.168.1.110 dos_id=1 exp=5175 pps=0 freq=8
id=tcp_port_scan ip=192.168.1.110 dos_id=1 exp=175 pps=0 freq=0
1id=1p_src_session 1ip=192.168.1.110 dos_id=1 exp=5649 pps=0 freq=30
id=udp_src_session  1p=192.168.1.110 dos_id=1 exp=5649 pps=0 freq=22

Which IP addresses are included in the output of this command?

A. Those whose traffic matches a DoS policy.

B. Those whose traffic matches an IPS sensor.

C. Those whose traffic exceeded a threshold of a matching DoS policy.
D. Those whose traffic was detected as an anomaly by an IPS sensor.

Answer: A

NEW QUESTION 10
Which two statements about OCVPN are true? (Choose two.)

A. Only root vdom supports OCVPN.

B. OCVPN supports static and dynamic IPs in WAN interface.

C. OCVPN offers only Hub-Spoke VPNs.

D. FortiGate devices under different FortiCare accounts can be used to form OCVPN.

Answer: AB

NEW QUESTION 10
Examine the partial output from two web filter debug commands; then answer the question below:

¥ diagnose test application urlfilter 3
Domain | IP DB Ver T URL
3400Q000| 34000000 16.40224 P Bhttp://www.£fgt89.com/
¥ get webfilter categories
g7 General Interest - Business:
34 Finance and Banking
37 Search Engines and Portals

43 General Organizations

4% Busliness

50 Information and Computer Security
51 Government and Legal Organizations
52 Information Technology

Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com?
A. Finance and banking

B. General organization.

C. Business.

D. Information technology.

Answer: C

NEW QUESTION 11
Refer to the exhibit, which contains the output of diagnose sys session list.
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f diagnose asys session list

aasalon inro: proto=6 proto state=01 duratlon=73 a&axXxplré=3597 timaout=3600
f1aga=00000000 sockflag=00000000 =pckport=0 av ldw=0 usgw=3

origin-shapar

reply-ahapers=

pPerc_ i P_= hapar

clasas 1d=-0 ha 1d=-0 policy dir=-0 Tunnel=/ vian coa=0/255

atate-may dirty aynced none app_ntf

atatistici(byteaspacketsasallow err): org=022s11/1 reply=9037,515/1 tuplea=2
orgin=>aink: org pre=>poat, reply pra=2posat deved=323I,/I=>4
gwy=100.64.1.254/10.0.1.10

heok=post dir-org act=anat 10.0.1.10:65%464->54.192.15.182:80(100.64.1.1:65464)
hook=pra dir=reply act=dnat 54.192.15.102:80=->100:64:1:1165464(10.0:1:10:65464)
]n::i;" (fbeforealtar) 0FS(0D,;0) ,; DS (0; O)

misc=0 policy id=l1l auth info=0 chk client_ info=0 wvwda=0

Serial=00000098 Cos=IL/IT ips view=0 app list=0 app=—0

dd type=0 dd_ modae=0

If the HA ID for the primary unit is zero (0), which statement about the output is true?

A. This session cannot be synced with the slave unit.

B. The inspection of this session has been offloaded to the slave unit.
C. The master unit is processing this traffic.

D. This session is for HA heartbeat traffic.

Answer: C

NEW QUESTION 16
Examine the output of the ‘get router info ospf interface’ command shown in the exhibit; then answer the question below.
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Which statements are true regarding the above output? (Choose two.)

A. The port4 interface is connected to the OSPF backbone area.

B. The local FortiGate has been elected as the OSPF backup designated router.
C. There are at least 5 OSPF routers connected to the port4 network.

D. Two OSPF routers are down in the port4 network.

Answer: AC
Explanation:

on BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create adjacency only with 2 (with DR and BDR). 2
neighbors DRother (not down).

NEW QUESTION 20
View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below.
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NGFW-1 # diagnose sys session stat
misc info: session _count=591 setup rate=0 exp count=0
clash=162 memory tension drop=0 ephemeral=0/65536
removeable=0
delete=0, flush-0, dev_down=0/0
TCP sessions:
166 in NONE state
1l in ESTABLISHED state
3.1in SYH_SENT state
2 in TIME WAIT state
firewall error stat:
erroxrl1=00000000
erroxr2=00000000
erroxr3=00000000
error4=00000000
tt=00000000
cont=00000000
ids recv=00000000
url recv=00000000
av_recv=00000000
fqdn_count=00000006
global: ses limit=0 ses6 limit=0 rt limit=0

Which statements are correct regarding the output shown? (Choose two.)

A. There are 0 ephemeral sessions.

B. All the sessions in the session table are TCP sessions.

C. No sessions have been deleted because of memory pages exhaustion.

D. There are 166 TCP sessions waiting to complete the three-way handshake.

Answer: AC
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD40578

NEW QUESTION 23
View the exhibit, which contains the output of a debug command, and then answer the question below.

#dia hardware sysinfo shm
SHM counter: 150
SHM allocated: 1
SHM total: 625057792
conserve mode: on - mem

system last entered: Mon Apr 24 16:36:37 2017
fd last entered: n-a
FS total: 641236992
FS free: 641208320
FS avail: 641208320
FS alloc: 28672

S E S8

L1 13

What statement is correct about this FortiGate?

A. Itis currently in system conserve mode because of high CPU usage.

B. It is currently in FD conserve mode.

C. Itis currently in kernel conserve mode because of high memory usage.
D. It is currently in system conserve mode because of high memory usage.
Answer: D

NEW QUESTION 28
View the global IPS configuration, and then answer the question below.
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config 1ps global
set fail-open disable
set 1ntelligent-mode disable
set engine-count O
set algorithm engine-pick
end

Which of the following statements is true regarding this configuration?

A. IPS will scan every byte in every session.

B. FortiGate will spawn IPS engine instances based on the system load.

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory.

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.

Answer: A

NEW QUESTION 31

A FortiGate's portl is connected to a private network. Its port2 is connected to the Internet. Explicit web proxy is enabled in portl and only explicit web proxy users
can access the Internet. Web cache is NOT enabled. An internal web proxy user is downloading a file from the Internet via HTTP. Which statements are true
regarding the two entries in the FortiGate session table related with this traffic? (Choose two.)

A. Both session have the local flag on.

B. The destination IP addresses of both sessions are IP addresses assigned to FortiGate's interfaces.
C. One session has the proxy flag on, the other one does not.

D. One of the sessions has the IP address of port2 as the source IP address.

Answer: AD

NEW QUESTION 32
Examine the output of the 'diagnose debug rating' command shown in the exhibit; then answer the question below.
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Which statement are true regarding the output in the exhibit? (Choose two.)

A. There are three FortiGuard servers that are not responding to the queries sent by the FortiGate.

B. The TZ value represents the delta between each FortiGuard server's time zone and the FortiGate's time zone.
C. FortiGate will send the FortiGuard queries to the server with highest weight.

D. A server's round trip delay (RTT) is not used to calculate its weight.

Answer: BC

NEW QUESTION 33
Refer to the exhibit, which shows the output of a debug command.
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FGT # get router info ospf interface port4

portd is up, line protocol is up
Internet Address 172.20.121.236/24, Area 0.0.0.0, MTU 1500
Proceas ID 0, Router ID 0.0.0.4, Network Type BROADCAST, Coat: 1
Transmit Delay is 1 sec, State DROther, Priority 1
Designated Router (ID) 172.20.140.2, Interface Address 172.20.121.2
Backup Designated Router (ID) 0.0.0.1, Interface Address 172.20.121.239

Timer intervals configured, Hello 10.000, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Neighbor Count is 4, Adjacent neighbor count is 2

Crypt Sequence Number is 411

Hello received 106 sent 27, DD received 6 sent 3

LS-Req received 2 sent 2, LS-Upd received 7 sent 17

LS=-Ack received 4 sent 3, Discarded 1

Which two statements about the output are true? (Choose two.)

A. In the network connected to port 4, two OSPF routers are down.

B. Based on the network type of port 4, OSPF hello packets will be sent to 224.0.0.5.
C. Based on the network type of port 4, OSPF hello packets will be sent to 224.0.0.6.
D. There are a total of 5 OSPF routers attached to the Port4 network segment.

Answer: BD

NEW QUESTION 35
View the exhibit, which contains the output of a debug command, and then answer the question below.

# diagnose hardware sysinfo conserve

memory conserve mode: on

total RAHN:

memory used: 9% total

Memory freeable: % total
memory used + freeable threshold exXtreme: ; 15% total
memory used threshold red: - % f total
memory used threshold green: 5 total

Which one of the following statements about this FortiGate is correct?

A. Itis currently in system conserve mode because of high CPU usage.

B. Itis currently in extreme conserve mode because of high memory usage.
C. Itis currently in proxy conserve mode because of high memory usage.
D. It is currently in memory conserve mode because of high memory usage.
Answer: D

NEW QUESTION 39
View the following FortiGate configuration.

te-change disable

edit 1
set gateway 10.200.1.254
set priority 5
set device “portl”

nexc

edit 2
set gateway 10.200.2.254
set priority 10
set device “port2”

All traffic to the Internet currently egresses from portl. The exhibit shows partial session information for Internet traffic from a user on the internal network:
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# diagnose sys session list

session info: proto=6 proto_state+01 duration=17 expire=7 timeout=3600
flags=00000000 sockflag=00000000 sockport=0 av _1dx=0 use=3
ha_id=0 policy dir=0 tunnel=/

state=may dirty none app ntf

statistic(bytes/packets/allow err): org=57555/7/1 reply=23367/19/1 tuples=2
orgin->sink: org pre->post, reply pre->post dev=4->2/2->4
gwy=10.200.1.254/10.0.1.10

hook=post dir-org act=snat 10.0.1.10:64907-
>54.239.158.170:80(10.200.1.1:64907)

hook=pre dir=reply act=dnat 54.239.158.170:80-
>10.200.1.1:64907(10.0.1.10:64907)

pos/(before, after) 0/(0,0), 0/(0.0)

misc=0 policy 1d=1 auth_info=0 chk_client_info=0 vd=0
seral=00000294 tos={l/fT ips_view=0 app list=0 app=0

dd type=0dd mode=0

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user’s session?

A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would remain in the session table, but its traffic would now egress from both portl and port2.
C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would be deleted, so the client would need to start a new session.

Answer: A
Explanation:

http://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

NEW QUESTION 40
View the exhibit, which contains a partial routing table, and then answer the question below.

info routing-table all

Routing table for VRF=7

C . 73.9.0/24 is directly connected, ports
Routing table for VRF=12
10.1.0.0/24 is directly connected, port3

10.10.4.0/24 [10/0] wvia 10.1.0.100, port3
_____ portl

Routing table for VRF=21
10.1.0.0/24 [10/0] wvia 10.72.3.254, porc4
10.72.3.0/24 i= directly connectec port4d
192.168.2.0, [(10/0) wvia 10.72.3.254, portcd

Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate route? (Choose two.)

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20.
B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52.
C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254.
D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15.

Answer: BC

NEW QUESTION 45

Examine the output from the 'diagnose debug authd fsso list' command; then answer the question below.

# diagnose debug authd fsso list —FSSO logons-IP: 192.168.3.1 User: STUDENT Groups: TRAININGAD/USERS Workstation: INTERNAL2. TRAINING. LAB The
IP address 192.168.3.1 is

NOT the one used by the workstation INTERNAL2. TRAINING. LAB.

What should the administrator check?

A. The IP address recorded in the logon event for the user STUDENT.

B. The DNS name resolution for the workstation name INTERNAL2. TRAININ

C. LAB.

D. The source IP address of the traffic arriving to the FortiGate from the workstation INTERNAL2. TRAININ
E. LAB.

F. The reserve DNS lookup forthe IP address 192.168.3.1.

Answer: C
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NEW QUESTION 48
Refer to the exhibit, which contains the partial output of a diagnose command.

Spoke-2 # dia vpn tunnel list
list all ipsec tunnel in vd 0
name=VEPN ver=1 serial=1 10.200.5.1:0 -> 10.200.4.1:0
bound if=3 lgwy=statistic/1 tun=intf/0 mode=auto/1 encap=none/0
proxyid num=1 child num=0 refernt=15 ilast-10 olast=792 auto-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-damand on=1 idle=20000ms retry=3 count=0 seqmo=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=VPN proto=0 sa=1 ref=2 serial=1 -
src: 0:10.1.2.0/255.255.255.0:0
dat: 0:10.1.1.0/255.255.255.0:0

SA: ref=3 options=2e type=00 soft=0 mtu=1438 expire=42403/0B replaywin=204B seqno=1

esn=replaywin lastseq=00000000
life: type=01 bytes=0/0 timeout=43177/43200
dec: spi=ccclfbbd esp=aes key=16 280ebcdb6fdbaccb5acTT1556c464ffbd
ah=shal key=20 ctB8091d68753578785debalabb276b506a527

Based on the output, which two statements are correct? (Choose two.)

A. Anti-replay is enabled.

B. DPD is disabled.

C. Remote gateway IP is 10.200.4.1.
D. Quick mode selectors are disabled.

Answer: AC

NEW QUESTION 51
What does the dirty flag mean in a FortiGate session configured for NGFW policy mode?

A. The existing session table entry has been updated with the app_id and the firewall policy table needs to be checked for a match.

B. The application or URL category is unknown and needs to be rescanned by the IPS engine to try to identify the Layer 7 details.

C. The URL category for this session has been updated by FortiGuard and the session needs to be checked against the policy again to ensure proper web filtering
is applied.

D. Traffic has been identified as coming from an application that is not allowed and the relevant replacement message needs to be displayed to the user, if
configured.

Answer: A

Explanation:
Enterprise_Firewall_7.0_Study_Guide-Online.pdf p 99

NEW QUESTION 54

Refer to the exhibit, which shows the output of a diagnose command
# diagnose debug rating
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What can you conclude from the RTT value?

A. Its value represents the time it takes to receive a response after a rating request is sent to a particular server.
B. Its value is incremented with each packet lost.

C. It determines which FortiGuard server is used for license validation.

D. Its initial value is statically set to 10.

Answer: A
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NEW QUESTION 59
What configuration changes can reduce the memory utilization in a FortiGate? (Choose two.)

A. Reduce the session time to live.

B. Increase the TCP session timers.

C. Increase the FortiGuard cache time to live.
D. Reduce the maximum file size to inspect.

Answer: AD

NEW QUESTION 63
When using the SSL certificate inspection method for HTTPS traffic, how does FortiGate filter web requests when the browser client does not provide the server
name indication (SNI) extension?

A. FortiGate uses CN information from the Subject field in the server’s certificate.
B. FortiGate switches to the full SSL inspection method to decrypt the data.

C. FortiGate blocks the request without any further inspection.

D. FortiGate uses the requested URL from the user’s web browser.

Answer: A

NEW QUESTION 68
Which action will FortiGate take when using the default settings for SSL certificate inspection, where the server name indication (SNI) does not match either the
common name (CN) or any of the subject altemative names (SAN) in the server certificate?

A. FortiGate uses the CN information from the Subject field in the server certificate.

B. FortiGate uses the first entry listed in the SAN field in the server certificate.

C. FortiGate uses the SNI from the user's web browser.

D. FortiGate closes the connection because this represents an invalid SSL/TLS configuration.

Answer: A

Explanation:

#Config firewall ssl-ssh-profile

edit <profile_name> config https

set sni-server-cert-check [enable* | strict | disable]

Enable: If the SNI does NOT match the CN or SAN fields in the returned server's certificate, FG uses the CN field instead of the SNI to obtain the FQDN.
Strict: If the SNI does NOT match the CN or SAN fields in the returned server's certificate, FG closes the connection.

Disable: FG does not check the SNI.

NEW QUESTION 72
Refer to the exhibit, which contains a TCL script configuration on FortiManager.

Type TCL Script
Run script on Remote FortiGate ... .
Script details "'

proc do cmd [cmd] |

puts [exec "Scmd\n” "# " 10]

}

run_cmd “"config system interface ”
run_cmd "edit portl”

run_cmd "setip 10.0.1.10 255.255.255.0"
run_cmd "next”

run_cmd “end”

An administrator has configured the TCL script on FortiManager, but failed to apply any changes to the managed device after being executed.
Why did the TCL script fail to make any changes to the managed device?

A. Changes in an interface configuration can only be done by CLI script.

B. The TCL script must start with #include <>.

C. Incomplete commands are ignored in TCL scripts.

D. The TCL command run_cmd has not been created.

Answer: D

NEW QUESTION 77
View the exhibit, which contains the output of a debug command, and then answer the question below.
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# get router info ospf interface portd
port4d is up, line protoceol 1s up

Internet Address 172.20.121.236/24, Area 0.0.0.0, MTU 1500

Process ID 0, Router ID 0.0.0.4, Network Type EBROADCAST, Cost: 1

Transmit Delay is 1 sec, State DROther, Priority 1

Designated Router (ID) 172.20.140.2, Interface Address 172.20.121.2
Backup Designated Router (ID) 0.0.0.1, Interface Address 172.20.121.2389
Timer intervals configured, Hello 10.000, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:05

Neighbor Count is 4, Adjacent neighbor count is 2

Crypt Sequence Number 1s 411

Hello received 10&, sent 27, DD received 7 sent S

LS-Reg received 2 sent 2, LS-Upd received 7 sent 5

LS-Ack received 4 sent 3, Discarded 1

Which of the following statements about the exhibit are true? (Choose two.)

A. In the network on port4, two OSPF routers are down.

B. Port4 is connected to the OSPF backbone area.

C. The local FortiGate’s OSPF router ID is 0.0.0.4

D. The local FortiGate has been elected as the OSPF backup designated router.

Answer: BC

NEW QUESTION 80

A corporate network allows Internet Access to FSSO users only. The FSSO user student does not have Internet access after successfully logged into the Windows
AD network. The output of the ‘diagnose debug authd fsso list’ command does not show student as an active FSSO user. Other FSSO users can access the
Internet without problems. What should the administrator check? (Choose two.)

A. The user student must not be listed in the CA’s ignore user list.

B. The user student must belong to one or more of the monitored user groups.

C. The student workstation’s IP subnet must be listed in the CA'’s trusted list.

D. At least one of the student’s user groups must be allowed by a FortiGate firewall policy.

Answer: AD
Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD38828

NEW QUESTION 84
View the exhibit, which contains the partial output of a diagnose command, and then answer the question below.

Spoke-2 § dia vpn tunnel list
list all ipsec tunnel in wvd 0
name="EN ver=1 serial=1 10.200.5.1:0->10.200.4.1:0
bound if=3 lgwy=static/l1l tun=intf/0 mode=aute/l encap=none/0
proxyid num=1 child num=0 refent=15 ilast=10 olast=79%2 autoc-discovery=0
stat: rxp=0 txp=0 rxb=0 txb=0
dpd: mode=on-demand on=1 idle=20000 ms retry=3 count=0 segno=0
natt: mede=none draft=0 interval=0 remote port=0
proxyid=VEN proto=0 sa=1 ref=2 serial=1
src: 0:10.1.2.0/255,.255.0:0
dst: 0:10.1.1,.0/255,.255.255.0:0
Sh: ref=3 options=Ze type=00 soft=0 mitu=1438 expire=42403/0B replaywin=2048 seqno=1 esn=0
replaywin lastseg=00000000
life: type=01 bytes=0,/0 timeout=43177/43200
dec: spi=ccclfttd esp=aes key=16 280eScdéffbacctiacTTlS56c464Ifbd
ah=shal key=20 c6B8091d68753578785debtaTabth276b506c527afe
enc: spi=dfl4200b esp=aes key=16 blOZaTeSf5542bbtS%afféaa3sl’/iBaelsd
ah=shal keyZ0 B883f7529887c215c25950beZbaBlabfalabltTbe
dec:pkts/bytes=0/0, enc:pkts/bytes=0/0

Based on the output, which of the following statements is correct?
A. Anti-reply is enabled.

B. DPD is disabled.

C. Quick mode selectors are disabled.

D. Remote gateway IP is 10.200.5.1.

Answer: A

NEW QUESTION 85

Which statement about memory conserve mode is true?

A. A FortiGate exits conserve mode when the configured memory use threshold reaches yellow.
B. A FortiGate starts dropping all the new and old sessions when the configured memory use threshold reaches extreme.

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



[\U/ Exam Recommend!! Get the Full NSE7_EFW-7.0 dumps in VCE and PDF From SurePassExam
Sure PHSS https://lwww.surepassexam.com/NSE7_EFW-7.0-exam-dumps.html (163 New Questions)

C. A FortiGate starts dropping new sessions when the configured memory use threshold reaches red
D. A FortiGate enters conserve mode when the configured memory use threshold reaches red

Answer: D

NEW QUESTION 90
View the exhibit, which contains the output of a web diagnose command, and then answer the question below.

# diagnose webfilter fortiguard statistics list # diagnose webfilter fortiguard statistics list

Rarmng Statistics: Cache Statistics:

DNS filures : 273

oy Maximum memory : 0

DNS lookups : 280 Memory usage
Data send failures 0 '
Data read failures 0 Nodes i 0
Wrong package type 0 Leaves 0
Hash table miss 0 Prefix nodes 0
Unknown server 0 Exact nodes 0
lncorrect CRC 0
Proxy requests failures 0 Requests 0
Request timeout : 1 Misses 0
Total requests : 2409 Hits 0
Requests to FortiGuard servers ;1182 Prefix hits 0
Server errored responses : 0 Exact hits 0
Relayed rating : 0
[nvalid profile : . No cache directives 0

Add after prefix 0
Allowed : 1021 Invalid DB put 0
Blocked : 3909 DB updates 0
Logged : 3927
Blocked Errors : 565 Percent fill : 0%
Allowed Errors : 0 Branches . 0%
Monitors 0 Leaves : 0%
Authenticates 0 Prefix nodes . 0%
Wamings 18 Exact nodes : 0%
Ovrd request timeout 0
Ovrd send failures 0 Miss rate ; 0%
Ovrd read failures 0 Hit rate : 0%
Ovrd errored responses 0 Prefix hifs : 0%

Exact hits : 0%

Which one of the following statements explains why the cache statistics are all zeros?

A. The administrator has reallocated the cache memory to a separate process.

B. There are no users making web requests.

C. The FortiGuard web filter cache is disabled in the FortiGate’s configuration.

D. FortiGate is using a flow-based web filter and the cache applies only to proxy-based inspection.

Answer: C

NEW QUESTION 93
Refer to the exhibits.

conrig vpn i paec

"user—-1%

dalurti

*Users-1"

Which contain the partial configurations of two VPNs on FortiGate.
An administrator has configured two VPNSs for two different user groups. Users who are in the Users-2 group are not able to connect to the VPN. After running a
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diagnostics command, the administrator discovered that FortiGate is not matching the user-2 VPN for members of the Users-2 group.
Which two changes must administrator make to fix the issue? (Choose two.)

A. Use different pre-shared keys on both VPNs
B. Enable Mode Config on both VPNs.

C. Set up specific peer IDs on both VPNs.

D. Change to aggressive mode on both VPNSs.

Answer: CD

Explanation:
To set peer-id, the VPN must be set in aggressive mode - https://community.fortinet.com/t5/FortiGate/Technical-Tip-How-to-use-Peer-1Ds-to-select-an-IPSec-
dialup/ta-p

NEW QUESTION 95

An administrator has configured two FortiGate devices for an HA cluster. While testing the HA failover, the administrator noticed that some of the switches in the
network continue to send traffic to the former primary unit. The administrator decides to enable the setting link-failed-signal to fix the problem. Which statement is
correct regarding this command?

A. Forces the former primary device to shut down all its non-heartbeat interfaces for one second while the failover occurs.

B. Sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
C. Sends a link failed signal to all connected devices.

D. Disables all the non-heartbeat interfaces in all the HA members for two seconds after a failover.

Answer: A

NEW QUESTION 100
View these partial outputs from two routing debug commands:
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Which outbound interface will FortiGate use to route web traffic from internal users to the Internet?

A. Both portl and port2
B. port3
C. portl
D. port2

Answer: C

NEW QUESTION 101
In which two ways does FortiManager function when it is deployed as a local FDS? (Choose two.)

A. It provides VM license validation services.

B. It supports rating requests from non-FortiGate devices.

C. It caches available firmware updates for unmanaged devices.

D. It can be configured as an update server, a rating server, or both.

Answer: AD

NEW QUESTION 106
Which two statements about application-layer test commands are true? (Choose two.)

A. Some of them display real-time application debugs.

B. Some of them can be used to restart an application.

C. Some of them display statistics and configuration information about a feature or process.

D. Some of them only display output, after you run the diagnose debug console enable command.

Answer: BC

NEW QUESTION 108
What is the purpose of an internal segmentation firewall (ISFW)?

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full NSE7_EFW-7.0 dumps in VCE and PDF From SurePassExam
Ll SUI’E PaSS https://www.surepassexam.com/NSE7_EFW-7.0-exam-dumps.html (163 New Questions)

A. It inspects incoming traffic to protect services in the corporate DMZ.

B. It is the first line of defense at the network perimeter.

C. It splits the network into multiple security segments to minimize the impact of breaches.

D. Itis an all-in-one security appliance that is placed at remote sites to extend the enterprise network.

Answer: C

Explanation:
ISFW splits your network into multiple security segments. They serve as a breach containers from attacks that come from inside.

NEW QUESTION 110
A FortiGate device has the following LDAP configuration:

config user ldap
edit “WindowsLDAPR"
set server “10.0.1.10"%
set cnid “cn”
set dn “cn=user, dc=trainingAD, dc=training, dc=lab”
set type regular
set username “cn=administratcr, cn=users, dcs=trainingAD,
de=training, dc=lab”
set password XXXxx
next

end

The LDAP user student cannot authenticate. The exhibit shows the output of the authentication real time debug while testing the student account:

#diagnose debug application fnbamd -1

#diagnose debug enable

=diagnose test authserver ldap WindowsLDAP student password
fnbamd_fsm.c[1819] handle_req-Revd auth req 4 for student in WindowsLDAP
opt=27 prot=0

fnbamd_fsm.c[336] compose group_list_from_req_Group ‘WindowsLDAP"
fnbamd_pop3.c[573] faband_pop3_start-student

fnbamd_cfg.c[932] fnbamd cfg-get ldap_:ist_by server-Loading LDAP server
*WindowsLDAP’

fnbamd_ldap.c[992] resolve_ldap_FQDN-Resolved address 10.0.1.10. result 10.0.1.10
tnbamd_fsm.c[428] create  auth_session-Total 1 server (s) to try
tnbamd_ldap.c[1700] tnbamd_ldap_get_result-Error in ldap result: 49

(Invalid credentials)

fnbamd_ldap.c[2028] fnbamd_ldap_get_result-Auth denied

fnbamd_auth.c[2188] fnbamd_auth_poll_ldap-Result for ldap svr 10.0.1.10 is denied
fnbamd_comm.c[169] fnbamd_comm_send_result-Sending result 1 for req 4
fnbamd_fsm.c[568] destroy_auth_session-delete session 4

authenticate *student’ against *WindowsLDAP" failed!

Based on the above output, what FortiGate LDAP settings must the administer check? (Choose two.)

A. cnid.

B. username.
C. password.
D. dn.

Answer: BC

Explanation:
https://kb.fortinet.com/kb/viewContent.do?externalld=13141

NEW QUESTION 112

An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a primary unit's session to indicate that it has
been synchronized to the secondary unit?

A. redir.
B. dirty.
C. synced
D. nds.

Answer: C
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Explanation:
The synced sessions have the ‘synced’ flag. The command ‘diag sys session list’ can be used to see the sessions on the member, with the associated flags.

NEW QUESTION 117

An administrator has configured a FortiGate device with two VDOMSs: root and internal. The administrator has also created and inter-VDOM link that connects both
VDOMs. The objective is to have each VDOM advertise some routes to the other VDOM via OSPF through the inter-VDOM link. What OSPF configuration settings
must match in both VDOMSs to have the OSPF adjacency successfully forming? (Choose three.)

A. Router ID.

B. OSPF interface area.
C. OSPF interface cost.
D. OSPF interface MTU.
E. Interface subnet mask.

Answer: BDE

NEW QUESTION 118
Refer to the exhibit, which shows the output of diagnose sys session stat.

NGFW-1 # diagnose sys session stat
misc info: session count=591 setup rate=0 exp count=0 clash=162
memory tension drop=0 ephemeral=0/65536 removeable=0
delete=0, flush=0, dev down=0/0 ses walkers=0
TCP sessions:
166 in NONE state
1 in ESTABLISHED state
3 in SYN SENT state
2 in TIME WAIT state
firewall error stat:
errorl=00000000

errorZ2=00000000
error3=00000000

error4=00000000

tt=00000000

cont=00000000

ids recv=00000000

url recv=00000000

av recv=00000000

fgdn count=00000006

fqdné count=00000000

global: ses limit=0 ses6 limit=0 rt limit=0 rté limit=0
Which statement about the output shown in the exhibit is correct?

A. There are two sessions that have not been removed in case of any out-of-order packets that arrive.
B. There are 166 TCP sessions waiting to complete the three-way handshake.

C. 162 sessions have been deleted because of memory page exhaustion.

D. All the sessions in the session table are TCP sessions.

Answer: A

NEW QUESTION 123
Refer to the exhibit, which contains the output of a debug command.

# diagnose hardware sysinfo conserve

memory conserve mode : on

total RAM: 3040 MB
memory used:

Memory freeable:

memory used + freeable threshold extreme:

memory used threshold red:

memory uss id threshold green:

If the default settings are in place, what can be concluded about the conserve mode shown in the exhibit?

A. FortiGate is currently blocking all new sessions regardless of the content inspection requirements or configuration settings due to high memory use.

B. FortiGate is currently allowing new sessions that require flow-based or proxy-based content inspection but is not performing inspection on those sessions.
C. FortiGate is currently blocking new sessions that require flow-based or proxy-based content inspection.

D. FortiGate is currently allowing new sessions that require flow-based content inspection and blocking sessions that require proxy-based content inspection.

Answer: C
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NEW QUESTION 127
Refer to the exhibit, which shows the output of a BGP debug command.

FGT # get router info bgp summary
BGP router identifier 0.0.0.117, leocal AS number 65117
ble version is 104
3P AS-PATH entries
0 BGP community entries

Heighbor v TelVer InQ OutQ Up/ Down State/PfxRed
4 63060 HIE 1756 103 0 0 132 g

4 v, 0 0

100.649.3.1 4 65501 L 1] I 0 0

Total number of neighbors 3

What can be concluded about the router in this scenario?

A. The router 100.64.3.1 needs to update the local AS number in its BGP configuration in order to bring up the BGP session with the local router.

B. The State/PfxRcd for neighbor 100.64.3.1 will not change until an administrator on the local router adjusts the inbound route filtering so that prefixes received
can be added to the RIB.

C. All of the neighbors displayed are part of a single BGP configuration on the local router with the neighbor-range set to a value of 4.

D. The BGP session with peer 10.127.0.75 is up.

Answer: D

NEW QUESTION 130

In which two states is a given session categorized as ephemeral? (Choose two.)
A. A TCP session waiting for FIN ACK

B. A UDP session with packets sent and received

C. A UDP session with only one packet received

D. A TCP session waiting for the SYN ACK

Answer: CD

NEW QUESTION 131
View the central management configuration shown in the exhibit, and then answer the question below.

config system central-management
set type fortimanager
set fmg "10.0.1.242"°
config server-list
edit 1
set server-type rating
set server-address 10.0.1.240
next
edit 2
set server-type update
set server-address 10.0.1.243
next
edit 3
set server-type rating
set server-address 10.0.1.244
next
cna
set include-default-servers enable
end

Which server will FortiGate choose for antivirus and IPS updates if 10.0.1.243 is experiencing an outage?

A.10.0.1.240
B. One of the public FortiGuard distribution servers
C.10.0.1.244
D. 10.0.1.242

Answer: B

NEW QUESTION 136

An administrator has configured two FortiGate devices for an HA cluster. While testing HA failover, the

administrator notices that some of the switches in the network continue to send traffic to the former primary device. The administrator decides to enable the setting
link-failed-signal to fix the problem.

Which statement about this setting is true?
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A. It sends an ARP packet to all connected devices, indicating that the HA virtual MAC address is reachable through a new master after a failover.
B. It sends a link failed signal to all connected devices.

C. It disabled all the non-heartbeat interfaces in all HA members for two seconds after a failover.

D. It forces the former primary device to shut down all its non-heartbeat interfaces for one second, while the failover occurs.

Answer: D

NEW QUESTION 138
Which of the following statements is true regarding a FortiGate configured as an explicit web proxy?

A. FortiGate limits the number of simultaneous sessions per explicit web proxy use

B. This limit CANNOT be modified by the administrator.

C. FortiGate limits the total number of simultaneous explicit web proxy users.

D. FortiGate limits the number of simultaneous sessions per explicit web proxy user The limit CAN be modified by the administrator

E. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials.This limit CANNOT be modified by the administrator.

Answer: B

Explanation:

https://help.fortinet.com/fos50hlp/52data/Content/FortiOS/fortigate-WAN-opt-52/web_proxy.htm#Explicit2

The explicit proxy does not limit the number of active sessions for each user. As a result the actual explicit proxy session count is usually much higher than the
number of explicit web proxy users. If an excessive humber of explicit web proxy sessions is compromising system performance you can limit the amount of users
if the FortiGate unit is operating with multiple VDOMSs.

NEW QUESTION 142
An administrator cannot connect to the GIU of a FortiGate unit with the IP address 10.0.1.254. The administrator runs the debug flow while attempting the
connection using HTTP. The output of the debug flow is shown in the exhibit:

Based on the error displayed by the debug flow, which are valid reasons for this problem? (Choose two.)
A. HTTP administrative access is disabled in the FortiGate interface with the IP address 10.0.1.254.

B. Redirection of HTTP to HTTPS administrative access is disabled.

C. HTTP administrative access is configured with a port number different than 80.

D. The packet is denied because of reverse path forwarding check.

Answer: AC

NEW QUESTION 146
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