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NEW QUESTION 1
- (Exam Topic 1)
You need to create the Microsoft Store for Business. Which user can create the store?

A. User2
B. User3
C. User4
D. User5

Answer: C

Explanation:
References:
https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business

NEW QUESTION 2
- (Exam Topic 1)
You need to meet the compliance requirements for the Windows 10 devices. What should you create from the Intune admin center?

A. a device compliance policy
B. a device configuration profile
C. an application policy

D. an app configuration policy

Answer: C

NEW QUESTION 3
- (Exam Topic 1)
You need to ensure that Userl can enroll the devices to meet the technical requirements. What should you do?

A. From the Azure Active Directory admin center, assign Userl the Cloud device administrator rote.

B. From the Azure Active Directory admin center, configure the Maximum number of devices per usersetting.
C. From the Intune admin center, add Userl as a device enroliment manager.

D. From the Intune admin center, configure the Enrollment restrictions.

Answer: C
Explanation:

References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 4

- (Exam Topic 1)

You need to meet the Intune requirements for the Windows 10 devices.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Settings to configure in Azure AD: v
Device settings

Mobility (MDM and MAM)
Organizational relationships
User settings

Settings to configure in Intune: -

Device compliance

Device configuration

Device enrollment

Mobile Device Management Authority

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 5

- (Exam Topic 1)

You need to meet the technical requirements and planned changes for Intune.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
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Answer Area

Settings to configure in Azure AD: |Device settings
Mobility (MDM and MAM)
Orgamizational relationships

User settings

Settings to configure in Intune: |Device compliance

lavica conhiguration

o w

levice enrollment

Mobile Device Management Authonty

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/intune/windows-enroll

NEW QUESTION 6

- (Exam Topic 1)

As of March, how long will the computers in each office remain supported by Microsoft? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Seattle: Y

6 months
18 months
24 months
30 months
5 vears

New York: ¥
6 months
18 months
24 months
30 months
5 vears

A. Mastered
B. Not Mastered

Answer: A

Explanation:

https://support.microsoft.com/en-gb/help/13853/windows-lifecycle-fact-sheet March Feature Updates: Serviced for 18 months from release date September
Feature Updates: Serviced for 30 months from release date

References:

https://www.windowscentral.com/whats-difference-between-quality-updates-and-feature-updates-windows-10

NEW QUESTION 7

- (Exam Topic 1)

You need to ensure that the support technicians can meet the technical requirement for the Montreal office mobile devices.
What is the minimum of dedicated support technicians required?

ooy
W~

Answer: B
Explanation:

References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager
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NEW QUESTION 8

- (Exam Topic 1)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain nhamed contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure a pilot for co-management.

You add a new device nhamed Devicel to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You create a device configuration profile from
the Device Management admin center.

Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

It looks like the given answer is correct. There is an on-premises Active Directory synced to Azure Active Directory (Azure AD) So the co-management pathl - Auto-
enroll existing clients 1. Hybrid Azure AD 2. Client agent setting for hybrid Azure AD-join 3. Configure auto-enrollment of devices to Intune 4. Enable co-
management in Configuration Manager

https://docs.microsoft.com/en-us/mem/configmgr/comanage/tutorial-co-manage-client

NEW QUESTION 9
- (Exam Topic 2)
You need to meet the technical requirement for the EU PII data. What should you create?

A. a retention policy from the Security & Compliance admin center.

B. a retention policy from the Exchange admin center

C. a data loss prevention (DLP) policy from the Exchange admin center

D. a data loss prevention (DLP) policy from the Security & Compliance admin center

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/retention-policies

EU PII wants both documents and email message to be preserved so S&C Admin Center for Retention. If this was for Email only, this probably could have been
done in EAC.

NEW QUESTION 10

- (Exam Topic 2)

You need to recommend a solution for the security administrator. The solution must meet the technical requirements.
What should you include in the recommendation?

A. Microsoft Azure Active Directory (Azure AD) Privileged Identity Management
B. Microsoft Azure Active Directory (Azure AD) Identity Protection

C. Microsoft Azure Active Directory (Azure AD) conditional access policies

D. Microsoft Azure Active Directory (Azure AD) authentication methods

Answer: B

Explanation:
References:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-condition states clearly that Sign-in risk

NEW QUESTION 10
- (Exam Topic 3)
You need to create the Safe Attachments policy to meet the technical requirements. Which option should you select?

A. Replace

B. Enable redirect
C. Block

D. Dynamic Delivery

Answer: D

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/sa

NEW QUESTION 13

- (Exam Topic 3)

You need to configure automatic enroliment in Intune. The solution must meet the technical requirements. What should you configure, and to which group should
you assign the configurations? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Configure: v

Device configuration profiles Enrollment restrictions
The mobile device management (MDM) user scope
The mobile application management (MAM) user scope

Group: \ 4

A. Mastered

UserGroup1
UserGroup?2
DeviceGroup1
DeviceGroup?2

B. Not Mastered

Answer: A

Explanation:

Text Description automatically generated with medium confidence

Reference:

https://docs.microsoft.com/en-us/mem/intune/enroliment/windows-enroll

NEW QUESTION 15
- (Exam Topic 4)
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the

stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.
You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.
You need to ensure that SecAdminl can manage Microsoft Defender for Office 365 settings and policies for Microsoft Teams, SharePoint, and OneDrive.
Solution: From the Microsoft 365 admin center, you assign SecAdminl the Exchange admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:

You need to assign the Security Administrator role. Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp?view=0365-worldwi

NEW QUESTION 16
- (Exam Topic 4)
You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.

Name Platform BitLocker Drive Encryption Member of
| | |  (Bitlocke) | 000
Vevicel j_i'.' ndows 10 1 Ursabled Group1, Groups |
Deviced | Windows 10 | Disabled Group, Group3 .
Device3 | Windows 10 | Disabled aroup3 |

The device compliance policies in Endpoint Manager are configured as shown in the following table.

= = -

Name | Require BitLocker | Mark noncompliant ‘ Assigned
after (days)
Policyl! | Require 5 No
Policy? | Require 10 Yes g
| Policy3 [Notconfigured  [15  |Yes |

The device compliance policies have the assignments shown in the following table.

Name |

- -
|.-\.| - ]
rs I'1'.

Policy3

- S

Assigned to

I - Yy
ITOUD

e llal
LR

For each of the following statements, select Yes if the statement Is true. Otherwise, select No. NOTE
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Answer Area
Statements Yes No
Device1 is marked as noncompliant after 10 days
Dewice? is marked as non compliant after 10 days
Dewice3 1s marked as noncompliant after 15 days
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Graphical user interface, text, application Description automatically generated

NEW QUESTION 21

- (Exam Topic 4)

You plan to use the Security & Compliance admin center to import several PST files into Microsoft 365 mailboxes.
Which three actions should you perform before you import the data? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. From the Exchange admin center, create a public folder.

B. Copy the PST files by using AzCopy.

C. From the Exchange admin center, assign admin roles.

D. From the Microsoft Azure portal, create a storage account that has a blob container.
E. From the Microsoft 365 admin center, deploy an add-in.

F. Create a mapping file that uses the CSV file format.

Answer: BCF
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/use-network-upload-to-import-pst-files

NEW QUESTION 26
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains a Microsoft SharePoint Online site named Sitel. Sitel contains the files shown in the following table.

Name Number of IP addresses in the file
File1.docx 1

File2.txt 2
File3.xlsx 5

You create a sensitivity label named Sensitivityl and an auto-label policy that has the following configurations:
> Name: AutoLabell

> Label to auto-apply: Sensitivityl

> Rules for SharePoint Online sites: Rule1-SPO

> Choose locations where you want to apply the label: Sitel Rule1-SPO is configured as shown in the following exhibit.
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Edit rule

Name *

Rulet-SPO

Description
Rule1 desc ription

Conditions

We'll apply this policy to content that matches these conditions.
- Content contains sensitive info types 1]
' Default All of these | @
Sensitive info types
IP Address Accuracy [85 [to| 100 |instance counf 2 |to| Any |

Add

Create group
+ Add condition

Save Cancel

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Sensitivity1 is applied to File1.docx. @) O
Sensitivity1 is applied to File2.txt. O O

Sensitivity1 is applied to File3.xIsx.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w https://docs.microsoft.com/en-
us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 30
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the resources shown in the following table.

Name Type
Mailbox1 Microsoft Exchange Online mailbox
Account1 Microsoft OneDrive account
Site Microsoft SharePoint Online site
Channel Microsoft Teams channel

To which resources can you apply a sensitivity label by using an auto-labeling policy?

A. Mailbox1 and Sitel only

B. Mailbox1, Accountl, and Sitel only

C. Accountl and Sitel only

D. Mailbox1, Accountl, Sitel, and Channell
E. Accountl, Sitel, and Channell only
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Answer: E

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide

NEW QUESTION 35

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Ubuntu Linux
B. macOS
C.i0Ss

D. Android

Answer: B

Explanation:

Intune device configuration profiles can be applied to Windows 10 devices and macOS devices Note:
There are several versions of this question in the exam. The question has two possible correct answers:
> Windows 10

> macOS
Other incorrect answer options you may see on the exam include the following:

> Android Enterprise

> Windows 8.1 Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 40

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to create a data loss prevention (DLP) policy that is configured to use the Set headers action. To which location can the policy be applied?

A. OneDrive accounts

B. Exchange email

C. Teams chat and channel messages
D. SharePoint sites

Answer: B

NEW QUESTION 42

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

Users have the devices shown in the following table.

Enrolled in Microsoft Endpoint

MName Platform Owner
Manager

Devicel | Android User Yes
Device2 |Android User1 No
Deviced |[105 User N¢

Deviced Windows 10 User? Yes
DeviceS | Windows 10 | Userd Mo
Deviceb 105 User2 Yes

On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager?

A. Devicel, Device4, and Deviceb
B. Device2, Device3, and Deviceb
C. Devicel, Device2, Device3, and Device6
D. Devicel, Device2, Device4, and Deviceb

Answer: C

Explanation:

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android apps on devices that are and are not enrolled
in Microsoft Endpoint Manager.

Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview

NEW QUESTION 43

- (Exam Topic 4)

You have a Microsoft 365 subscription that contains an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant contains the users shown in the
following table.
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Name Username Type
Userl Userl@contoso.com Member
User2 User2 @sub.contoso.com Member
User3 User3@adatum.com Member
Userd Userd@outlook.com Guest
Lisers UserS5@gmail.com Guest

You create and assign a data loss prevention (DLP) policy named Policyl. Policyl is configured to prevent documents that contain Personally Identifiable
Information (PII) from being emailed to users outside your organization.

To which users can Userl send documents that contain PII?

A. User2 only

B. User2 and User3 only

C. User2, User3, and User4 only
D. User2, User3, User4, and User5

Answer: B

Explanation:

Guest accounts are considered “outside your organization”. Users who have non-guest accounts in a host organization's Active Directory or Azure Active
Directory tenant are considered as people inside the organization.

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/data-loss-prevention-policies?view=0365-worldwid

NEW QUESTION 44

- (Exam Topic 4)

You have three devices enrolled in Microsoft Endpoint Manager as shown in the following table.
Name | Platform BitLocker Drive Member of
SRS _| Encryption (Bitlocker) |
Devicel | Windows 10 | Uisabled Group3
Deviced | Windows 10 | Disabled GroupZ, Group3
Device3 E‘-‘.':r'.c:' ows 10 | Disabled Group?

The device compliance policies in Endpoint Manager are configured as shown in the following table.

Name Platform | Require BitLocker | Assigned
Policyl | Windows 10 and later | Require Yes
Policy2 | Windows 10 and later | Not configured Yes
Policy3 | Windows 10 and later . Reguire No ,I

The device compliance policies have the assignments shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Name | Assigned to

Policyl | Group:

Pohcy? | Group.

Answer Area
Statements
Devicel i1s compliant
Deviced 15 compliant.
Dewvice3 is compliant.
A. Mastered

B. Not Mastered

Answer: A

Explanation:
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Answer Area
Statements Yes No
|_ 1
Devicel is comphant, Ly
Device2 is compliant. I Yy
Device3 is compliant. 1w |
NEW QUESTION 47

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune and contains the devices shown in the following table.

Name Platform Intune
Devicel | 10S Enrolled
Device2 | macQOS Not enrolled

You need to onboard Devicel and Device2 to Microsoft Defender for Endpoint.

What should you use to onboard each device? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.
Answer Area

Devicel: | Microsoft Endpoint Manager -
A local scnpt

Group Policy

Microsoft Endpoint Manager

An app from the Google Play store

Integration with Microsoft Defender for Cloud

Device2: | A local script -
A local script
Group Policy
Microsoft Endpoint Manager

An app from the Google Play store
Integration with Microsoft Defender for Cloud

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Area
Devicel: | Microsoft Endpoint Manager .
A local scnpt

i Palic
Microsoft Endpoint Manager

An app from the Google Play store
Integratuon with Micrasoft Defender for Cloud

Device2: A local script i

Toup PONCY
Microsoft Endpoint Manager
An app from the Google Play store
Integration with Microsoft Defender for Cloud

NEW QUESTION 49

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains 1,000 iOS devices enrolled in Microsoft Intune. You plan to purchase volume-purchased apps and deploy the apps
to the devices. You need to track used licenses and manage the apps by using Intune. What should you use to purchase the apps?

A. Microsoft Store for Business
B. Apple Business Manager

C. Apple iTunes Store

D. Apple Configurator
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Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/vpp-apps-ios

NEW QUESTION 51
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Azure Advanced Threat Protection (ATP). You need to create a detection exclusion in Azure ATP.
Which tool should you use?

A. the Security & Compliance admin center
B. Microsoft Defender Security Center

C. the Microsoft 365 admin center

D. the Azure Advanced Threat Protection portal

E. the Cloud App Security portal

Answer: D

Explanation:
Reference:

https://docs.microsoft.com/en-us/defender-for-identity/what-is https://docs.microsoft.com/en-us/defender-for-identity/excluding-entities-from-detections

NEW QUESTION 55
- (Exam Topic 4)

You need to notify the manager of the human resources department when a user in the department shares a file or folder from the departments Microsoft
SharePoint Online site. What should you do?

A. From the SharePoint Online site, create an alert.
B. From the SharePoint Online admin center, modify the sharing settings.

C. From the Microsoft 365 Defender portal, create an alert policy.
D. From the Microsoft Purview compliance portal, create a data loss prevention (DLP) policy.

Answer: C

NEW QUESTION 59
- (Exam Topic 4)
You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Name Severity Status Comment Category
Alet! |Medium | Active Comment! | Threat management
Alert2 | Low Resolved | Comment2 | Other

Which properties of the alerts can you modify?

A. Status only

B. Status and Comment only
C. Status and Severity only
D. Status, Severity, and Comment only

E. Status, Severity, Comment and Category

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#

NEW QUESTION 63
- (Exam Topic 4)

You have three devices enrolled .n Microsoft Intune as shown .n the following table.
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BitLocker Drive Encryption

Name Platform

fr—— ] | (BitLocker) mamber of
[_f}wly_*l - _Wm:hw-ﬁ. 10 Dsabled
.[_[)_E"-':('P.’_ Windows 10 [Dsabilecd yi
I__va_l{g-‘- Windows 10 | Disabled
The device « ompiance P s in Intune are 1 { i } ir [
__Name Platform Require BitLocker Assigned
| F:‘.ialll }' II.UIII.:El,:'iI'q'- : .'I[l':i |.':Tll““' ;"l".".l It Yi
1.irll.l.'-lr-! L Windows 10 and later MNot confiourned i
| f’ﬂl:fj,: , Windows 10 and later equire | N

The dewvice compliance polices have the assignments shw in the lollowing table
T ——
. Name I Assigned to N

ri Pohcyl | Group?

| Policy? Group.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Statements
Devicel 1s compliant.

Devicel is compliant.

Device3 1s compliant.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Statements
Devicel 15 compliant

Devicel is compliant.

Device3 1s compliant.

NEW QUESTION 68

Yes No
O O
O O
) Q

Yes

O

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that uses Microsoft Intune. You have devices enrolled in Intune as shown in the following table.
Name Platform Member of | Scope (Tags)
Device1 | Windows 10 | Group1, Group3 | Tag1
Device2 | Android Group?2 TagZ2
You create the device configuration profiles shown in the following table.
Name Platform Assignments: Assignments: | Scope tags
Included groups | Excluded groups
Profile1 | Windows 10 | Group1 Group3 Tag1, Tag2
and later
Profile2 | Android All devices Group2 Tag1, Tag2
Enterprise
Profile3 [ Android GroupZ2, Group3 Group3 Tag1
Enterprise
Profile4 | Windows 10 | Group3 None Default
and later

Which profiles will be applied to each device? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth
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Device1:

No profiles
Profile1 only
Profile4 only

Profile1 and Profile4 only
Profile1, Profile1, and Profile4 only

Device?2;

No profiles

Profile1 only
Profile2 only
Profile3 only

Profile1 and Profile2 only
Profile2 and Profile3 only

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, table Description automatically generated

NEW QUESTION 72
- (Exam Topic 4)

You have a hybrid Azure Active Directory (Azure AD) tenant and a Microsoft Endpoint Configuration Manager deployment.

You have the devices shown in the following table.

Name .- Platform i (.'un;ﬁgura:i-l:;n
| Devicel | Windows 10 1‘ Hyvbrid joined to on-premises Active Directory and
Azure AD only
Device2 Windows 10 Joined to Azure AD and enrolled in Configuration
| Manager only
| Device3 | Windows 10 [ Enrolled in Microsoft Endpomnt Manager and has

You plan to enable co-management.

You need to identify which devices support co-management without requiring the installation of additional software.

Which devices should you identify?

A. Devicel only

B. Device2 only

C. Device3 only

D. Device2 and Device3 only

E. Devicel, Device2, and Device3

Answer: D

NEW QUESTION 76
- (Exam Topic 4)

| the Configuration Manager agent installed only

You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

Block execution of potentially
Name Type obfuscated scripts (js/vbs/ps)
Policy1t Attack surface reduction | Audit mode
(ASR)
Policy2 Microsoft Defender ATP | Disable
Baseline
Policy3 Device configuration Not configured
profile

The policies are assigned to Devicel.

Which policy settings will be applied to Devicel?

A. only the settings of Policyl
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: D
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NEW QUESTION 77

- (Exam Topic 4)

You have a Microsoft Office 365 subscription.

You need to delegate eDiscovery tasks as shown in the following table.

¢ Decrypt Microsoft Azure Rights Management ( Azure
, RMS)-protected content.
View the eDiscovery cases created by Userl.
Configure case settings.
Place content on hold. 2 . A
View the eDiscovery cases created by Userl.
Export data from Advanced eDiscovery.

' User
Userl

=

User2

The solution must follow the principle of the least privilege.
To which role group should you assign each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Userl: hd
eDiscoverv Administrator
eDiscovery Manager
Records Management
Reviewer

Security Administrator
User2: v
eDiscovery Administrator
eDiscovery Manager
Records Management
Reviewer

Security Administrator

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/assign-ediscovery-permissions

NEW QUESTION 78
- (Exam Topic 4)

You have a Microsoft 365 subscription that contains a user named Userl and a Microsoft SharePoint Online site named Sitel. Userl is assigned the Owner role

for Site1. To Sitel, you publish the file plan retention labels shown in the following table.

Name Retention During the retention period
period

Retention1 | S years Retain items even if users delete

Retention2 | 5 years Mark items as a record

Retention3 | 5 years Mark items as a regulatory record

Sitel contains the files shown in the following table.

Name Label
zlle' '."'uI:'-HE

File2 Retention
=

:|!e§ R
Filed Retention3

Which files can Userl rename, and which files can Userl delete? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Answer Arca

Rename: | File1, File2, and File3 only {‘JI
File1 only
File1 and File2 only

File1, File2, and File3 only

File1. FileZ, File3, and Filed

Delete: File1 and File2 only v
File1 only

File1 and File2 only

File1, File2, and File3 only
File1, File2. File3, and File4

A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Arca
Rename: I File1, File2, and File3 only @I
File only
Filel and File? only

File1, File2, and File3 only

File1, File2, File?. and Filed

|

Delete: File1 and File2 only 3 ¥

File1 only

[ —
File1, File2, and File2 only
File1, File2, File2, and File4

NEW QUESTION 83

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management

You add a new device named Device 1 to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You add Devicel to a Configuration Manager
device collection.

Does this meet the goal?

A. Yes
B. No

Answer: B
NEW QUESTION 87
- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.
The Microsoft Secure Score for the tenant is shown in the following exhibit.
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Microsoft Secure Score

Chearview Improvement actions History  Metrics & trends

ACTIONS yOu can take 1o improve your Microsofll Secure Seore. SCore updatés may ake up 1o 24 hours

Export 12 items £ Search = Filter [ Group by

Applied filters

Rank f improvermaent action Score impact Pomnts achseved
1 Reguire MFPA for administrative roles = 16.95% o/10
£ Ensure all users can complete mulli-factor authentication for =15.25% 09
3 Enable policy to block legacy authentication =13.56% os8
4 Turn on user risk policy «=11.86% of7
5 Tuff on Sgn-in fsk policy =11.86% Qr7
& Do not allow users to grant consent to unmanaged applicatio... «6.78% s
7 Enable self-service password reset = 1.69% M
B Turn on customer lockbox feature = 1.609% o1
Q Lis# hminted agmarnistrative roles &+ 1.69% on
10 Designate mofe than one global admin = 1.69% 0/

You plan to enable Security defaults for Azure Active Directory (Azure AD).
Which three improvement actions will this affect?

A. Require MFA for administrative roles.

B. Ensure all users can complete multi-factor authentication for secure access
C. Enable policy to block legacy authentication

D. Enable self-service password reset

E. Use limited administrative roles

Answer: ABC

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-defaults

NEW QUESTION 92
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains two users named Userl and User2. You create the alert policy shown in the following exhibit.

Policy1

Status m On

Description d a .
Severty ® Madium

Cltegur-,r formation gOvernance
EDI'IdiDDﬂS :":._!i'-"t:.' 15 ;:rehl‘ﬂﬂl:.ﬂ

Aggregation  Aggregated

Threshold S activities Edrt
Window a0 minutes

Scope All users

Emal Uzar1@M365x082 103 onmicrosoft.com

recipients

Daily 25 T
notification

limit

User2 runs a script that modifies a file in a Microsoft SharePoint Online library once every four minutes and runs for a period of two hours.
How many alerts will Userl receive?
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0

2
5
1
25

OCOw>»

Answer: D

NEW QUESTION 97

- (Exam Topic 4)
You have a Microsoft 365 E5 tenant.
You need to evaluate compliance with European Union privacy regulations for customer data. What should you do in the Microsoft 365 compliance center?

A. Create a Data Subject Request (DSR)

B. Create a data loss prevention (DLP) policy for General Data Protection Regulation (GDPR) data
C. Create an assessment based on the EU GDPR assessment template

D. Create an assessment based on the Data Protection Baseline assessment template

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/compliance/regulatory/gdpr-action-plan

NEW QUESTION 101

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription. The subscription contains users that have the following types of devices:
* Windows 10

» Android
«0S

On which devices can you configure the Endpoint DLP policies?

A. Windows 10 only
B. Windows 10 and Android only
C. Windows 10 and macO Sonly
D. Windows 10, Android, and iOS

Answer: C

Explanation:
Endpoint data loss prevention (Endpoint DLP) extends the activity monitoring and protection capabilities of DLP to sensitive items that are physically stored on
Windows 10, Windows 11, and macOS (Catalina 10.15 and higher) devices. Once devices are onboarded into the Microsoft Purview solutions, the information
about what users are doing with sensitive items is made visible in activity explorer and you can enforce protective actions on those items via DLP policies.

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-learn-about?view=0365-worldwide

NEW QUESTION 105

- (Exam Topic 4)
You have a Microsoft 365 E5 tenant.
You create an auto-labeling policy to encrypt emails that contain a sensitive info type. You specify the locations where the policy will be applied.
You need to deploy the policy. What should you do first?

A. Review the sensitive information in Activity explorer

B. Turn on the policy

C. Run the policy in simulation mode
D. Configure Azure Information Protection analytics

Answer: C

Explanation:

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically ?view=0365-w

NEW QUESTION 106

- (Exam Topic 4)
You have the Microsoft Azure Active Directory (Azure AD) users shown in the following table.

Name Member of
Userl Groupl
User2 Group2

Your company uses Microsoft Intune.
Several devices are enrolled in Intune as shown in the following table.
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“ame Plaiform BitL.ocker Drive Encryvption Member of
{BitL.ocker)

Devicel Windows 10 Disabled Group 3

| e e Window= () IMisabled {sr 'lw;

The device compliance policies in Intune are configured as shown in the following tatse

| Name  Require BitLocker Assigned to
Policy | Not configured Group3
Policy2 . Require | Group4

You create a conditional access policy that has the following settings: The Assignments settings are configured as follows:
> Users and groups: Groupl
> Cloud apps: Microsoft Office 365 Exchange Online

> Conditions: Include All device state, exclude Device marked as compliant Access controls is set to Block access.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can access Microsoft Exchange Online from Devicel. 4 &
Userl can access Microsoft Exchange Online from Devicel. O O
User2 can access Microsoft Exchange Online from Device2. @) O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Statements Yes No
Userl can access Microsoft Exchange Online from Devicel. Q, O
Userl can access Microsoft Exchange Online from Device2. O IC),
ot : . ® i1
User2 can access Microsoft Exchange Online from Device2. Q )

NEW QUESTION 108

- (Exam Topic 4)

Your company uses Microsoft System Center Configuration Manager (Current Branch) and Microsoft Intune to co-manage devices.
Which two actions can be performed only from Intune? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Deploy applications to Windows 10 devices.
B. Deploy VPN profiles to iOS devices.

C. Deploy VPN profiles to Windows 10 devices.
D. Publish applications to Android devices.

Answer: BD

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/comanage/overview https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/create-vpn-profiles

NEW QUESTION 109

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You need to retain Azure Active Directory (Azure AD) audit logs for two years. Administrators must be able to query the audit log information by using the Azure
Active Directory admin center.

What should you do? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one point.

Answer Arca

Save the audit logs o b

Azure Active Directory admin center blade 1o wse o view the i

saved audit logs
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A. Mastered
B. Not Mastered

Answer: A
Explanation:
Answer Arca
Save the audit logs to:  Arure Log Analytics v
Azure Active Directory admin center blade 10 use to view the  Audit log -

v 2 At [
Savedl LG Il'.|!’-

NEW QUESTION 113
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the groups shown in the following table.

Name Type ‘
Group1 | Distribution .|
Group2 | Mail-enabled security |
Group3 [ Security ‘

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile?

A. Group3 only

B. Groupl and Group3 only

C. Group2 and Group3 only

D. Groupl. Group2. and Group3

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile https://docs.microsoft.com/en-us/microsoft-365/admin/create-
groups/compare-groups?view=0365-worldwide

NEW QUESTION 117

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some guestion sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Device Management admin center, you create a trusted location and a compliance policy. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Conditional Access in SharePoint Online can be configured to use an IP Address white list to allow access. References:
https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-Blog/Conditional-Access-in-SharePoint-Onlinea

NEW QUESTION 120
- (Exam Topic 4)
You enable the Azure AD ldentity Protection weekly digest email. You create the users shown in the following table.

Name Role
Admini Security reader
Admin2 User administrator

Admin3 Security administrator

Admind Compliance admimistrator

Which users will receive the weekly digest email automatically?
A. Admin2, Admin3, and Admin4 only

B. Adminl, Admin2, Admin3, and Admin4

C. Admin2 and Admin3 only

D. Admin3 only
E. Adminl and Admin3 only

Answer: E
Explanation:

By default, all Global Admins receive the email. Any newly created Global Admins, Security Readers or Security Administrators will automatically be added to the
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recipients list.

NEW QUESTION 125
- (Exam Topic 4)
You have a Microsoft Azure Active Directory (Azure AD) tenant named sk180818.onmicrosoft.com. The tenant contains the users shown in the following table.

Name Username Type
Liserl Liserl(@'sk 1808 1 B.onmicrosoft.com ; Member
User2 User2(@sk 1808 18.onmicroso ft.com I Member
Liser3 User3(@sk 1808 1 8.onmicroso ft.com II Member
Userd Userd@gmail.com Guest

In Azure Information Protection, you create a label named Labell as shown in the following exhibit.
Protection settings

Select the protection action type

Set permissions

Set user-defined permissions (Preview)

USERS PERMISSIONS
AuthenticatedUsers Viewer
sk180818.onmicrosoft.com Reviewer
User1@sk180818.0nmicrosoft.com Co-Owner
User2@sk180818.onmicrosoft.com Co-Author

Labell is applied to a file named Filel.

You send Filel as an email attachment to Userl, User2, User3, and User4.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements
Yes No

User2 can modify File1. O Q

O

User3 can print File1. O

User4 can read File1. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/information-protection/configure-usage-rights#rights-included-in-permis

NEW QUESTION 130
- (Exam Topic 4)
You have several devices enrolled in Microsoft Endpoint Manager.
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You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name | Member of

The device type restrictions in Endpoint Manager are configured as shown in the following table.
Priority | Name | Allowed platform | Assigned to

Answer Area

Statements Yes Mo

Y ——
o

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area

Statements Yes Mo

NEW QUESTION 134

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You discover that some external users accessed content on a Microsoft SharePoint site. You modify the SharePoint shoring policy to prevent sharing outside your
organization.

You need to be notified if the SharePoint sharing policy is modified m the future. Solution: From the SharePoint admin center, you modify the sharing settings.
Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 137

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You create an Azure Advanced Threat Protection (ATP) workspace named
Workspacel.

The tenant contains the users shown in the following table.
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Name Member of group Azure AD role
User] Azure ATP Workspacel Administrators None
User2 Azure ATP Workspacel Users None
User3 None Security administrator
Userd Azure ATP Workspacel Users Global administrator

You need to modify the configuration of the Azure ATP sensors.
Solution: You instruct User4 to modify the Azure ATP sensor configuration. Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

Only Azure ATP administrators can modify the sensors.

Any global administrator or security administrator on the tenant's Azure Active Directory is automatically an Azure ATP administrator.
References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-role-groups

NEW QUESTION 140
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains the devices shown in the following table.

Mame | Platform

You plan to implement attack surface reduction (ASR) rules. Which devices will support the ASR rules?

A. Device 1, Device2, and Device3 only

B. Device3 only

C. Device2 and Device3 only

D. Devicel, Device2, Devices and Device4

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/enable-attack-surface-reduction?vie

NEW QUESTION 143

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII). Solution: From the Azure portal, you create a
Microsoft Azure Information Protection label and an Azure Information Protection policy.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 146

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses Microsoft Defender for Office 365.

The subscription has the default inbound anti-spam policy and a custom Safe Attachments policy. You need to identify the following information:

» The number of email messages quarantined by zero-hour auto purge (ZAP)

« The number of times users clicked a malicious link in an email message

Which Email & collaboration report should you use? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is worth one
point.
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Answer Area

To identify the number of emails quarantined by ZAP:  Threat protection status ™
Mailflow status report
Spoof detections

URL threat protection

To identify the number of times users clicked a malicious link  Mailflow status report 3

UELLLEUN Mailflow status report

Spoof detections
Threat protection status
URL threatr protection

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Answer Area
To dentify the number of emails quarantined by ZAF. Threat protection status ¥

Mailflow status report
Spoof detections

URL threat protection

To identify the number of times users clicked a malicious link
in an email:

Mailflow staius report

spoof detections
Threat protection status
URL threat protection

NEW QUESTION 147

- (Exam Topic 4)

Your company has a Microsoft 365 E5 tenant.

Users access resources in the tenant by using both personal and company-owned Android devices. Company policies requires that the devices have a threat level
of medium or lower to access Microsoft Exchange Online mailboxes.

You need to recommend a solution to identify the threat level of the devices and to control access of the devices to the resources.

What should you include in the solution for each device type? To answer, drag the appropriate components to the correct devices. Each component may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Solutions Answer Area
An app configuration policy Company-owned devices: Solution
An app protection policy Personal devices: Solution

A compliance policy

A configuration profile

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Graphical user interface, application, Word Description automatically generated

NEW QUESTION 148
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- (Exam Topic 4)

You have a Microsoft 365 subscription that links to an Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com.
A user named User1 stores documents in Microsoft OneDrive.

You need to place the contents of Userl’'s OneDrive account on an eDiscovery hold.

Which URL should you use for the eDiscovery hold? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

https.// ' v
onedrive.live.com/ User1
contoso.onmicrosoft.com/ Sites/User?
contoso.sharepoint.com/ contoso_onmicrosoft com/User1
contoso-my.sharepoint.com/ personal/User1_contoso_onmicrosoft_com

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-ediscovery-holds

NEW QUESTION 149

- (Exam Topic 4)

From the Microsoft 365 compliance center, you configure a data loss prevention (DLP) policy for a Microsoft SharePoint Online site named Sitel. Sitel contains
the roles shown in the following table.

Role Member
Site owner Prvi
Site member | UserT
Site visitor UserZ

Prvi creates the files shown in the exhibit. (Click the Exhibit tab.)

= SharePoint
Site1 & Share
Search Documents + New v T Upload v & Quickedit I3 Swmc - = All Documents Y @ 7/ |
Documents
[ Marne Modifed Modified By Add column |
ﬂl 'Filﬂ.dﬂcx About 8 minute ago
u-" Filez,dm A few seconds sge
a File3.docx e A tew seconds age

Which files can Userl and User2 open? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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User1: .

File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

User2: v
File1.docx only
File1.docx and File2.docx only
File1.docx, File2.docx, and File3.docx

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application, email Description automatically generated
Reference:

https://sharepointmaven.com/4-security-roles-of-a-sharepoint-site/ https://gcc.microsoftcrmportals.com/blogs/office365-news/190220SPIcons/

NEW QUESTION 151
- (Exam Topic 4)
You have three devices enrolled in Microsoft Intune as shown in the foIIowmg table.

Name ! Platform BitLocker Drive Encryption Member of
. | _(BitLocker) |
| Devicel i \K mdm'n ]ﬂ I‘.lmhl-:-d {;muul :
| Device2 "-‘k mda.:-'-'-:.- 10 ledt‘llcd (_nmqg_. l’..:rm_lp_.‘
{ Device3 : 'I..". mdmn 10 | T]Lf:a:nlcd > £ | Group2

The device compllance policies in Intune are configured as shown in the following table.

Name | Platform | Require - Assigned
. BitLocker
l’nlln | | Windows 10 and later Rulmn. \ es
]’nhn | Windows 10 and later | Not ¢ uuiis:!urc'n;i "| es
Pnl_u,} 3 | Windows 10 and later | Rt.ql_mt. ) | | No _ _

The device compliance policies have the assignments shawn in thea following table

Name Assigned ic
Policy2 Group?
Policy3 Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Devicel 1s compliant. O O

Device2 is compliant. ) O

Device3 15 compliant. O B
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Yes Yes Yes

NEW QUESTION 156
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- (Exam Topic 4)
You have the Microsoft Azure Active Director (Azure AD) users shown in the following table.

You create a conditional access policy that has the following settings:

» The Assignments settings are configured as follows:

* Users and groups: Groupl

* Cloud apps: Microsoft Office 365 Exchange Online

« Conditions: Include All device state, exclude Device marked as compliant

* Access controls is set to Block access.

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

NEW QUESTION 160

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intuen. Solution: You create an Apple
Configurator enrollment profile. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 162

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

You need to ensure that users can enroll devices in Microsoft Endpoint Manager without manually entering the address of Microsoft Endpoint Manager.
Which two DNS records should you create? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.
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. a CNAME record for AutoDiscover.contoso.com

. a CNAME record for EnterpriseEnroliment.contoso.com
. a TXT record for EnterpriseRegistration.contoso.com

. an SRV record for _SIP._TLS.contoso.com

. an SRV record for _SIPfederationTLS.contoso.com

. @ CNAME record for EnterpriseRegistration.contoso.com
G. a TXT record for EnterpriseEnroliment.contoso.com

TmoOOw>»

Answer: BF

NEW QUESTION 167
- (Exam Topic 4)
From the Microsoft Azure Active Directory (Azure AD) Identity Protection dashboard, you view the risk events shown in the following exhibit.

Sign-ins from unfamiliar locations

£ Last 30 ca EE Cohwnng B Denans W Dopnisad 'L'I"'"f“

LR P LOCATICH
RAOID Administratas T7.29.16, 160 Skopst, Shopaid F. Yogasle
REOD Admwnipls plcd 13747700881

Monbieal, G, Canads

RAO0 Admanictrstcn b4 146,11 Drisndo, P, Linded SEstes

ﬂ Agphy & uner (i pobey for stomat: mitigabon, =

1

SIGNM TIAEE UTE STATIES

o018 DEe 35 Active

” r 4 B Aitive
PRAAT0E LRI o

et b b e B

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.

NOTE: Each correct selection is worth one point.

To require multi-factor authentication when signing in to unfamiliar locations Y

vou must ereate a [answer choice]

To avond generating alerts when sigming 1o to the Montreal location, create Y

lanswer choice]

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-getstarted https://docs.microsoft.com/en-us/azure/active-directory/identity-
protection/howto-sign-in-risk-policy https://docs.microsoft.com/en-us/azure/active-directory/reports-monitoring/quickstart-configure-named-location

NEW QUESTION 169

- (Exam Topic 4)

Your company has a Microsoft 365 E5 subscription.

Users in the research department work with sensitive data.

You need to prevent the research department users from accessing potentially unsafe websites by using hyperlinks embedded in email messages and documents.

Users in other departments must not be restricted.

What should you do from the Security & Compliance admin center?

named location in Azure AD
sign-in risk poliey
user risk policy

a named location in Azure AD
a sign-in risk policy
a user risk policy

A. Create a data toss prevention (DLP) policy that has a Content is shared condition.

B. Modify the default safe links policy.

C. Create a data loss prevention (DLP) policy that has a Content contains condition.

D. Create a new safe links policy.
Answer: D

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/set-up-atp-safe-links-policies#policies-that-apply

NEW QUESTION 170
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- (Exam Topic 4)
You have a Microsoft 365 tenet named Contoso.com. the tenant contains the users shown in the following table.

Name Azure AD role Office 365 role group
Usert Application administrator elliscovery Administrato
Llserd Application administ CUrganization Management
s loud ap L4 {a vsirato Lobal A istratorn
|)sord nphance admins & jad ey Manager

You have an eDiscovery case shown in the follow table.

MName

L oalue

Created by

ek ol

L AP

{ace 3

L
L B |

-y |
i ey

For each of the following statements select yes of the statements is true. Otherwise, select NO. NOTE: each correct selection is worth one point.

Answer Area

Statements
Jserl can delete Casod
User3 can add mombors 1o Cased
efd Can e
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Answer Area
Statements

UJser] can delete Cased

Userd can add members to Cased

erd can close o ]

NEW QUESTION 175

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have the devices shown in the following table.

Name | TPM version | Operating system | BIOS/UEFI

Uevicet | 1PM 1.2 wWindows 10 Pro BIOS nabled
Device? | TPM 2 Windows 10 Home | Bt Not applicable
Uevice s .TI“‘J 7 Windows B.1 Pr Lf e l!-h’l- 1 -

Yes

Yes

BitLocker Drive Encryption (BitLocker)

You plan to join the devices to Azure Active Directory (Azure AD)

What should you do on each device to support Azure AU join? To answer, drag the appropriate actions to the collect devices, Each action may be used once,
more than once, of not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

Artions Answer Arca

Desabia Bl oot
Wkl [P ’]H
et o |l "V

Swilch io LIER

oot Y0 Windows 10 [nterprse

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Answer Arca

) & s :l'g'!r.-i'-E '_,';h—r
.-nl"l L Aol L a3

e, jrade to Windows 10 Fnterphie

NEW QUESTION 180
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant.
You have a sensitivity label configured as shown in the Sensitivity label exhibit. (Click the Sensitivity label
tab.)
Review your settings and finish

Namg

Dismgy n;me
Descﬁpﬁ on for users
Scnpg

Encryption

Content marking

Auto-labeling
Group settings
Site settings

Auto-labeling for database columns

You have an auto-labeling policy as shown in the Auto-labeling policy exhibit. (Click the Auto-labeling policy tab.)
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Auto-labeling policy

Policy name

Description

Label in simulation
Info to label
Apply to content in these locations

Rules for auto-applying this label

Mode
Comment
A user sends an email that contains the components shown in the following table.
Type File Includes IP address
Mail body Not No
applicable

Attachment File1 docx | Yes
Aftachment FileZ xmi Yes

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Sensitivity1 is applied to the email. @ O
A watermark is added to File1.docx. O O
A header is added to File2 xml. @ @)

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w

NEW QUESTION 184

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Security & Compliance admin center, you assign the Security Administrator role to Userl. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
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References:
https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 187

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription that contains a user named Userl. You need to enable Userl to create Compliance Manager assessments.
Solution: From the Microsoft 365 admin center, you assign Userl the Compliance admin role. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Reference:
https://github.com/MicrosoftDocs/microsoft-365-docs/blob/public/microsoft-365/security/office-365-security/pe

NEW QUESTION 189

- (Exam Topic 4)

You have a Microsoft 365 subscription that uses a default domain named contoso.com. You have two users named User 1 and User2.

From the Security & Compliance admin center, you add Userl to the ediscovery Manager role group. From the Security & Compliance admin center, Userl
creates a case named Casel

You need to ensure that Userl can add User2 as a case member. The solution must use the principle of least privilege.

To which role group should you add User2?

A. eDiscovery Manager
B. eDiscovery Administrator
C. Security Administrator

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/add-or-remove-members-from-a-case-in-advanced

NEW QUESTION 194

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You plan to create a custom Compliance Manager assessment template based on the ISO 27001:2013 template.
You need to export the existing template.

Which file format should you use for the exported template?

A. CSV
B. XLSX
C. JSON
D. XML

Answer: B

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-templates?view=0365-worldw

NEW QUESTION 196

- (Exam Topic 4)

You have an Azure subscription and an on-premises Active Directory domain. The domain contains 50 computers that run Windows 10.
You need to centrally monitor System log events from the computers.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

In Azure: v

Add and configure the Diagnostics settings for the Azure Activity Log.
Add and configure an Azure Log Analytics workspace.

Add an Azure Storage account and Azure Cognitive Search

Add an Azure Storage account and a file share .

On the computers: | v
Create an event subscription. |
Modify the membership of the Event Log Readers group. |
Enroll in Microsoft Endpoint Manager.
Install the Microsoft Monitoring Agent.
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A. Mastered
B. Not Mastered

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/learn/quick-collect-windows-computer

NEW QUESTION 198

- (Exam Topic 4)

Your network contains an on premises Active Directory domain.

Your company has a security policy that prevents additional software from txnrwj installed on domain controllers.

You need to monitor a domain controller by using Microsoft Azure Advanced Threat Protection (ATP). What should you do? More than one answer choice may
achieve the goal. Select the BEST answer.

A. Deploy an Azure ATP sensor, and then configure port mirroring.

B. Deploy an Azure ATP sensor, and then configure detections.

C. Deploy an Azure ATP standalone sensor, and then configure detections.

D. Deploy an Azure ATP standalone sensor, and then configure port mirroring.

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step5

NEW QUESTION 203

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to your on-premises network.

Solution: From the Microsoft 365 admin center, you configure the Organization profile settings. Does this meet the goal?

A. Yes
B. No

Answer: B

Explanation:
Conditional Access in SharePoint Online can be configured to use an IP Address white list to allow access. References:
https://techcommunity.microsoft.com/t5/Microsoft-SharePoint-Blog/Conditional-Access-in-SharePoint-Onlinea

NEW QUESTION 208

- (Exam Topic 4)

You have Windows 10 devices that are managed by using Microsoft Endpoint Manager. You need to configure the security settings in Microsoft Edge.
What should you create in Microsoft Endpoint Manager?

A. an app configuration policy
B. an app

C. a device configuration profile
D. a device compliance policy

Answer: C
Explanation:

Reference:
https://docs.microsoft.com/en-us/deployedge/configure-edge-with-intune

NEW QUESTION 211

- (Exam Topic 4)

Your company has a Microsoft 365 tenant.

The company sells products online and processes credit card information.

You need to be notified if a file stored in Microsoft SharePoint Online contains credit card information. The file must be removed automatically from its current
location until an administrator can review its contents.

What should you use?

A. a Security & Compliance data loss prevention (DLP) policy
B. a Microsoft Cloud App Security access policy

C. a Security & Compliance retention policy

D. a Microsoft Cloud App Security file policy

Answer: D

NEW QUESTION 212
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- (Exam Topic 4)

HOTSPOT
You have a Microsoft 365 subscription that contains a Microsoft SharePoint Online site named Sitel. Sitel has he files in the following table.
- NumnBicr of IF
addremel br the T
A T |
rﬂlFI - 3
.2 19T B J
| Fee06 i

The Sitel users are assigned the roles shown in the following table.
Mome | ok |

You create a data less prevention (DLP) policy names Policyl as shown in the following exhibit.

o
Review vour setiings

[ A ElL L L

Choone the informalion to orotect

Name your policy

Maserwptowr

s (L0 1 mienn] e (P sl

v jOur wetings

s polcy ma ate il u crewled f

How many files will be visible to userl and User2 after Policy' is applied to answer, selected select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

ANV Are

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Ayl Ared

T T

i

NEW QUESTION 216

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intune. Solution: You configure the Apple
MDM Push certificate.

Does this meet the goal?
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A. Yes
B. No

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/intune/apple-mdm-push-certificate-get

NEW QUESTION 220

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error.

You need to ensure that you can enroll the iOS device in Intuen. Solution: You configure the Mobility (MDM and MAM) settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 225

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that contains a user named Userl. Your company purchases a Microsoft 365 subscription.

You need to ensure that Userl is assigned the required role to create file policies and manage alerts in the Cloud App Security admin center.

Solution: From the Azure Active Directory admin center, you assign the Compliance administrator role to User1.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/cloud-app-security/manage-admins

NEW QUESTION 229

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a computer that runs Windows 10.

You need to verify which version of Windows 10 is installed.

Solution: From the Settings app, you select System, and then you select About to view information about the system.

Does this meet the goal?

A. Yes
B. No

Answer: A
Explanation:

Reference:
https://support.microsoft.com/en-us/windows/which-version-of-windows-operating-system-am-i-running-628be

NEW QUESTION 233

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the

series contains a unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have a
correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a new Microsoft 365 subscription.

You need to prevent users from sending email messages that contain Personally Identifiable Information (PII). Solution: From the Security & Compliance admin
center, you create a data loss prevention (DLP) policy. Does this meet the goal?

A.Yes
B. No

Answer: A
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NEW QUESTION 236

- (Exam Topic 4)

You have several devices enrolled in Microsoft Intune.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Name Member of I

Userl | Groupl

User2 Groupl, Group

User3 | None

The device type restrictions in Intune are configured as shown in the following table.

: Priority Member of Allowed platform Assigned to
. ] | l"nh-.:- | | Android. 105, Windows i MDM) | None
| ] | I’ulu'}f | Windows ( NMDM) | (-rnl:i\:
| 3 | Policy3 | Androd, 108 | Groupl
. Default | All users . Android, Windows (MDM) | All users

You add User3 as a device enrollment manager in Intune.
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can enroll Windows devices in Intune. O O
User2 can enroll Android devices in Intune. Q Q
User3 can enroll iOS devices in Intune. @) O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

No Yes No

NEW QUESTION 239
- (Exam Topic 4)
You have a Microsoft Azure Activity Directory (Azure AD) tenant contains the users shown in the following table.

wWame | Member of
Userl | Groupl
User2 | Group2
User3 | Group3

Group3 is a member of Groupl.
Your company uses Windows Defender Advanced Threat Protection (ATP). Windows Defender ATP contains the roles shown in the following table.

Name ! Permission ‘ Assigned user group
Windows Defender ATP | View dala, Alerts investigabon, Aclive None
adnumstrator (default) remediation actions. Manage secunty
_ i ctiing !
Roldel C View data, Alerts investigation | Group |
Role. View data { !:h*l'l":

Windows Defender ATP contains the device groups shown in the following table.

Rank Machine group Machine L ser access
a | AlPI Devicel Group |
Last Ungrouped machines (default) | Devicel | None
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.
Statements Yes No
Userl can view Devicel in Windows Defender Security Center. O (O
User2 can sign in to Windows Defender Security Center. @, O
User3 can view Devicel in Windows Defender Security Center. Q O

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Userl can view Devicel in Windows Defender Security Center.
User2 can sign in to Windows Defender Security Center.

User3 can view Devicel in Windows Defender Security Center.

Statements

NEW QUESTION 241

Yes

Q
%)

=l

0%

.

O QO

P

You have a Microsoft 365 E5 tenant that connects to Microsoft Defender for Endpoint. You have devices enrolled in Microsoft Intune as shown in the following

- (Exam Topic 4)
table.

Name Platform
Device1 Windows 10
Device?2 Windows 8.1
Device3 10S
Device4d Android

You plan to use risk levels in Microsoft Defender for Endpoint to identify whether a device is compliant. Noncompliant devices must be blocked from accessing
corporate resources.
You need to identify which devices can be onboarded to Microsoft Defender for Endpoint, and which Endpoint security policies must be configured.
What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Dewvices that can onboarded to
Microsoft Defender for Endpoint

Endpaint secunty policies
that must be configured

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Text, table Description automatically generated with medium confidence

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-machines-onboarding?vie

NEW QUESTION 246

- (Exam Topic 4)

v

Device 1 only

Device 1 and Dewice 2 only
Device 1 and Dewice 3 only
Device 1 and Device 4 only
Dewvice 1, Dewice 2, and Dewice 4 only
Device 1, Device 2, Device 3, and Device 4

A conditional access pohicy only
A dewice comphance policy only
A device configuration profile only
A device conhguration profile and a conditional access policy only

Device configuration profile, dewice comphiance policy, and conditional access policy

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Member of
Usert UserGroup1
User? UserGroup?
User3 UserGroup3
The tenant contains the devices shown in the following table.

Name Owner Installed apps Platform Microsoft Intune
Devicel Usert None Windows 10 | Enrolled
Device? User2 App2 Android Mot enrolled
Deviced Userd None 105 Mot enrolled

You have the apps shown in the following table.
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Name Type
App1 105 store app
App2 Android store app
App3 Microsoft store app

You plan to use Microsoft Endpoint Manager to manage the apps for the users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
App1 can be assigned as a required install for User3. O Q
App2 can be uninstalled from Device2 by using Microsoft Endpoint Manager. O )
App3 can be installed automatically for UserGroup1 D, O
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Graphical user interface, text, application Description automatically generated
Reference:

https://docs.microsoft.com/en-us/mem/intune/apps/apps-deploy https://docs.microsoft.com/en-us/mem/intune/apps/apps-windows-10-app-deploy

NEW QUESTION 250

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 subscription.

From the Security & Compliance admin center, you create a role group named US eDiscovery Managers by copying the eDiscovery Manager role group.
You need to ensure that the users in the new role group can only perform content searches of mailbox content for users in the United States.

Solution: From Windows PowerShell, you run the New-ComplianceSecurityFilter cmdlet with the appropriate parameters.

Does this meet the goal?

A. Yes
B. No

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/permissions-filtering-for-content-search https://docs.microsoft.com/en-
us/powershell/module/exchange/policy-and-compliance-content-search/newcomp

NEW QUESTION 251

- (Exam Topic 4)

You purchase a new computer that has Windows 10, version 2004 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 2004 and all the quality updates released since version 2004 only.
B. install the West feature update and the latest quality update only.

C. install all the feature updates released since version 2004 and the latest quality update only.

D. install the latest feature update and all the quality updates released since version 2004.

Answer: B

NEW QUESTION 255

- (Exam Topic 4)

You have a data loss prevention (DIP) policy.

You need to increase the likelihood that the DLP policy will apply to data that contains medical terms from the International Classification of Diseases (ICD-9-CM).
The solution must minimize the number of false positives.

Which two settings should you modify? To answer, select the appropriate settings in the answer area. NOTE: Each correct selection is worth one point.
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Content contains

Any of these ¥

Pll Identifiers

Sensitive info type Instance count Match accuracy
min | |mas min| |max
LL5. Social Security Mumber (SSN) 1 any 50 100
Add -
and -|
Any of these ~

Medical Terms

Sensitive info type instance count Match accuracy
max v A
International Classification of Diseases (ICD-2-CM) any s0| 100
Add -
A. Mastered

B. Not Mastered
Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies https://docs.microsoft.com/en-us/office365/securitycompliance/what-
the-sensitive-information-types-look-for#i

NEW QUESTION 259

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

You need to be notified when emails with attachments that contain sensitive personal data are sent to external recipients.
Which two policies can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a data loss prevention (DLP) policy

B. a sensitivity label policy

C. a Microsoft Cloud App Security file policy
D. a communication compliance policy

E. a retention label policy

Answer: AD

NEW QUESTION 261

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You are deploying Microsoft Intune.

You successfully enroll Windows 10 devices in Intune.

When you try to enroll an iOS device in Intune, you get an error. You need to ensure that you can enroll the iOS device in Intune. Solution: You create the Mobility
(MDM and MAM) settings. Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 262

- (Exam Topic 4)

You create a new Microsoft 365 subscription and assign Microsoft 365 E3 licenses to 100 users. From the Security & Compliance admin center, you enable
auditing.

You are planning the auditing strategy.

Which three activities will be audited by default? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. An administrator creates a new Microsoft SharePoint site collection.
B. An administrator creates a new mail flow rule.

C. A user shares a Microsoft SharePoint folder with an external user.
D. A user delegates permissions to their mailbox.

E. A user purges messages from their mailbox.
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Answer: ABC

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-andcompliance?

NEW QUESTION 267
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains a Windows 10 device named Devicel and the Microsoft Endpoint Manager policies shown in the following table.

Block execution of potentially

Name Type obfuscated scripts (js/vbs/ps)

A. only the settings of Policy!
B. only the settings of Policy2
C. only the settings of Policy3
D. no settings

Answer: C

NEW QUESTION 268

- (Exam Topic 4)

You have a Microsoft 36S subscription.

Your company purchases a new financial application named Appl.

From Cloud Discovery in Microsoft Cloud App Security, you view the Discovered apps page and discover that many applications have a low score because they
are missing information about domain registration and consumer popularity.

You need to prevent the missing information from affecting the Appl score. What should you configure from the Cloud Discover settings?

A. Organization details
B. Default behavior

C. Score metrics

D. App tags

Answer: C

Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/discovered-app-queries

NEW QUESTION 271

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 500 Windows 10 devices. The devices are enrolled in Microsoft intune.
You plan to use Endpoint analytics to identify hardware issues.

You need to enable Window health monitoring on the devices to support Endpoint analytics What should you do?

A. Configure the Endpoint analytics baseline regression threshold.
B. Create a configuration profile.

C. Create a Windows 10 Security Baseline profile

D. Create a compliance policy.

Answer: B

NEW QUESTION 274

- (Exam Topic 4)

Your company has five security information and event management (SIEM) appliances. The traffic logs from each appliance are saved to a file share named Logs.
You need to analyze the traffic logs.

What should you do from Microsoft Cloud App Security?

A. Click Investigate, and then click Activity log.

B. Click Control, and then click Policie

C. Create a file policy.

D. Click Discover, and then click Create snapshot report.
E. Click Investigate, and then click Files.

Answer: C
Explanation:

https://docs.microsoft.com/en-us/cloud-app-security/create-snapshot-cloud-discovery-reports

NEW QUESTION 279
- (Exam Topic 4)
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Your company is based in the United Kingdom (UK).
Users frequently handle data that contains Personally Identifiable Information (PII).
You create a data loss prevention (DLP) policy that applies to users inside and outside the company. The policy is configured as shown in the following exhibit.

Mew DLP policy 5 ;
Review your settings

Choose the information to protect Template name

LLE Personally identifiable Information (PIlj Data
MName your policy

Paolicy marme

LLE. Personally identifiable Information (Pil) Data
Choose locations

Description

Applies to content in these locations

@ Review your settings
cechanges #mil
SharePosnt sites
Cinelrive accounis

Policy settings

I the content contaens thess Iy pes of sensitive info: LLE
Miatranal Insurasoe: Numiber (MINOLLS. F UK Padiport Mumber

then notify people with a policy tip and email message
If there are at least 10 instances of the same type of sensitive

nte, block: sccess 1o the content and send an inoident report

With & migh severity level But allow peosple 10 overnde

Turn policy on after it's created?

&3

u

Back | Create |

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If a user attempts to upload a document to a Microsoft SharePoint v
site, and the document contains one UK passport number, the allowed
document will be [answer choice]. blocked without warning

blocked. but the user can override the policy

If a user attempts to email 100 UK passport numbers to a user in v
the same company, the email message will be [answer choice] | allowed

blocked without warning

blocked. but the user can override the poliey

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Allowed

blocked, but the user can override the policy

* 1. If a user attempts to upload a document to a Microsoft SharePoint site, and the document contains one UK passport number, the document will be: allowed
explanation

When setting the policy tips and notifications, the document won't be blocked, it just shows a policy tip, if you set up this policy yourself, you will see there are no
(block) actions configured for this rule.

* 2. If a user attempts to email 100 UK passport numbers to a user in the same company, the email message will be: blocked, but the user can override the policy
https://docs.microsoft.com/en-us/office365/securitycompliance/data-loss-prevention-policies

NEW QUESTION 282

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices.

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory. What should you configure in the profile?

A. Microsoft Defender Credential Guard
B. BitLocker Drive Encryption (BitLocker)
C. Microsoft Defender

D. Microsoft Defender Exploit Guard

Answer: A

Passing Certification Exams Made Easy visit - https://www.surepassexam.com



[fsureP522

Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
https://lwww.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

NEW QUESTION 287
- (Exam Topic 4)

You have a document in Microsoft OneDrive that is encrypted by using Microsoft Azure Information Protection as shown in the following exhibit.

Protection settings @

Azure (cloud key) EalielQrsR NS

Select the protection action type @

@ Set permissions

CJ Set user-defined permissions (Preview)

USERS

M365x901434.onmicrosoft.com

+ Add permissions

Content expiration

Always Mever

Number of days the content is valid

PERMISSIONS

Co-Owner

30

Allow offline access

Balance security requirements (includes access after revocation) with the flexibility to open protected
content without an Internet connection. More infermation and recommended settings

Always Mever

Mumber of days the content is available without an Internet connection

7

Protection template |D - template id is automatically generated after template is saved

Protection template ID - template id is automatically generated after template is saved

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

If vou copy the file to your local computer. vou [answer choice]. v

cannot open the document

can open the document indefinitely

can open the document for up to 7 days
can open the document for up to 30 days

If vou email the document to a user outside vour organization. A

the user [answer choice].

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

cannot open the document

can open the document indefinitely

can open the document for up to 7 davs
can open the document for up to 30 days

https://docs.microsoft.com/en-us/azure/information-protection/configure-policy-protection

NEW QUESTION 291
- (Exam Topic 4)

You use Windows Defender Advanced Threat Protection (Windows Defender ATP). You have the Windows Defender ATP machine groups shown in the following

table.
Name Rank Members
Group1 1 Operating system in Windows 10
Group2 2 Name ends with London
Group3 3 Operating system in Windows Server
2016
Ungrouped _
machines (default) Last Not applicable

You plan to onboard computers to Windows Defender ATP as shown in the following table.
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Name

Operating system

Computer1-London

Windows 10

Serveri-London

Windows Server 2016

To which machine group will each computer be added? To answer, select the appropriate options in the answer are.

NOTE: Each correct selection is worth one point.

Computer1-London: v
Group1
Group?2
Group3
Ungrouped machines
Serveri-London: v
Group1
Group2
Group3
Ungrouped machines
A. Mastered
B. Not Mastered
Answer: A
Explanation:
Computer1-London v
Group1,
Group2
Group3
Ungrouped machines
Sernverl-London: v
Group1 _
(Group2_,
Group3

Ungrouped machines

NEW QUESTION 294
- (Exam Topic 4)

You have a Microsoft 365 tenant.

You plan to manage incidents in the tenant by using the Microsoft 365 security center.
Which Microsoft service source will appear on the Incidents page of the Microsoft 365 security center?

A. Microsoft Cloud App Security

B. Azure Sentinel
C. Azure Web Application
D. Azure Defender

Answer: A

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender/investigate-alerts ?view=0365-worldwide

NEW QUESTION 296
- (Exam Topic 4)

Firewall

You have a Microsoft 365 E5 subscription that has auditing turned on. The subscription contains the users shown in the following table.

MName License

Admin Microsoft Office 365 ES

AdminZ Mone

Passing Certification Exams Made Easy

visit - https://www.surepassexam.com



\i/ Exam Recommend!! Get the Full MS-101 dumps in VCE and PDF From SurePassExam
Ll SurePass https://www.surepassexam.com/MS-101-exam-dumps.html (394 New Questions)

New audit retention policy

Mame *

Policy1

Description

Record Types

AzureActiveDirectory -

Activities

Added user -

LUsers:

Druration *:
90 Days

® 6 Months

1 Year

Pricrity =
100

You plan to create a new user named Userl.
How long will the user creation audit event be available if Adminl or Admin2 creates Userl? To answer, select the appropriate options in the answer area.
Each correct selection is worth one point.

Admint: v

30 days
90 days
& months

1 year

Adming: -

30 days
90 days
& months

1 year

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Admint: v

30 days

90 days
b months |

1 year

NEW QUESTION 300
- (Exam Topic 4)
You create a Microsoft 365 subscription.

Your company’s privacy policy states that user activities must NOT be audited. You need to disable audit logging in Microsoft 365.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Arca

Set-AdminAuditLogConfig
Set-AuditConfig

Set-AudnConfigurationRule

set-SupervisoryReviewPolicyV2

-AdminAuditLogEnabled
-AdminAuditLogParameters

-LogLevel

-UnifiedAuditLogingestionEnabled

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

https://docs.microsoft.com/en-us/office365/securitycompliance/turn-audit-log-search-on-or-off

NEW QUESTION 305
- (Exam Topic 4)

You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name Member of Microsoft 365 role group o

Admint Content Explorer List viewer
Content Explorer Content viewer

Admin Secunty Administrator

| Content Explorer List Viewer

You have labels in Microsoft 365 as shown in the following table.

Name Type
Labell Sensitivity
| Label? Retention

The content in Microsoft 365 is assigned labels as shown in the following table.

[Nt (T Type | Label |
File1 File in SharePoint Onhine J Labell |
Mail1 Emaill message in Exchange Online | Label i

You have labels In Microsoft 365 as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
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Answer Area

Statements Yes Mo
Admin can view the contents of File1 | i ATENT X
AT il e it " [
| i nter £ |
A. Mastered

B. Not Mastered
Answer: A

Explanation:
Answer Area

Statements Yes Mo

Admin can view the contents of File1 by us ntent ex|

—

AImMiNe Can view The

NEW QUESTION 310

- (Exam Topic 4)

You have a Microsoft 365 tenant that is signed up for Microsoft Store for Business and contains a user named Userl. You need to ensure that Userl can perform
the following tasks in Microsoft Store for Business:

« Assign licenses to users.

* Procure apps from Microsoft Store.

» Manage private store availability for all items.

The solution must use the principle of least privilege.

Which Microsoft Store for Business role should you assign to Userl?

A. Basic Purchaser

B. Device Guard signer
C. Admin

D. Purchaser

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-store/microsoft-store-for-business-overview

NEW QUESTION 313

- (Exam Topic 4)

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for Endpoint.

From Microsoft Defender Security Center, you perform a security investigation. You need to run a PowerShell script on the device to collect forensic information.
Which action should you select on the device page?

A. Initiate Live Response Session
B. Initiate Automated Investigation
C. Collect investigation package
D. Go hunt

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-response?view=0365-worldwid

NEW QUESTION 315

- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named Contoso.com. You create a Microsoft Defender for identity instance Contoso.
The tenant contains the users shown in the following table.
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' Name | Member of group Azure AD role
- | Defercier 1 Ly Nons
IA.." M atons
| Defencer | ity Cof Users None _
|Nﬂlﬂ¢ LT Ty TS L |

ar [-.._4.'___[..._._. !,.. _I_....;;‘_ a1 F e | T '-'.’]l .‘_._.I..;...!a..

You need to modify the configuration of the Defender for identify sensors.
Solutions: You instruct User3 to modify the Defender for identity sensor configuration. Does this meet the goal?

A.Yes
B. No

Answer: A

NEW QUESTION 316

- (Exam Topic 4)

Your on-premises network contains an Active Directory domain named Contoso.com and 500 devices that run either macOS, Windows 8.1. Windows 10, or
Windows 11. All the devices are managed by using Microsoft Endpoint Configuration Manager. The domain syncs with Azure Active Directory (Azure AD).
You plan to implement a Microsoft 365 E5 subscription and enable co-management. Which devices can be co-managed after the implementation?

A. Windows 11 and Windows 10 only

B. Windows 11, Windows 10-Windows8.1.andmacOS
C. Windows 11 and macOS only

D. Windows 11 only

E. Windows 11. Windows 10, and Windows8.1 only

Answer: C

NEW QUESTION 317

- (Exam Topic 4)

You have a Microsoft 365 E5 subscription.

You run an eDiscovery search that returns the following Azure Rights Management (Azure RMS) — encrypted content:

> Microsoft Exchange emails
> Microsoft OneDrive documents

> Microsoft SharePoint documents
Which content can be decrypted when you export the eDiscovery search results?

A. Exchange emails only

B. SharePoint documents, OneDrive documents, and Exchange emails
C. OneDrive documents only

D. SharePoint documents and OneDrive documents only

E. SharePoint documents only

Answer: A

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/export-search-results?view=0365-worldwide

NEW QUESTION 321

- (Exam Topic 4)

You have a Microsoft 365 F5 subscription.

You plan to deploy 100 new Windows 10 devices.

You need to order the appropriate version of Windows 10 for the new devices. The version must Meet the following requirements.
Be serviced for a minimum of 24 moths.

Support Microsoft Application Virtualization (App-V) Which version should you identify?

A. Window 10 Pro, version 1909
B. Window 10 Pro, version 2004
C. Window 10 Pro, version 1909
D. Window 10 Enterprise, version 2004

Answer: D

Explanation:

Reference:

https://docs.microsoft.com/en-us/windows/release-health/release-information https://docs.microsoft.com/en-us/windows/application-management/app-v/appv-
supported-configurations

NEW QUESTION 326

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

The tenant is configured to use Azure AD ldentity Protection.

You plan to use an application named Appl that creates reports of Azure AD Identity Protection usage. You register Appl in the tenant.
You need to ensure that Appl can read the risk event information of contoso.com. To which API should you delegate permissions?
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A. Windows Azure Service Management API
B. Windows Azure Active Directory

C. Microsoft Graph

D. Office 365 Management

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/graph/api/resources/identityprotection-root?view=graph-rest-beta

NEW QUESTION 327

- (Exam Topic 4)

HOTSPOT

You have a Microsoft 365 E5 subscription that contains two users named Adminl and Admin2. All users are assigned a Microsoft 365 Enterprise E5 license and
auditing is turned on.

You create the audit retention policy shown in the exhibit. (Click the Exhibit tab.)

New audit retention policy

Harme «

Paolcy1

Desoription

Record Types

AzureActiveDireclony -

Activities

Added user, Delefed user, Resel user password, Chonged user password, Changed user kcense, (T =

Usery

Admin

Druratticn ®
1 90 Days

6 Months

1 Year

Priority %

After Policyl is created, the following actions are performed:
> Adminl creates a user named Userl.

> Admin2 creates a user named User2.

How long will the audit events for the creation of Userl and User2 be retained? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

User1 v

0 days
30 days
90 days
180 days
365 days

User2 v

0 days
30 days
90 days
180 days
365 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/audit-log-retention-policies?view=0365-worldwide

NEW QUESTION 331

- (Exam Topic 4)

You purchase a new computer that has Windows 10, version 21H1 preinstalled.

You need to ensure that the computer is up-to-date. The solution must minimize the number of updates installed.
What should you do on the computer?

A. Install all the feature updates released since version 21H1 and the latest quality update only.

B. Install the latest feature update and all the quality updates released since version 21H1.

C. Install the latest feature update and the latest quality update only.

D. Install all the feature updates released since version 21H1 and all the quality updates released since version 21H1 only.

Answer: C

NEW QUESTION 336

- (Exam Topic 4)

HOTSPOT

Your network contains an Active Directory forest named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You use Microsoft System Center Configuration Manager (Current Branch) for device management. You have the Windows 10 devices shown in the following
table.

‘\ ame B Cq_ller:ﬁqn N
Devicel Collectionl
Device2 Collection?2

You configure Configuration Manager co-management as follows:

> Automatic enrollment in Intune: Pilot

> Pilot collection: Collection2

You configure co-management workloads as shown in the following exhibit.

Properties o

Erablemert  Worddoads Qagng

For vindoes 10 denced hat are in 3 (O-Manapement §ise. you Can have Masrogoh
Inture slar maragng dfsrert workltads Chooss Puof intune 10 harved iInfune manage
the workicads for only clents on the Pilct group (specibed later in Bes wzard) H you are
not ready fo move workioads 1o intune  select Conbiguraton Manager

Leaer reee

Confgration Maneger  Plot brture e
Comphance polces fi
Rescurce sccess pokces a
Viresows | oste pokoes &
Enport Protecton [i]

I ===

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements Yes No
Microsoft Intune manages the compliance policies for Devicel. QO O
Configuration Manager manages the Windows Update policies for Devicel. O )
Microsoft Intune manages Endpoint Protection for Device2. @ @,

A. Mastered
B. Not Mastered

Answer: A
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Explanation:

Microsoft Intune manages the compliance policies for Devicel.

Configuration Manager manages the Windows Update policies for Devicel.

Statements

Microsoft Intune manages Endpoint Protection for Device2.

NEW QUESTION 338
- (Exam Topic 4)

Yes

You implement Microsoft Azure Advanced Threat Protection (Azure ATP). You have an Azure ATP sensor configured as shown in the following exhibit.

Updates

[SERES

How long after the Azure ATP cloud service is updated will the sensor update?

A. 1 hour
B. 12 hours
C. 48 hours
D. 7days
E. 72 hours

Answer: E

Explanation:
References:

https://docs.microsoft.com/en-us/azure-advanced-threat-protection/atp-whats-new

NEW QUESTION 343
- (Exam Topic 4)

You have a Microsoft 365 subscription.
Your network uses an IP address space of 51.40.15.0/24.
An Exchange Online administrator recently created a role named Rolel from a computer on the network. You need to identify the name of the administrator by

using an audit log search.

For which activities should you search and by which field should you filter in the audit log search? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Activities to search for:

Field to filter by:

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Actvities to search for:

Field to filter by:

v
Exchange mailbox activities
Site administration activities
Show results for all activities
Role administration activities
v
ltem
User
Detail
IP address
v
Exchange mailbox activities
Site administration activities.
'Show results for all activities
Role administration activities
v
Item
User
|Detail
IP address
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NEW QUESTION 346

- (Exam Topic 4)

In Microsoft 365, you configure a data loss prevention (DLP) policy named Policyl. Policyl detects the sharing of United States (US) bank account numbers in
email messages and attachments.

Policyl is configured as shown in the exhibit. (Click the Exhibit tab.)

~hen the condrhons are m

£ 3ctions o pro el

w3 O

Bt rFonte
Braiell CRNLerns W

You need to ensure that internal users can email documents that contain US bank account humbers to external users who have an email suffix of contoso.com.
What should you configure?

A. an action

B. a group

C. an exception
D. a condition

Answer: C

Explanation:

Editing Policy settings > +New Rule > Exceptions We won't apply this rule to content that matches any of these exceptions. > +Add an exception > [Dropdownbox]
Except if the recipient domain is.

Except if recipient domain is Detects when content is sent in an email message to the recipient domains you specify.

NEW QUESTION 349

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals- Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

Your network contains an Active Directory domain named contoso.com that is synced to Microsoft Azure Active Directory (Azure AD).

You manage Windows 10 devices by using Microsoft System Center Configuration Manager (Current Branch).

You configure pilot co-management

You add a new device named Device 1 to the domain. You install the Configuration Manager client on Devicel.

You need to ensure that you can manage Devicel by using Microsoft Intune and Configuration Manager. Solution: You unjoin Devicel from the Active Directory
domain.

Does this meet the goal?

A. Yes
B. No

Answer: B

NEW QUESTION 353

- (Exam Topic 4)

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique solution that might meet the
stated goals. Some question sets might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the review screen.

You have a Microsoft 365 E5 subscription.

You create an account for a new security administrator named SecAdminl.

You need to ensure that SecAdminl can manage Office 365 Advanced Threat Protection (ATP) settings and policies for Microsoft Teams, SharePoint, and
OneDrive.

Solution: From the Azure Active Directory admin center, you assign SecAdminl the Security administrator role.

Does this meet the goal?

A. Yes
B. No

Answer: A
NEW QUESTION 358

- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

Platform Count
Windows 10 50
Android 50
| Linux |50
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You need to configure an incident email notification rule that will be triggered when an alert occurs only on a Windows 10 device. The solution must minimize

administrative effort.
What should you do first?

A. From the Microsoft 365 admin center, create a mail-enabled security group.

B. From the Microsoft 365 Defender portal, create a device group.

C. From the Microsoft Endpoint Manager admin center, create a device category.
D. From the Azure Active Directory admin center, create a dynamic device group.

Answer: B

Explanation:
Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/machine-groups?view=0365-worldw https://docs.microsoft.com/en-

us/microsoft-365/security/defender-endpoint/configure-email-notifications?view=

NEW QUESTION 359
- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com that uses Microsoft System Center Configuration Manager (Current Branch).

You have Windows 10 and Windows 8.1 devices.

You need to ensure that you can analyze the upgrade readiness of all the Windows 8.1 devices and analyze the update compliance of all the Windows 10 devices.

What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

First action to perform — — — — - — — ———F
Enroll the devices in Microsoft Intune
Configure device compliance in Microsoft Intune
Create a Microsoft Azure Log Analvtics workspace
Add an alias (CNAME) record to the DINS zone of contoso.com
Second action to perform ' v |

Configure all the devices to have a commercial [D

Configure software imventory in Configuration Manager,

f'g":!['i_s.r!n'-_" all the devices to join the Windows Insider Program
Configure and restart the Windows Update service on all the devices

A. Mastered
B. Not Mastered

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/windows/deployment/upgrade/upgrade-readiness-get-started https://docs.microsoft.com/en-
us/windows/deployment/update/update-compliance-get-started

NEW QUESTION 364
- (Exam Topic 4)

HOTSPOT
You have a Microsoft 365 E5 tenant that contains the users shown in the following table.
Name Role
Useri Global admin
User2 None
User3 None

You provision the private store in Microsoft Store for Business.
You assign Microsoft Store for Business roles to the users as shown in the following table.

Name Role
Usert MNone
User? Purchaser
User3 Basic Purchaser

You need to identify which users can add apps to the private store, and which users can assign apps from Microsoft Store for Business.

Which users should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Can add apps to the private store; v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

Can assign apps from Microsoft Store for Business v

User2 only

User1 and User2 only
User2 and User3 only
User1, User2, and User3

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-store/roles-and-permissions-microsoft-store-for-business https://docs.microsoft.com/en-
us/education/windows/education-scenarios-store-for-business#basic-purchaser-rol

NEW QUESTION 367

- (Exam Topic 4)

You have a Microsoft 365 tenant.

You plan to implement Endpoint Protection device configuration profiles. Which platform can you manage by using the profile?

A. Android

B. CentOS Linux
C.i0Ss

D. Window 10

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/mem/intune/protect/endpoint-protection-configure

NEW QUESTION 369

- (Exam Topic 4)

Your company has a Microsoft 365 subscription that uses an Azure Active Directory (Azure AD) tenant named contoso.com.

The company purchases a cloud app named Appl that supports Microsoft (loud App Security monitoring. You configure Appl to be available from the My Apps
portal.

You need to ensure that you can monitor Appl from Cloud App Security What should you do?

A. From the Device Management admin center, create an app configuration policy.
B. From the Azure Active Directory admin center, create an app registration.

C. From the Device Management admin center, create an app protection policy.

D. From the Azure Active Directory admin center, create a conditional access policy.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/intune/apps/app-protection-policies

NEW QUESTION 374
- (Exam Topic 4)
You have a Microsoft 365 tenant that contains the compliance policies shown in the following table.
Name Require BitLocker Require the device to be at or under the
| machine risk score
Policy1 | Required | High
Paolicy2 | Not configured | Medium
Policy3 Required | Low

The tenant contains the devices shown in the following table.
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Name BitLocker Drive, Microsoft Defender for | Policies applied
Encryption Endpoint risk status
_ ) ) . (BitLocker) | _ ) _ |
| Devicel Configured High Policy1, Policy3
Device2 Not configured | Medium Policy2, Policy3
| Device3 | Not configured | Low | Policy1, Policy2

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

Statements Yes No

Device1 is marked as compliant. O @
Device?2 is marked as compliant. O O

Device3 is marked as compliant. O O

A. Mastered
B. Not Mastered

Answer: A
Explanation:

Graphical user interface, text, application Description automatically generated

NEW QUESTION 375
- (Exam Topic 4)
You have a Microsoft 365 E5 tenant

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal documents with external users.

To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area.
NOTE: Each correct selection is worth one point.

Choose locations to apply the policy

e | . b e | [ £ ¥

M - *
: "\
. g R
» i
B ) on " .
.
A. Mastered

B. Not Mastered
Answer: A

Explanation:
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Choose locations to apply the policy
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NEW QUESTION 379
- (Exam Topic 4)
You have a Microsoft 365 tenant.

I e e LERLw

You plan to create a retention policy as shown in the following exhibit.

Create a policy to retain what you
want and get rid of what you

don't.

'. MName your policy

. Settings

" Choose locations

@ Review your settings

Review your settings

It will take up to 1 day to apply the retention policy to the locations you chose.

Policy name
comtoso

Description

Applies 1o content in these locations

Exchange email
Onelnve accounts
SharePoint sites
Office 365 groups

Settings

Betention period
Con't retain content, but delete it if it's older than 7 years

Content that's currently older that this will be deleted after
you turn en the policy

wave for later Create this policy

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic.
NOTE: Each correct selection is worth one point.

Microsoft SharePoint files that are affected by
the policy will be [answer choice].

v

recoverable for up to seven vears
deleted seven vears after they were created

retained for onlv seven vears from when thev wers created

Once the policy is created. [answer choice].

\d

some data may be deleted immediately
data will be retained for a minimum of seven vears

users will be prevented from permanentlv deleting email messages for seven years

A. Mastered
B. Not Mastered

Answer: A

Explanation:
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Microsoft SharePoint files that are affected by L
the policy will be [answer choice]. recoverable forup to sevenvears _ _ _ |
| deleted seven vears after they were created

| retained for onlv seven vears from when thev were created

Once the policy is created, [answer choice]. L _ _ _ _ _ _ _ _ _ _ _ _ _ L
isome data may be deleted immedately |
data will be retamned for a minimum of seven years
users will be prevented from permanently deleting email messages for seven vears

NEW QUESTION 384

- (Exam Topic 4)

You purchase a new Microsoft 365 subscription.

You create 100 users who are assigned Microsoft 365 E3 licenses. From the Security & Compliance admin center, you enable auditing.
Six months later, a manager sends you an email message asking the following questions:

> Questionl: Who created a team named Teaml 14 days ago?
> Question2: Who signed in to the mailbox of Userl 30 days ago?

> Question3: Who changed the site collection administrators of a site 60 days ago?
For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Answer Area

Statements Yes No
An audit log search from the Security & Compliance admin O '®

center will provide the answer to question 1.

An audit log search from the Security & Compliance admin O O
center will provide the answer to question 2

An audit log search from the Security & Compliance admin & ~
A ; S . e et
center will provide the answer to question 3.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

References:

https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance https://docs.microsoft.com/en-
us/office365/securitycompliance/enable-mailbox-auditing

NEW QUESTION 385

- (Exam Topic 4)

You have a Microsoft 365 subscription

All users are assigned a Microsoft 365 E3 License.

You enable auditing for your organization.

What is the maximum amount of time data will be retained in the Microsoft 365 audit log?

A. 2 years
B. 1 year

C. 30 days
D. 90 days

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/office365/securitycompliance/search-the-audit-log-in-security-and-compliance

NEW QUESTION 389

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You are planning a threat management solution for your organization.

You need to minimize the likelihood that users will be affected by the following threats: =» Opening files in Microsoft SharePoint that contain malicious content

> Impersonation and spoofing attacks in email messages
Which policies should you create in the Security & Compliance admin center? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Opening files in SharePoint that contain malicious content v

Anti-spam

ATP anti-phishing
ATP safe attachments
ATP Safe Links

Impersonation and spoofing attacks in email messages v
Anti-spam

ATP anti-phishing

ATP safe attachments
ATP Safe Links

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Box 1: ATP Safe Attachments

ATP Safe Attachments provides zero-day protection to safeguard your messaging system, by checking email attachments for malicious content. It routes all
messages and attachments that do not have a virus/malware signature to a special environment, and then uses machine learning and analysis techniques to
detect malicious intent. If no suspicious activity is found, the message is forwarded to the mailbox.

Box 2: ATP anti-phishing

ATP anti-phishing protection detects attempts to impersonate your users and custom domains. It applies machine learning models and advanced impersonation-
detection algorithms to avert phishing attacks.

ATP Safe Links provides time-of-click verification of URLSs, for example, in emails messages and Office files. Protection is ongoing and applies across your
messaging and Office environment. Links are scanned for each click: safe links remain accessible and malicious links are dynamically blocked.

References:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/office-365-atp#configure-atp-polici

NEW QUESTION 391

- (Exam Topic 4)

Your company has a Microsoft 365 subscription. you implement sensitivity Doris for your company.

You need to automatically protect email messages that contain the word Confidential m the subject line. What should you create?

A. a sharing policy from the Exchange admin center

B. a mail flow rule from the Exchange admin center

C. a message Dace from the Microsoft 365 security center

D. a data loss prevention (DLP) policy from the Microsoft 365 compliance center

Answer: B

NEW QUESTION 392

- (Exam Topic 4)

DRAG DROP

Your network contains an on-premises Active Directory domain that syncs to Azure Active Directory (Azure AD). The domain contains the servers shown in the
following table.

Name Operating system Configuration
X : : ) File Server Resource
Server] Windows Server 2016 _
Manager (FSRM)
Server?Z _‘~.-’l-.h:1=:ic3w5 Server 2016 None

You use Azure Information Protection.
You need to ensure that you can apply Azure Information Protection labels to the file stores on Serverl. Which three actions should you perform in sequence? To
answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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Actions Answer Area
Authorize Server1.

Install the Microsoft Rights Management connector on
Server2,

Install a certificate on Server2.

Install a certificate on Serverl.

Register a service principal name for Server1.
Run GenConnectorConfig.psl on Serverl,

Run GenConnectorConfig.ps1 on ServerZ.

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Reference:

https://docs.microsoft.com/en-us/azure/information-protection/install-configure-rms-connector https://docs.microsoft.com/en-us/azure/information-
protection/configure-servers-rms-connector

NEW QUESTION 393

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You create a retention label named Retentionl as shown in the following exhibit.

Create retention label

Review and finish

Mame

Mame

*—0—0—0

Finish !

Retention settings

Retention penod REetention action

Based on
Based on when it was crested
Fddit
You apply Retention! to all the Microsoft OneDrive content.
On January 1, 2020, a user stores a file named Filel in OneDrive. On January 10, 2020, the user modifies Filel.

On February 1, 2020, the user deletes Filel.
When will Filel be removed permanently and unrecoverable from OneDrive?

A. February 1, 2020
B. July 1.2020

C. July 10, 2020

D. August 1, 2020
Answer: B

NEW QUESTION 397
- (Exam Topic 4)
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Your company has digitally signed applications.

You need to ensure that Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP) considers the digitally signed applications safe and never

analyzes them.
What should you create in the Microsoft Defender Security Center?

A. a custom detection rule

B. an allowed/blocked list rule
C. an alert suppression rule
D. an indicator

Answer: D
Explanation:

Reference:
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/manage-indicators

NEW QUESTION 400
- (Exam Topic 4)

Your network contains an Active Directory domain named contoso.com. All client devices run Windows 10 and are joined to the domain.

You update the Windows 10 devices by using Windows Update for Business.

What is the maximum amount of time you can defer Windows 10 updates? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

L J
14 davs
30 davs
60 davs
120 days

Quality updates:

Feature updates: Y
60 davs
180 davs
365 davs
540 days

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/windows/deployment/update/waas-manage-updates-wufb

NEW QUESTION 402
- (Exam Topic 4)
You have a Microsoft 365 tenant and a Linkedin company page.

You plan to archive data from the LinkedIn page to Microsoft 365 by using the LinkedIn connector. Where can you store data from the LinkedIn connector?

A. a Microsoft OneDrive for Business folder

B. a Microsoft SharePoint Online document library
C. a Microsoft 365 mailbox

D. Azure Files

Answer: C

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/archive-linkedin-data?view=0365-worldwide

NEW QUESTION 405

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You need to be notified if users receive email containing a file that has a virus. What should you do?

A. From the Exchange admin center, create an in-place eDiscovery & hold.

B. From the Security & Compliance admin center, create a data governance event.
C. From the Exchange admin center, create an anti-malware policy.

D. From the Security & Compliance admin center, create a safe attachments policy.

Answer: C

Explanation:
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-atp-safe-attachments-policie
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NEW QUESTION 406

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant. Users store data in the following locations:
> Microsoft Teams

> Microsoft OneDrive

> Microsoft Exchange Online

> Microsoft SharePoint Online

You need to retain Microsoft 365 data for two years.
What is the minimum number of retention policies that you should create?

00w
A OWDN P

Answer: D

Explanation:
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-retention-policies?view=0365-worldwide

NEW QUESTION 407
- (Exam Topic 4)
You have a Microsoft 365 E5 subscription that contains a Microsoft SharePoint Online site named Sitel. You need to automatically label the documents on Sitel
that contain credit card numbers.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the
correct order.

Actions Answer Area

Create a sensitivity label

Create an auto-labeling policy.

Create a sensitive information type.

Wait 24 hours, and then turn on the policy
Publish the label

Create a retention label.

Wait eight hours, and then turn on the policy

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text, application, email Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-worldwide#what-labe https://docs.microsoft.com/en-
us/microsoft-365/compliance/apply-sensitivity-label-automatically?view=0365-w

NEW QUESTION 411

- (Exam Topic 4)

You plan to use Azure Sentinel and Microsoft Cloud App Security. You need to connect Cloud App Security to Azure Sentinel.
What should you do in the Cloud App Security admin center?

A. From Automatic log upload, add a log collector.
B. From Automatic log upload, add a data source.
C. From Connected apps, add an app connector.

D. From Security extension, add a SIEM agent.

Answer: D

NEW QUESTION 416

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You recently configured a Microsoft SharePoint Online tenant in the subscription. You plan to create an alert policy.

You need to ensure that an alert is generated only when malware is detected in more than five documents stored in SharePoint Online during a period of 10
minutes.

What should you do first?

A. Enable Microsoft Office 365 Cloud App Security.

B. Deploy Windows Defender Advanced Threat Protection (Windows Defender ATP)
C. Enable Microsoft Office 365 Analytics.
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Answer: B

Explanation:
https://docs.microsoft.com/en-us/cloud-app-security/use-case-admin-quarantine

NEW QUESTION 419

- (Exam Topic 4)

You have a Microsoft 365 subscription.

You have a group named Support. Users in the Support group frequently send email messages to external users.
The manager of the Support group wants to randomly review messages that contain attachments.

You need to provide the manager with the ability to review messages that contain attachments sent from the Support group users to external users. The manager

must have access to only 10 percent of the messages.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

To meet the goal for the manager. create: _ y
A label policy

A retention policy
A supervisor policy
An alert policy
MyAnalytics

To review the messages, the manager must use: 4
A message trace

An eDiscovery case
MyAnalytics
Outlook Web App

A. Mastered
B. Not Mastered

Answer: A
Explanation:

References:
https://docs.microsoft.com/en-us/office365/securitycompliance/supervision-policies

NEW QUESTION 420
- (Exam Topic 4)

You have a Microsoft 365 tenant that uses Microsoft Endpoint Manager for device management. You need to add the phone number of the help desk to the

Company Portal app. What should you do?

A. From Customization in the Microsoft Endpoint Manager admin center, modify the support information for the tenant.
B. From the Microsoft Endpoint Manager admin center, create an app configuration policy.

C. From the Microsoft 365 admin center, modify Organization information.

D. From the Microsoft 365 admin center, modify Help desk information.

Answer: A
Explanation:

Reference:
https://systemcenterdudes.com/intune-company-portal-customization/

NEW QUESTION 421

- (Exam Topic 4)
You have a Microsoft 365 E5 tenant that contains five devices enrolled in Microsoft Intune as shown in the following table.
Name Platform
Device1 Windows 10
Device2 Android 8.1.0
Device3 Android 10
Deviced i0S 12
Deviceb i0S 14

All the devices have an app hamed Appl installed.

You need to prevent users from copying data from Appl and pasting the data into other apps.

Which policy should you create in Microsoft Endpoint Manager, and what is the minimum number of required
policies? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Policy to create in Microsoft Endpoint A4
Manager:

An app configuration policy
An app protection policy

A conditional access policy
A device compliance policy

Minimum number of required policies: v

an WM =

A. Mastered
B. Not Mastered

Answer: A

Explanation:

Graphical user interface, application, table Description automatically generated
Reference:
https://docs.microsoft.com/en-us/mem/intune/apps/app-protection-policy

NEW QUESTION 422

- (Exam Topic 4)

You have several devices enrolled in Microsoft Intune.

You have a Microsoft Azure Active Directory (Azure AD) tenant that includes the users shown in the following table.

Namie Role Member of
Userl . Cloud device admunistrator | Groupl
- User2 | Intune admunistrator | Group2
User3 | None | None

The device limit restrictions in Intune are configured as shown in the following table.

gl - - chdiics chdiics bl ahliy

Priority | ~ Name | Devicelimit | Assigned to
|1 Polieyl  fI5 = |Group2 .
12 [Poliy2  [10  [Growpl |
(Detmt i Allwsers /. A3 4. 4. JAllusers |

S -

You add User3 as a device enrollment manager in Intune.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No
Userl can enroll a maximum of 10 devices in Intune. O O
User2 can enroll a maximum of 10 devices in Intune. ) 9
User3 can enroll an unlimited number of devices in Intune. O O

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:
https://docs.microsoft.com/en-us/sccm/mdm/deploy-use/enroll-devices-with-device-enroliment-manager

NEW QUESTION 423

- (Exam Topic 4)

You have a Microsoft 365 E5 tenant.

industry regulations require that the tenant comply with the ISO 27001 standard. You need to evaluate the tenant based on the standard

A. From Policy in the Azure portal, select Compliance, and then assign a pokey
B. From Compliance Manager, create an assessment
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C. From the Microsoft J6i compliance center, create an audit retention policy.
D. From the Microsoft 365 admin center enable the Productivity Score.

Answer: B

NEW QUESTION 425
- (Exam Topic 4)

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.onmicrosoft.com. Your company implements Windows Information Protection

(WIP).

You need to modify which users and applications are affected by WIP.
What should you do? To answer, select the appropriate options m the answer area. NOTE: Each correct selection is worth one point.

v

To modify which users are affected bv WIP, configure:

To modifv which applications are affected bv WIP. configure:

A. Mastered
B. Not Mastered

Answer: A

Explanation:
References:

The Azure AD app registration

The Azure AD device settings

The MAM User scope

The mobile device management (MDM) authority

Y

App configuration policies
App protection policies
Compliance policies

Device configuration profiles

https://docs.microsoft.com/en-us/windows/security/information-protection/windows-information-protection/crea

NEW QUESTION 427

- (Exam Topic 4)
You have three devices enrolled in Microsoft Intune as shown in the following table.
Name Platform BitLocker Drive Encryption Member of
) (Bitl.ocker)
Devicel Windows 10| Disabled | Groupl, Group2
_ Device _ Windows 10 { [ hsabled _lr.'t-':"" llil*;;i"-
Deviced Windows 10 Disabled Crroupd

The device compliance policies in Intune are configured as shown in the following lable

Name Require BitLocker Mark noncompliant Assigned
L after(days) . .
' Policyl | Requure | 3 | No

Policy! Requure 10 | Ye
Policy & | Nuilt.u":nli'gil:r.‘-.! - 15 Ye

The device compliance pelicies have the assignments shown in the fcllowing lable

Name Assigned to
Policy2 Group?2
Policv3 Group3

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct selection is worth one point.

Statements

Devicel is marked as noncompliant after 10 davs.
Device2 is marked as noncompliant after 10 days.

Device3 is marked as noncompliant after 15 davs.

A. Mastered
B. Not Mastered

Answer: A
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Explanation:
Statements Yes No
Devicel is marked as noncompliant after 10 days. r(":)JI 3
Device2 is marked as noncompliant after 10 days. IO, Q
. : . =
Device3 is marked as noncompliant after 15 davs. QO g

NEW QUESTION 429

- (Exam Topic 4)

You have a Microsoft 365 tenant that has Enable Security defaults set to No in Azure Active Directory (Azure AD).
The tenant has two Compliance Manager assessments as shown in the following table.

Name | Score Status Assessment | Your Microsoft  Group | Product | Regulation
progress | improvement actions

_ | | | | actions | | | |

SPEO0O 15444 | Incomplete | 72% | 3 of 450 887 of 887 | Group1| Microsoft| NIST 800-
_ | | | | completed | completed | | 365 | 53

Data 14370 | Incomplete | 70% 3 of 489 835 of 835 | Group2| Microsoft| Data
Protection | completed completed 365 Protection
Baseline | _ _ | Baseline

The SP800 assessment has the improvement actions shown in the following table.

~ Improvementaction | Teststatus  Impact | Points achieved | Regulations
Establish a threat intelligence None +9 points | 0/9 NIST 800-53, Data Protection
program Baseline

Establish and document a None +9points | 0/9 NIST 800-53, Data Protection
configuration management program Baseline

You perform the following actions:
> For the Data Protection Baseline assessment, change the Test status of Establish a threat intelligence program to Implemented.

> Enable multi-factor authentication (MFA) for all users.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements Yes No

Establish a threat intelligence program will appear as Implemented in Q O
the SPB00 assessment.
The SP800 assessment score will increase by 54 points, Q Q
The Data Protection Baseline score will increase by 9 points. O ®

A. Mastered

B. Not Mastered

Answer: A

Explanation:

Graphical user interface, text Description automatically generated

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/compliance-manager-assessments?view=0365-worl https://docs.microsoft.com/en-
us/microsoft-365/compliance/compliance-score-calculation?view=0365-worldwid

NEW QUESTION 430
- (Exam Topic 4)
You have a Microsoft 365 ES subscription that has three auto retention policies as show in the following exhibit.
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Priority
RecordTypes
Operations
Userlds

RetentionDuration

e

Priority

Recordlypes
oerations

Userlds

RetentionDuration

el
Priority
RecordTypes
Cperations
Userlds
RetentionDuration

Retentionl
J o8

{MicrosoftTeams)
L}
{“

ThreeMonths

Retention2

158
{MicrosoftTeams )
{teamcreated)

{Userliask2006280ut look .ormicrosoft.c

SixMonths

letentiond
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User2igsk200628o0ut look.
welveMonths

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the graphic NOTE Each correct

selection is worth one point.
Angweer Area

A. Mastered
B. Not Mastered

Answer: A

Explanation:
Angwer Artd

NEW QUESTION 433

1 Lserd 3335 & Channel ir
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